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Welcome to the
PLCnextTechnology - Security Info Center!

In this offline version of the information platform you find all information about security in the context of
PLCnext Technology:

— Generic security information

— Information on secure operation including starting up

— Information on IEC 62443-4-1 and IEC 62443-4-2 certification, prerequisites and validity for the different
controllers

— For general information on the WBM, refer to the Web-based Management reference in the
main PLCnext Technology - Info Center

How to get in touch

Do not hesitate to connect with other PLCnext Technology users around the world and our PLCnext Technology team
at Phoenix Contact in Germany. Your questions, hints and feedback are always welcome.

— If you need further information, contact your local subsidiary of Phoenix Contact .
— For feedback to the PLCnext Technology - Security Info Center, please send an email to the author.
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Product range

Products

The following devices are certified according to IEC 62443-4-1 and IEC 62443-4-2 Full ML3 Process Profile and
therefore subject of this information platform:

Note: If you are using older firmware versions with security certification, you must update to firmware version

2024.0.x LTS.

An update to the current LTS version is also essential, as many security vulnerabilities (CVESs) in Linux
components are fixed in every LTS version.

Product Product Type Firmware version Item no.
AXCF1152 PLCnext Control 2022.0.4 LTS or newer 1151412
AXCF 2152 with PLCnext Control 2022.0.4 LTS or newer 2404267
AXCFXTETH1TX Extension module - 2403115
extension module and Bus b aul 1064312
AXCBSL2 bus base module us base modute ) e
AXCF3152 PLCnext Control 2022.0.4 LTS or newer 1069208
AXCFXTEXP Extension module - 1139999
AXCFXTSPLC1000 Safety-oriented control 01.01.0000 or newer 1159811
(SPLC1000) for operating PROFIsafe®
devices
RFC4072S PLCnext Control for 2023.0 LTS or newer 1051328
safety-related operation
BPC9102S Industrial box PC with 2023.0.4 LTS 1246285

integrated safety-related
controller

The procedure for safe commissioning is illustrated using the AXCF 2152 as an example. Information deviating from
this can be found in the chapter of the respective controller.

Note: The AXCFXTSPLC3000 (SPLC3000, item no. 1160157) is developed in compliance with the IEC
62443-4-1 process and meets the requirements of IEC 62443-4-2, as detailed in the security and safety

hardening guidelines.

Officially, the SPLC 3000 will be included in the forthcoming IACS Components PLChext Control certificate for

firmware 2025.0 LTS.

You can find the Functional Safety Certificate here: Functional Safety certificates
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Documentation

Each product comes with its own documentation. In addition to the user manuals, there are other documents such as
data sheets or change notes that you can download from the respective product page.

Device Product Current change Additional documentation
documentation notes

AXCF1152 Product page Change notes "Axioline F: System and

AXCF 2152 | Product page ' Change notes installation” user manual ,

AXCF3152 Product page Change notes “Axicline F: Diagnostic

registers and error

messages" user manual,
"Industrial Security" user note
(see download section on
product page)

AXCFXTETH1TX Product page

AXCFXTSPLC1000 Product page Change notes

(SPLC21000)

AXCFXTSPLC3000 Product page Change notes

(SPLC3000)

RFC4072S Product page Change notes

BPC9102S Product page Change notes

PLCnextEngineer Product page Change notes Online help
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Revision history

We keep adding to and elaborating this information platform. The following changes have been made to this
information platform (reverse order - most recent changes at the top):

Rev.

Release
date

Changes

Approved by

Approval
date

017
016

015

2025-02-10
2024-12-16

2024-12-09

Updated IEC 62443-4-1 ML3 certificate

Updated IEC 62443-4-1 and IEC 62443-4-2 certificate for
devices of the PLCnext Control series.

Updated hyperlinks

Boris Waldeck

Boris Waldeck

Boris Waldeck .

2025-02-06
2024-12-16

2024-12-09

014

2024-12-04

Publication of the released version

— Added information on AXCFXTSPLC3000

— Changed wording: "PLCnext Technology - Security Info
Center" instead of "PLCnext Security Info Center"

— Protection against physical access: added information on
shipping packaging

— Integrity check of downloaded software or firmware files:
added example for a PLChext Technology App from
the PLCnext Store

— Activating App Manager: added security note on integrity
check of the downloaded files

— Added new topic: Controller-specific information on the
62443-4-2 compliance list

— Added information on OpenSSL 3.0

— AXCF 3152 topic: added information on Trusted Platform
Modules (TPM)

— Updated PROFINET firewall configurations

— Minor corrections and changes in various topics

Boris Waldeck

2024-12-04

013

012

2024-06-17

2024-06-04

Preliminary version for certification

— Added information on the service interface of
the AXCF 3152 (firewall configuration)

— Updated information on backup and restore

— Updated product range

— Protection against physical access topic: updated image of
sd card packaging

— Creating users topic: added information on the default
password notification

— Updated IEC 62443-4-2 compliance list

— New topic Device certificates

Preliminary version for certification
— Adjusted information due to hardware changes of

the AXCF 3152 with hardware revision 04:
— The mode selector switch on this device is omitted.
— The service interface (USB-C interface) can be used
for service purposes.
— Information about security seals.
— Additional controller:
— AXCFXTSPLC3000 (SPLC3000)
— Additional information on the security seals of
each PLCnext Control
— Added information on handling (encrypted) SD cards
— Updated information on backup and restore
— Added information on OpenSSL
— Minor corrections and changes in various topics

Boris Waldeck

2024-06-17

Boris Waldeck | 2024-06-03
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Rev. Release Changes Approved by Approval
date date
011 | 2023-11-02 - Added instructions on how to perform backup and restore to | BorisWaldeck | 2023-11-02
the navigation and to the overview page.
— Changed wording: "certified" (mostly American English)
instead of "certificated" (mostly British English).
010 | 2023-09-15 | — Remodelling the user interface, general restructuring of BorisWaldeck | 2023-09-15
content and navigation:
— Different typeface
— Dimmed background
— Contents panel and navigation: Clicking on a facet title
now opens the first topic of that facet right away.
— Several feature enhancements
009 | 2023-08-22 | Publication of the released version BorisWaldeck # 2023-08-21
— Additional controller:
- BPC9102S
— Several feature enhancements
008 | 2023-06-21 | Preliminary version for certification BorisWaldeck | 2023-06-21
— Additional controller:
- BPC9102S
007 | 2023-04-17 | Additional details to the SafetyEngineer user role in combined BorisWaldeck | 2023-04-17
safety use cases.
006 | 2023-03-20 Additional controller: RFC4072S BorisWaldeck | 2023-03-20
005 | 2023-01-13 | Publication of the released version for the firmware release BorisWaldeck | 2023-01-13
2023.0 LTS of PLCnext Control AXCF 1152 and AXCF 2152
004 | 2022-10-24 | Preliminary version for certification BorisWaldeck | 2022-10-24
— Additional controller:
— SPLC1000
— New folder: PLCnext Security and Safety Guideline
— Several feature enhancements
003 | 2022-05-24 | Content added in the folder Industrial Security Guideline BorisWaldeck  2022-05-24
including Generic security concepts
002 | 2022-04-12 | Publication of the released version BorisWaldeck H 2022-04-12
001 | 2022-04-06 | Preliminary version for review BorisWaldeck | 2022-04-06
000 | 2021-11-16 Preliminary version for certification IEC 62443-4-1 and IEC BorisWaldeck | 2021-11-16

62443-4-2
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Industrial Security Guideline
Phoenix Contact industrial security guideline

Introduction

The increasing interconnection of systems, components, and devices as well as the growing amount of data to be
transmitted and stored (in a word: the achievements of Industry 4.0) result in a higher risk of cyber attacks. This is also
promoted by the increasing spread of open industrial standards. Therefore, the best possible protection against cyber
attacks, threats, and abusive or erroneous data misuse/manipulation must be the logical and highly prioritized
consequence of this digital development.

Last but not least, in addition to the financial, business and customer interests in smooth and undisturbed operations
and data with integrity, there are also legal requirements in terms of security , such as the European NIS Directive (EU
2016/1148) or the German IT Security Act (V2.0 valid from May 28, 2021). Refer to Security-relevant laws and
industrial standards for details.

According to current directives and relevant laws, it is primarily the operator of relevant facilities who is required to
implement appropriate protective measures. To do this, he needs a consistent security concept that defines uniform
and sufficient protective measures. This concept must include the manufacturer of the industrial automation
components, the system integrator who integrates these components into the asset (i.e., the plant manufacturer) as
well as the plant user/operator.

The IEC 62443 standard defines such a security concept which holistically covers all the roles in the ICS area. In order
to securely operate a company or plant, an ISMS (Information Security Management System) needs to be implemented
to address the cyber-security risks and implement and improve the technical and organizational counter measures.
This is the subject of this manual.

The purpose of such an ISMS is to establish the greatest possible level of cyber-security while taking economic aspects
into account. This means that all security-related measures must be defined and implemented at a required and
justified level.

"Cyber-security" is generally understood to mean the protection of information and systems against theft and
deliberate or accidental manipulation. Cyber-security has the goal to ensure the

— integrity
— availability
— confidentiality

of data and IT systems or OT systemes, i.e., Industrial Control Systems (ICS) in our current context.
Our support on your way to security

The present document contains the information that is necessary to integrate and use Phoenix Contact components
within your plant in a secure way.

The guideline is aimed at

— system integrators,
- plant owners, and
— plant operators

who integrate, configure, parameterize, and use components supplied by Phoenix Contact.

Note: A basic assumption of the IEC 62443 is that security mechanisms must be implemented by all three roles
(as defined by the standard), rather than by a single actor.
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The present documentation is not specifically related to any specific device or software version. It is rather to be
understood as generic information which has to be supplemented by the related product-specific information given in
the respective device manual or software user guide.

Prerequisite level of knowledge

The information given in the present documentation is aimed solely at the group mentioned above who are familiar with
the relevant concepts of automation technology as well as the applicable standards and other regulations.

Knowledge of the following is required:

— The devices used to build automation infrastructures and systems,

— The software tools used for device configuration and parameterization as well as

— The security-relevant regulations in the field of application, in particular the applicable parts of the IEC 62443
standard, and

— The safety and accident prevention regulations given by relevant safety standards, applicable sector standards and
local safety guidelines in the field of application.

Qualified personnel

The information given in this guide must only be used and applied by qualified personnel: These are appropriately
skilled personnel or persons instructed by skilled personnel who are familiar with the relevant IT/ICS security-concepts
for automation and network technology as well as the applicable standards (IEC 62443) and other regulations.

Phoenix Contact assumes no liability for erroneous handling or damage resulting from disregard of information
contained in this documentation.

/\ [ WARNING

Improper modifications to devices can endanger safety and the system's cyber security, or damage
devices

Within the scope of the information described in the present guideline, any modifications to the
hardware and firmware of the devices in the system are not permitted.
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About this documentation

Validity of this guideline

The present documentation is not specifically related to any specific device or software version. It is rather to be
understood as generic information which has to be supplemented by the related product-specific information given in
the respective device manual or software user guide.

Ensure you always use the latest documentation. You can verify with Phoenix Contact or refer to the Phoenix Contact
homepage on the Internet, to see whether there are any modifications or additions to the documentation you are
using: www.phoenixcontact.com

Additional documentation

You must observe the security-related information in the user documentation

— about the devices used to build automation infrastructures and systems (such as controllers, switches, gateways, I/
O modules etc.)

— about any configuration or engineering software tool used to develop, commission or maintain your network/
automation solution,

— about any additional standard technology (if applicable).

General terms of use for Phoenix Contact Technical Documentation

Phoenix Contact reserves the right to alter, correct and/or improve the technical documentation and the described in
the technical documentation at any time and without any prior notice, within the bounds of what is reasonable for the
user. This also applies to changes that serve the purpose of technical progress.

The receipt of technical documentation (in particular data sheets, installation instructions, manuals, etc.) does not
constitute any further obligation of Phoenix Contact to provide information about alterations to and/or technical
documentation. Any other agreement shall only apply if expressly confirmed in writing by Phoenix Contact. Please note
that the documentation provided is a product-related documentation only. Thus, you are responsible to inspect and
verify the suitability and the intended use of the in your particular application case, especially with regard to the
compliance with applicable standards and regulations.

Although Phoenix Contact makes every effort to ensure that the information content is accurate, up-do-date and state-
of-the-art, technical inaccuracies and/or printing errors in the information cannot be ruled out. Phoenix Contact does
not warrant that the provided information is accurate or complete. However, Phoenix Contact assures the development
according to applicable standards. All information in the technical documentation is provided as is and without
warranties of any kind, either express or implied.

Phoenix Contact accepts no liability or responsibility for errors or omissions in the content of the technical
documentation (in particular data sheets, installation instructions, manuals, etc.).

The mentioned limitations and exclusions of liability do not apply if liability is mandatory, e.g. according to the Product
Liability Act, in case of intent or gross negligence, in case of injury (of life, body or health) or in case of breach of
contract. However, the claim for damages resulting from the breach of essential contractual obligations is restricted to
damages that are foreseeable and typical for this contract type, as far as no intent or gross negligence exist or liability is
mandatory due to injury of life, body or health. A change of burden of proof to the disadvantage of the user is not
associated with this regulation.

Statement of legal authority

This manual, including all illustrations contained herein, is protected by copyright. Use of this manual by any third party
is prohibited. Reproduction, translation and public distribution as well as electronic or photographic archiving or
alteration requires the express written consent of Phoenix Contact. Violators are liable for damages.
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Phoenix Contact reserves all rights in the case of a grant of patent or registration of a petty patent. External are always
named without reference to patent rights. The existence of such rights shall thus not be excluded.

Note on usage of provided examples

The illustrations given by Phoenix Contact are mere examples which are intended to explain the general procedure a bit
more clearly. We expressly point out that the examples do not represent complete solutions for practical problems or
errors but are simply suggestions for an approach you can use as a basis for your specific implementations.
Furthermore, we would like to stress that the examples make no claim of being complete, but are simply extracts.

Phoenix Contact has not performed any risk analysis, full-scale validation or respective tests for these examples,
neither based on the error pattern nor following any troubleshooting.

Trademarks

Microsoft®, Windows®, Windows® 10, Microsoft.NET Framework are trademarks of Microsoft® Corporation.

All product and company names mentioned in this manual are possibly protected trademarks of the respective
manufacturer and should be considered accordingly.

PLCnext Technology - Security Info Center | Revision017 | 2025-02-10 | Page 16 of 306



Why cyber security? | Industrial Security Guideline

Why cyber security?

There are several definitions for cyber security, like

— Cyber security is the state in which the risks associated with the use of information technology are reduced to a
tolerable level. Risks arise from threats and weaknesses to systems and products.
- Information security is the preservation of confidentiality, integrity and availability of information. (ISO 27000:2009)

Ignoring or neglecting cyber security risks in state-of-the-art, highly networked automation systems can at least lead to
major disadvantages or even endanger the existence of complete business models and entire companies.

The most commonly experienced risks and damages from cyber-attacks include, for example:

— Plant downtimes: Due to security problems, production has to be stopped for hours or days. Such production
downtimes result in considerable costs.

— Loss of know-how: A competitor can access your sensitive data (design, engineering,...). The quantification of the
resulting economical damage is complex and expensive.

— Data loss. The reconstruction and recovery of the lost data may be very expensive.

— Damaged reputation: The consequences of a damaged reputation of your company after a cyber attack are often not
foreseeable and even more difficult to represent financially. And what happens if data of your customers are
affected by the attack?

Therefore, the importance of cyber security has increased massively during the last years in all areas of a company. The
risk is further increasing due to two trends: On the one hand, the attack surface is becoming larger with increasing
digitization and networking, and on the other hand, attackers and attack methods are becoming more efficient.
Accordingly, measures must be taken to protect a company from cyber attacks. Only an integrated cyber security
approach is suitable to protect production facilities and critical infrastructures.

The goal of all cyber security measures must be to protect the value creation as this is at the heart of every
business.

From this basic principle, individual and specific security goals can be derived for your company. Such specific goals
can be, for example, know-how protection (e.g., for development results or contract conditions) or the compliance with
legal requirements, for example data privacy. In manufacturing companies, the ability to produce and deliver is of
obvious importance.

Note: With regard to security, a distinction must be made between two types of technology or network: IT
networks and ICS/OT (Industrial Control Systems/Operational Technology). See topic IT and OT/ ICS: A
Comparison for details.

Note: An adequate security concept must include the technology involved, defined processes, and the people
involved, i.e., it must specify both technological and organizational measures.
Refer to the topic Security as Holistic System Approach for further information.
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Security-relevant laws and industrial standards

It is important to understand that IT security is not only a new "product feature" that a vendor can implement more or
less well at its own discretion. Instead, the integration of security features into automation equipment, systems and
components is now required by national and international laws.

Therefore, this topic gives a simplified overview on the most essential security-related laws, standards and regulations.
In general, a distinction must be made between legal requirements, recommendations and standards that define the
necessary steps for the implementation of security-related measures and procedures.

Security laws - what must be done...
IT Security Act (V2.0 valid from May 28, 2021)

Released by the German Parliament which has the central role in the protection of critical infrastructures in Germany.

According to the IT Security Act, plant owners of critical infrastructures must establish and certificate an ISMS
(Information Security Management System) as well as fulfill a set of minimum technical requirements in order to
protect and maintain the provision of its essential services. The act states that the information technology (IT) builds
the basis of all security measures in a company.

Note: Note that cyber security for IT and OT (Operational Technology also known as ICS, Industrial Control
Systems) requires other measures and procedures. Refer to the topic IT and OT/ICS: A Comparison.

"Critical infrastructures" are facilities, installations, or parts thereof belonging to the sectors of energy, information
technology and telecommunications, transport and traffic, health, water, nutrition as well as finance and insurance and
are of great importance for the functioning of the community because their failure or impairment would result in
considerable supply bottlenecks or threats to public safety. Since version 2, the municipal waste management sector is
also considered as critical infrastructure. In addition, "companies in the special public interest" fall within the scope of
the Act. These include, for example, defense manufacturers and manufacturers of IT components for use in critical
infrastructures or for processing classified government information. This is intended to secure the entire supply chain.
Also affected since version 2 are companies that are of significant economic importance to the Federal Republic of
Germany. The same applies to their suppliers, which are relevant due to their unique selling propositions.

Therefore, the sectors mentioned must meet industry-specific minimum standards, including in particular the
introduction of an ISMS. Moreover, they must report relevant incidents concerning IT security to the BSI. The BSI
recommends suitable procedures for identifying and implementing security measures for the company's own
information technology (IT). The aim of basic protection is to achieve a medium, appropriate and sufficient level of
protection for IT systems. To achieve this goal, the "IT-Grundschutz" catalogues recommend technical security
measures and infrastructural, organizational and staff-oriented protection measures.

NIS Directive

Put in place by the EU (with the participation of the European Union Agency for Network and Information Security,
ENISA).

The NIS directive is the first piece of EU-wide cyber-security legislation which must be transposed into national law by
all member states.

Its goal is to enhance cyber-security across the European Union by improving cyber-security capabilities at national
level with better EU-crossing cooperation at the same time.

The NIS directive...

— extends the responsibilities of critical infrastructure operators (which include online service providers/marketplaces,
domain registration authorities, search engines, and cloud providers) to include defined security and reporting
obligations.

— requires the member states to establish a strategy for addressing cybercrime threats.
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It defines and contains, amongst other:

— guideline for incident notification and reporting obligation
— identification criteria
— security requirements

European Cybersecurity Act (3/2019)

Released by the EU (with the participation of the European Union Agency for Network and Information Security,
ENISA).

This act is a comprehensive set of regulations, technical requirements, standards and procedures for certification or
conformity assessment of products. The act serves the following purposes:

- Strengthening of the ENISA by granting to the agency a permanent mandate, reinforcing its financial and human
resources and overall enhancing its role in supporting the EU to achieve a common and high level of cyber security.

— Establishment of the first EU-wide cyber security certification framework to ensure a common cyber security
certification approach in the European internal market and ultimately improve cybersecurity in a broad range of
digital products (e.g., Internet of Things) and services.

— Perspectively, the IEC 62443 standard will be placed as a certification framework.

Basic Security Standards - How to implement secure processes

Standards describe how precisely measures and procedures can be implemented to meet legal requirements. The
basic standards in the context of industrial automation systems are the ISO 2700x series and the IEC 62443.

— IEC 62443: Security for industrial automation: Aimed at plant owners and operators, system integrators and device/
component manufacturers/component suppliers. This standard refers in particular to industrial network and system
security (OT systems like production and machine networks).

— ISO/IEC 2700X: Information Technology: Aimed at plant owners and plant operators. This standard refers in
particular to information and managements system security (IT systems like office and factory backbone networks).

Further Information: For details on IT and ICS (OT) please refer to the topic IT and OT/ICS: A Comparison.

Sector-specific Security Standards

Based on national legislation, various specific security standards have been developed by industry associations
especially for the requirements in their respective industries. The table below shows some examples. However, the
international standard IEC 62443 is the only one with a cross-industry approach, addressing all participants in the
value chain and also enabling certification procedures.
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Standard Target group Main purpose Geographical/
industry focus
BDEW White Paper Device/component manufacturers, Security D, A, CH
system integrators requirements for | Energy & water sectors
suppliers
WIB Security Standard | Device/component manufacturers, Device/ Oil & gas sector
system integrators component
manufacturer
certification
ISO/IEC 27019 Asset owners, IT security for Energy sector
plant operators control systems
NIST 800-82 Asset owners, Technical security | USA
plant operators recommendations
NERC CIP Asset owners, Increasing USA, Canada
plant operators reliability of
energy supply
infrastructure
IEC 62443 Device/component manufacturers, Requirements for | General industry sector

system integrators,
plant operators

secure products,
secure solutions,
and secure
operation

Further information

For further information, refer to these sources (some in German):

— IT-Grundschutz Compendium of the BSI
— BSI recommendations for ICS Operators
— Best practices of the US CISA (Cybersecurity & Infrastructure Security Agency)
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IEC 62443 standard: security for industrial applications

Overview on the parts of the standard

The IEC 62443 standard series defines the necessary security processes and functional measures for device/
component manufacturers, system integrators, and operators of machines and plants. It is a common security standard
for industrial automation systems and consists of 13 parts which describe the security-relevant requirements for
processes and functional measures as well as the technical state of the art. The following table summarizes the

available standard parts:

IEC-62443-11 IEC62443-1-2 IEC-62443-1-3 IEC 6244314

Concepts and Master glossary of System security IACS security

models terms and conformance metrics life-cycle and
abbreviations use cases

IEC 6244321 IEC-62443-2-2 IEC-62443-2_3 IEC-62443 24

Security pragram IACS Patch management Security program

requirements for Security Program in the IACS requirements for [ACS

IACS asset owners Rating environment service providers

DECSHRSSENNN cceeiss2 | ECKHASSSINN

Security technologies Security risk Systern security
for IACS assessment requirements and
and system design security levels

ccsunss S

Product security Technical security
development life-cycle requirements for |[ACS
requirements components

Process requirements

Functional requirements

Roles definition in the IEC 62443 standard

IEC-62443-2-5

Implementation
guidance for IACS
asset owners

The IEC 62443 standard defines three different roles. Depending on your role, different security-related requirements

arise in order to fulfill the requirements of the IEC 62443 standard.

— Role 1: Manufacturer or Product Supplier. With regard to the devices used to build automation infrastructures and
systems, for example, PLCnext Control devices, mGuard security appliance, switches etc., this is Phoenix Contact.

— Role 2: System Integrator

As a system integrator, you are responsible for the standard-compliant integration and commissioning of

components and systems involved into an automation solution.
— Role 3: Operator or Application/System Owner

As an application owner/operator, you are responsible for implementing and following the standard-compliant
policies, capabilities, and procedures that secure the operation and maintenance of the automation solution on-site.
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Note: A basic assumption of the IEC 62443 is that security mechanisms and processes must be implemented
by all three roles (as defined by the standard), rather than by a single actor.

Note: Phoenix Contact acts in all three roles: as a component supplier (product business unit), system
integrator (VMMs) and as an operator (production). Refer to ICS Security Concept by Phoenix Contact for further
information.

Target groups (roles) for the various standard parts

Part 1-1 describes the basic concepts, such as network segmentation, zones and conduits and provides an overview on
suitable measures (process/functional/mix). Therefore, part 1 is intended for all target groups.

IEC 62443 parts 2-1 to 5 apply to plant owners with the exception of part 2-4 which addresses system integrators.
The parts 3-1 to 3 apply to system integrators and the parts 4-1 and 4-2 to device/component manufacturers.

Only the parts 3-1, 3-3 and 4-2 (marked with a dark green header in the figure above) describe actual "features". All
other parts contain procedural definitions, descriptions, and technical reports on the current "state-of-the-art".

For device and solution providers, the following parts of the standard are relevant: part 4-1, 4-2, 3-3 und 2-4.

Example of roles and applying standard parts

In the context of planning and implementing new production plants or machinery, every party involved is now able to...

— act according to applicable legislation and have their individual parts and business contributions certified according
to one and the same worldwide accepted standard

— specify protection requirements and implementation details to service providers and project partners and evaluate
the results

All measures and procedures have to be performed in accordance with the individual roles and responsibilities in the
current IT security context.

System Integrator Device Manufacturer

e T 1 Tt -
S S Sl VR ﬂl 1= §
= AR Bl
\ E— . . el e 3 | h : J
= IEC 62443:24| 1w e [1EC 6244342 i
Pratection Functional
requirements requirements
.
[E 3
I LT

. |EC 2700x ISMS

IEC 62443-2-1
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ISO/IEC 27001 standard: security for traditional IT systems

ISO/IEC 27001 is the leading international and most important standard regarding cyber-security of Information
Technology (IT) systems. It describes the implementation of an Information Security Management System (ISMS) by
providing clear guidelines for planning, implementing, monitoring, and improving your information security. These
requirements are generally applicable and apply not only to private and public companies but also to non-profit
institutions.

Starting point of an ISMS is basically the (risk) analysis of the situation in your organization. Based on the classified
processes and data, the security risks identified for them, and the defined requirements and objectives, a customized
security concept is to be implemented. The protection of your sensitive data and its simultaneous availability for
authorized users and processes must be taken into account in equal measure.

ISO/IEC 27001 looks at your organization as a whole by including all hierarchical levels, departments and processes
into the safety-related consideration.

An ISMS which complies to the ISO/IEC 27001 is not static but rather continuously adapted to changing conditions. It
follows a Plan-Do-Check-Act (PDCA) cycle which results in a continuous optimization of the protection measures.
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IT and OT/ICS: a comparison

Note: The abbreviation ICS stands for Industrial Control System.

With regard to security, a distinction must be made between different types of technology or networks:

— IT Information Technology Office (accounting, sales, management, ...).
Here, the ISO 27001 standard for the plant owner is typically applied.
— "Intermediate Layer" Factory Backbone (inventory management etc.).
Enterprise Resource Planning (ERP) or Product Lifecycle Management (PLM) domain, no classic automation.
Here, the ISO 27001 standard is typically applied.
— OT Operational Technology Production area / Factory Floor with its machines and plants (ICS).
Here, the IEC 62443 standard is typically applied.

The following figure illustrates the so-called "Automation Pyramid" with these network types:

15O 27001

; "
systems — Requirements

anagement
|nformation security manad

office- Network

" ‘j. 3 \ /

pwork
Factory Backpone-Ne

o]}

Production- Network

Machine-Networks

In terms of security, these technology areas must not be considered separated from each other. Rather, they must be
considered in conjunction. In order to completely serve security in OT, the measures defined by IT must be extended
by additional relevant activities.

In the field of automation, the focus is on physical processes such as drilling, measuring, assembling, etc. Plants are
operated as long as they allow economical production. The life cycle is much longer than in an IT environment. The
broader challenges in automation are apparent: Any disruption leads to reduced productivity. In addition, the
possibilities for eliminating vulnerabilities are limited, since restarts are only feasible to a limited extent and every
change to an automation system entails the risk of further malfunctions.
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Comparison: IT and OT

When comparing the areas of IT and the industrial automation world (OT/ICS), requirements apply as shown in the
table below.

ICS Security IT Security [11
Priorities Availability Confidentiality & Availability
Integrity Integrity
Confidentiality
Property: Availability 100 % required 99% sufficient 1!
Property: Restart Difficult Possible
Property: Patch Management Significant challenge Automated possible
Hardware life cycle 7 to 20 years 3 to 5 years

[4] With regard to IT security, you may need to distinguish the requirements for the IT backbone and work places. Experience
shows that 99 percent availability of the ERP system can result in the factory being inoperable 3.5 days per year.

From this consideration it becomes evident: Besides an effective access control (user authentication, access restriction
by user roles, etc.) to prevent unauthorized access to OT (ICS) systems, the availability of data (and thus the
application) has a higher priority in industrial OT environments compared to office IT systems.

Any loss or corruption of data, caused by a malicious/intentional or negligent/unintentional act must not affect the
functionality and availability of an automation application.

Conclusion: Even though the selection and implementation of security measures in IT and ICS environments differ, all
elements are required for value creation. A holistic approach is necessary. This is because it is irrelevant in the
economic outcome whether production comes to a standstill because of a cyber security incident in the manufacturing
process or because of the failure of a central service (such as the ERP system).
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360° security - the holistic approach

Comprehensive and sufficient security is not achieved by implementing only (one) technical measures in the system. An
adequate security concept must include the technology used, defined processes, and the people involved, i.e., it must
specify both technological and organizational measures.

Security must be understood as a mandatory system requirement. Any security-related measures must be integrated
with general management structures and organizational processes. Furthermore, they must already be taken into
account during the planning phase of processes, plants, and execution controls.

Many but not all threats can be defended against with appropriate technical measures, such as, for example, firewalls
which filter the communication connections and only allow permitted and known connections. It is, however, important
that additional measures are implemented that address personnel, procedures, policies and practices.

A basic assumption of the IEC 62443 is that security mechanisms and processes must be implemented by all three
roles (as defined by the standard), rather than by a single actor.

Guiding principles

The following important guiding principles apply when developing an Information Security Management System (ISMS):

— Security arises from the systemic interaction of the components

— Security can only be economical if measures are taken in the right place. The principle of "equal shares for all" is just
as ineffective as "a lot goes a long way".

— To implement technical security measures, the security-related capabilities of the devices used to build automation
infrastructures and systems must be utilized as far as possible. To this end, knowledge of these functionalities is
necessary as well as the application-specific correct parameterization and configuration.

Further information
For details on technical measures, please read Implementation by technical and organizational means.

Dimensions for a holistic protection

Security can only result, if all of the following three dimensions are considered in a sufficient way. Organizational and
technical measures must be defined, implemented and applied/followed.

The figure below illustrates the dimensions of the holistic security measures and the following table explains details.
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Processes Security guidelines, risk management

Technology IT security, physical security

Dimension Offsite consideration (not ICS-specific) Onsite consideration (specific ICS in

operation)

Process How were the system components (devices used to Do the policies and procedures consider
build automation infrastructures and systems) involved | and include the necessary security-
developed? related aspect regarding the
Which security-related capabilities does the system — design
integrator have? (Policies, procedures, competence of — operation
personnel, etc., regarding design, implementation, — maintenance
commissioning, maintenance.) of the plant?

Which policies and procedures does the system
integrator follow during the plant design?

Do the plant operation processes fulfill the security
requirements regarding policies, procedures etc.?

Technology Which security-related features are provided by the — Which protection functions
components used? (functional security capabilities) are
What is implemented in the plant? implemented in the plant?

(Based on the requirements of the
IEC 62443-3-3.)

People How does the system integrator personnel follow the — How strictly does the plant designers
security-related policies and procedures? follow the security-related policies
How is the life cycle of each component realized by the and procedures?
product supplier? Consider all aspects from specification | — How strictly does the plant operators
to development, test, patch management, technical and maintainers follow the security-
support, etc. related policies and procedures?
How are the operating personnel instructed, trained and
guided with regard to secure plant operation?

Protection of safety-related data

The protection of safety-related data and therefore the integrity of the safety function is of particular importance.

The manipulation of the safety-related application program may result in:

— triggering the safety function without a request having occurred in the application
— the unavailability of the safety function so that it is no longer triggered when requested
— the unavailability of the safety function with a simultaneous deliberate causing of the request case
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Concepts & tools based on IEC 62443

Concepts & tools based on IEC 62443

The following topics describe concepts and tools defined in the IEC 62443 standard:

— Least privilege concept

— Defense-in-Depth concept

— Zones and conduits (with protection needs analysis)
— Data classification & protection needs

— Security levels (SLs)

— Foundational requirements (FR) and system requirements (SR)

Further Information: Practical measures to follow these concepts are described in Implementation by
technical and organizational means.
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Least privilege concept

The concept of "least privilege" is a basic security concept: Every access and execution right to components and data in
your ICS should be restricted to the maximum possible extend for each user. In doing so, care must be taken to ensure
that the availability of the plant is limited as little as possible. This fundamental measure is so important because
restricted access significantly increases the effort required for malicious data manipulation and reduces the risk of
accidental manipulation.

Further Information: Refer to (Central) User Management for details.
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Defense-in-Depth concept

Purpose of the Defense-in-Depth concept

A suitable approach to counter manifold cyber threats is a Defense-in-Depth strategy, for example in accordance with
the IEC 62443 standard. This means that a holistic approach must include a combination of technological and
organizational measures.

Furthermore, a defense system must not only rely on a single measure. Instead, staggered countermeasures should be
implemented, each of which represents one layer of protection. All measures should complement and reinforce each
other. If an attacker succeeded in leveraging one (i.e., the outermost) measure, he would be stopped by the
subsequent protection mechanism.

Example: In case of an external cyber attack via the network, one or more firewalls must first be overcome before the
attacker can reach the target component. There, he must defeat a user logon, only to be stopped by internal security
mechanisms. If one protective mechanism in a Defense-in-Depth system fails, the security model does not
immediately collapse and exposes the target to the attacker.

Consequently, the Defense-in-Depth concept is realized through the interaction of the various security mechanisms. It
is therefore also important to consider all security mechanisms in the system.

The IEC 62443 standard defines all aspects of a Defense-in-Depth strategy and addresses all stakeholders involved.

Note: Each stakeholder must contribute to a suitable Defense-in-Depth strategy by

— implementing suitable protection measures for his role/area, and
— avoiding to create potential vulnerabilities when further developing his business (part).

Note: The weakest link in the defensive chain must determine the strength of the entire strategy.

Outer defense layer: organizational measures...

...to be implemented by the plant owner (acc. to IEC 62443-2-1). To this end, security policies and procedures are to
be defined by the plant owner.

Topics of these policies are among others:

— General security-related behavior

— Awareness and training of personnel

— Definition/review of responsibilities of plant users

— Definition/review of (user) roles

— Definition/review user access rights

— Regulations of physical access

- Implementation of an incident response plan. Such a plan contains the instructions to be carried out after an attack
in order to continue the business.

— Definition of a patch management system (IEC 62443-2-3) for rolling out security patches.

Further defense layers: protection measures...

...to be implemented by design in the plant/ICS by the system integrator (acc. to IEC 62443-2-4, 3-2 and 3-3).

Examples for such defense measures are:

PLCnext Technology - Security Info Center | Revision017 | 2025-02-10 | Page 30 of 306



Defense in Depth concept | Industrial Security Guideline

— Network segmentation into zones and conduits
— Protection of networks by firewalls
— Access control by means of authentication
— Restriction of user actions to necessary operations only
— Secured communication using certificates
— Data protection by encryption
— Suitable procedures and policies regarding commissioning, maintenance and operation. This includes, for example,
— User management,
— Security patch management,
— Anti-malware system,
— Password policies (acc. to part IEC 62443-2-4).

Inner defense layers: functional security capabilities...

...of the components and systems used: security by design, implemented by product suppliers (addressed by the
IEC 62443-3-3 and 4-2 as well as 62443-4-1 which describes the quality of the development process and includes the
security by design).

Examples for such defense features of components and devices are:

— Use of signed software/firmware

— Anti-malware features, such as scanners

— Whitelisting features

— Authentication and authorization mechanisms for human users and software processes on all communication
channels including wireless channels. Refer to the topic User Management for details.

— Hardware protection measures for private vendor keys stored on a device, e.g., Trusted Platform Modules (TPM)
which provide enhanced security functions thus ensuring the integrity of a hardware/operating system

- Implementation of a encrypted storages for certificates, keys and identities of system integrators and operators

— VPN (Virtual Private Network) communication interfaces

— Device management interface for updating firmware components (Plant Management)

— Logging mechanisms with a synchronized time base

— Secured communication protocols, e.g., TLS communication (Transport Layer Security), also available for wireless
links.

— Support of the built-in interface with Security Profiles

— Use and configuration of the integrated firewalls
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Zones and conduits (with protection needs analysis)
What is a zone?

A complete plant is difficult to grasp or categorize in terms of possible threats and necessary security measures. For
this reason, the IEC 62443 standard divides a complete system into so-called zones. In terms of the standard, a zone
can be a physical and/or logical group of system components to which the same security requirements apply.

Zones are useful to consider critical components separately and thus to isolate them from the overall system. This way,
a segmentation of the network takes place, whereby individual zones can be shielded from the "outside world", e.g. by
firewalls. In addition to this shielding, it is recommended to additionally harden individual components and
subsystems.

What is the demilitarized zone (DMZ)?

The so-called demilitarized zone (DMZ) plays a central role. It acts like a "buffer zone" between the public network
(Internet) and the internal ICS network thus decoupling them. Any communication between the external and internal
networks must pass the DMZ which strictly controls the information flow: When accessing the DMZ from outside the
ICS, communication connections are only possible to explicitly permitted components such as authentication servers,
application gateways or webservers. By restricting external access to these appropriately configured components in the
DMZ, other ICS-internal components remain invisible from outside. Thus the ICS network is protected from attacks
from public networks.

This information flow control is usually realized by one or several DMZ firewalls.

What is a conduit?

Zones communicate with each other or/and with external networks. The IEC 62443 standard designates the technical
means of communication and/or controlling the communication flow between zones as conduits. Consequently, a
conduit is a logical grouping of cyber assets dedicated exclusively to communications between two or more zones, and
which share the same cybersecurity requirements.

A conduit may consist of a single service (e.g., an Ethernet network) or multiple data carriers. Thus conduits control the
access to a zone and they must secure the integrity of the network traffic thus providing protection to the zone.

Conduits must control the information flow and they should separate the ICS from public networks

According to the standard, a conduit may cross a zone as long as the cyber security of the channels running in the
conduit cannot be compromised by the zone.

Security level (SL) of zones and conduits

For each zone/conduit, a security level (SL) has to be determined depending on its protection needs. By means of their
SL, zones and conduits can be compared to each other with respect to their security capability. The SL can be
considered as the zone's/conduit's qualitative degree of security.

To each zone/conduit, a target SL (SL-T) should be assigned. This is the SL, the zone/conduit must achieve according to
your risk assessment. After having implemented the required security measures, the resulting SL-A of the zone/conduit
can be determined. SL-A is the level, this zone/conduit actually achieves with the taken measures.

A detailed description of the following example is contained in the section Threat-Risk-Assessment.
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The division into zones and conduits supports the Defense-in-Depth concept according to the IEC 62443 standard.

Note: In the context of this manual, network segmentation takes into account the definition of zones according
to IEC 62443. However, here we form only zones that correspond to physically connected components
(technically considered a cell). Logical component groups are not formed here. Please refer to the chapter
Network Segmentation for further information.

Threat-risk-assessment for zones and conduits

Each security-related consideration has to start with a threat-risk-assessment. Actually, a first threat and risk analysis
is needed to initially determine the layout of the zones and conduits.

As part of such an analysis, you must identify zones and conduits that require protection, classify the data stored/
processed in and transmitted between these zones, identify potential threats, and determine vulnerabilities. Based on
these values, you determine the protection needs and finally develop a protection concept.

In the following, you will find an exemplary description of how to proceed with the threat-risk-assessment. The
example shown above of a division into zones and conduits is used as a concrete basis for this procedure.

Further Information: This example is based on a certified Blueprint by Phoenix Contact (Blueprint "Remote
Monitoring & Control"). Refer to the respective Blueprint Integration Manual for detailed information.

Note: Proceed for your plant in the same way as described for this example.
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1. Segmentation: available zones
In the example figure shown above, a plant has been divided into 5 zones:

— Zone 1: Control center (SCADA).

— Zone 2: Main process zone, which we will look at as an example in this context. See description below this
list.

— Zone 3: Management zone.

— Zone 4: Sub-process zone.

— Zone 5: Remote maintenance zone.

We will look at zone 2 as an example in this context. Its function is to collect and process data from the
process and the sub-process. It consists of a network monitoring (no. 1 in the figure), PLCnhext Technology
controllers each with I/O devices connected to the field bus (2), a WebPanel for controlling and visualization
purposes (3), and an Ethernet switch (4). A firewall (5) handles the communication with the other zones
(conduits).

2. Data identification

Based on this zone definition, the data worthy of protection must be identified which are
1. stored/processed within each zone, and
2. transmitted between zones via the identified conduits.

Further Information: Refer to the topic Data Classification & Protection Needs for an overview on data
classes.

In the example, the following data is relevant in zone 2:

— Configuration data (CD) stored on the devices used to build automation infrastructures and systems.
— Log data onboard (LO) stored on the devices involved.

— Application data (AD) on the devices involved.

— Process data (PD) which are transferred between and processed by the devices.

— System data (SD) such as access credentials, keys and certificates stored on the devices.

3. Data classification: protection need analysis

Based on the identified data classes, the protection needs can be determined. This classification is made under
three aspects:

— A = Availability
— I =Integrity
— C = Confidentiality

Further Information: Refer to the topic Data Classification & Protection Needs for an overview on
protection classes.
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In our example zone 2, the following protection needs have been identified (excerpt from all classes):

Data class Objective: Protection Justification
need
Application Data | Availability: 3 v System cannot start or stop. Shared Libs are on the SD card and
(AD) can no longer be loaded.
Integrity: 3 The loss of integrity can result in high damage.
Confidentiality: 2 Know-how protection. Necessary but not mandatory.
Process Data Availability: 3 Process data are mandatory for the plant.
(PD) Integrity: 3 Corrupted process data may cause high damage.
Confidentiality: 1 Not interpretable by uninvolved parties or interpretable only

with high effort. 90% of applications do not require
confidentiality of process data. Performance is more important.

System Data Availability: 2 Failure/expiration of system data only leads to failure of e.g.,
(SD), in particular remote access capabilities while the process continues to run.
private keysand | [ptegrity: 3 Intentional or unintentional falsification of system data can

user credentials cause medium damage (failure of a component or system part).

Confidentiality: 4 » Highly sensible data.

4. Zone classification

Based on the data classification, the protection needs of each zone can be determined. The maximum principle
applies, i.e. the highest protection need of a data class must apply to the entire zone (in each case for A/I/C).
In our example, the following values have been determined for zone 2 (main process):

— Protection need A for zone 2 =3
— Protection need I for zone 2 =3
— Protection need C for zone 2 =3

5. Conduit classification

For the necessary communication channels between the previously defined zones and conduits must be
identified. In the same way as for the zones, the data transmitted via each conduit must be classified and their
protection need (A/I/C) must be determined.

Example: determined protection needs as schematic representation

For our example plant, finally the following schematic representation results which shows the zones, conduits
as well as the classified data with their protection needs:
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6. Specification of protective measures

Based on the evaluations in the steps 1 to 4, you can now specify the protection measures.
A protection need of 3 (A/I/C) for zone 2, for example, can be fulfilled by

— segmentation of the network

— the connection of the main process in zone 2 to the system via a ring topology to increase availability

— encrypted communication with other zones

— firewalls, routing & VPN for securing the interfaces outside the zone boundaries

— hardening measures of the devices in the zone, such as deactivation of unused device interfaces

— implementing an Intrusion Detection System which monitors all data flows and generates an alarm in case of
an unknown participant or an unusually high data transfer volume

— installation of uninterruptible power supplies (UPS)

— implementing protection measures regarding the environment of the plant (access control, lockable rooms
and cabinets, installation of a fire alarm system, monitoring of the room climate

- sensitization and training of employees on the subject of information security

In particular for zone 2 which contains a PLCnext Technology controller with periphery, the following measures
are suitable:

— SSH (certificates, user credentials) for securing Configuration Data and System Data.

— HTTPS and user credentials for securing the communication with the Web-Based Management (WBM) of the
controller.

— TLS and user credentials secure the Log Data and Application Data transfer.
— HTTPS and user credentials and cryptographic strong token for securing eHMI.

— TPM (supplier root of trust) for secure storage of user credentials, keys, certificates (System Data).
— Certificates secure the OPC UA communication.

7. After having implemented suitable security mechanisms (in accordance with the results of your assessment),
the residual risk should be determined.
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Data classification & protection needs

The central task for a threat-risk-assessment is the classification of data which is stored/processed in a zone and
transmitted between zones via conduits.
This classification is done in two steps:

1. Identification of the data available in your system.
2. Classification of the data, i.e., determination of the protection needs of the identified data classes.

Data identification

Data class Abbrev. Description

Configuration CD Configuration data is located on the devices used to build automation infrastructures
Data and systems

Log Data central | LD Log data stored on a central Syslog server

Log Data onboard | LO Log data available on the device, logging can be configured
Application Data | AD Application data is located on the devices

Process Data PD Process data transferred between the devices and processed there
System Data SD System data (access data, keys, certificates) located on the devices
Recipe Data RD Recipes (which may also include proprietary data and trade secrets)
Parameter Data | PAD Variable values (e.g., min, max)

Backup Data BD Backed-up data

Data classification (protection needs)

Based on the identified data classes, the protection needs can be determined. This classification is made under three

aspects:

— A = Availability
— I =Integrity

— C = Confidentiality

Note: The data classification may vary from company to company. The classes listed below are examples.

PLCnext Technology - Security Info Center | Revision017 | 2025-02-10 | Page 37 of 306



Industrial Security Guideline | Data classification & protection needs

Protection objective: Availability
To what extent must the information and processing functions be accessible to authorized users / resources, or what
downtime is tolerable to the maximum?

Level Description

1 - Negligible The processing of the information can be postponed for up to several days or can be carried out
manually for this period of time without significant damage being incurred.

2 - Moderate The processing of the information may be up to one day or may be performed manually for that
period without major damage.

3 - Serious The processing of information may fail only rarely and for short periods of time (up to 4 hours).
Otherwise, high damage is to be expected.

4 - Critical The processing of the information must basically be continuous and may only fail for a very short

period of time, not exceeding one hour. Otherwise (in case of failure for more than one hour) very
high damages are to be expected.

Protection objective: Integrity

To what extent must uncontrolled changes and deliberate manipulation be prevented, or must the (machine)
processing work flawlessly and reliably? To what extent must the actions of the users or the generation of the
information be traced?

Level

Description

1 - Negligible

2 - Moderate

Deliberate or unintentional falsification of the processed information or information loss does not
result in any significant damage. If the processed information is incomprehensible, no significant
damage is to be expected.

Intentional or unintentional falsification of the processed information or loss of information can

cause only medium damage. If the processed information is not bindingly traceable or provable
to third parties, only medium damages can occur.

3 - Serious

Deliberate or unintentional falsification of the processed information or loss of information can
cause serious damage. If the processed information is not legally binding or provable to a third
party, it can cause serious damage.

4 - Critical

Intentional or unintentional falsification of the processed information or loss of information can
cause very high damage. If the processed information is not legally binding or provable to third
parties, it can cause very high damages.

Protection objective: Confidentiality
To what extent must unauthorized access to information and unauthorized disclosure and disclosure be prevented?

Level Description

1 - Negligible The processed information can be brought to the attention of anyone without significant damage
or are explicitly intended for publication.

2 - Moderate Information is processed whose access is restricted to authorized persons. If the information is
disclosed to unauthorized persons, only moderate damage is to be expected.

3 - Serious Information is processed whose access is restricted to authorized persons. If the information
becomes known to unauthorized persons, high damages are to be expected.

4 - Critical Information is processed whose access is restricted to authorized persons. If the information
becomes known to unauthorized persons, I can expect very high damages.
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Security levels
Security levels according to IEC 62443-3-3

To categorize the severity of potential threads, protection classes are available for the various data classes a zone
stores/processes or a conduit transmits. This is the basis for the required level of protection of an entire zone or
conduit.

In response to these protection need levels, the IEC 62443-3-3 standard defines Security Levels (SL). Furthermore, the
standard maps SLs to system requirements by mentioning specific protection measures the system shall provide at
each level.

The standard defines the SLs as level of confidence which indicates whether an industrial automation system is free of
security vulnerabilities and operates in the intended manner. Thus, the SL can be considered as a qualitative degree of
security. This way, an SL provides information by a single number about the severity of the threat scenario.

Note: By means of their SL, zones and conduits can be compared to each other with respect to their security
capability.
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The SL could be compared to the Safety Integration Level (SIL) in the field of safety engineering. The main difference
between safety and security engineering is that the safety SIL can be calculated based on measurable system/
component failures, malfunction or outages as well as on calculated probabilities of human misconduct during setup,
operation, or maintenance. In terms of security, the threat reasons and incidents may be manifold: from operator
carelessness to mistaken data tampering to malicious attacks by various means or via different channels. Therefore,
the determination of the SL is more complex.

What does an SL refer to?

An SL relates to a zone or a conduit which was identified in your plant/ICS. Or put the other way around: the SL
indicates the threat level of a zone/conduit, that has been assigned during the threat and risk analysis. Depending on
the SL of a zone/conduit, the components involved must be selected.

Defined SLs

The following table describes the SLs defined in the standard (as they might be understood with practical examples):

SL  Profile

SL1

sL2 |

Who?: Operators, maintainers or any
Internet user

Means: n/a

Resources: n/a

Skills: n/a

Motivation: none - rather
carelessness/misuse

Description

Accidental/(co)incidental violation/manipulation

— "Accidental", for example, by a plant operator or maintenance
personnel due to disregard of regulations or guidelines when
handling facilities or data.

— "(Co)incidental" by an external threat with the aim to
misconfigure your system or the unauthorized disclosure of
information.

— Who?: Individuals and companies with | Intentional but low-motivated violation using simple means:
generic security knowledge — Attacks with low motivation.
— Means: simple — Attacks may be executed by any Internet user with generic
— Resources: limited/common skills who does not have specific knowledge to attack systems.
— Skills: basic/common — Attackers without detailed knowledge about your plant.
— Motivation: low — Attacks relating to this SL are often executed using automated
tools.
— Attacks often targeted to a wide range of plants instead of
specifically one (your) system.
SL3 | — Who?: Experts (incl. companies) who | Intentional and moderate-motivated attacks with sophisticated
develop and use targeted attack means:
means/scenarios for the purpose of — Attackers have expert security knowledge (high level hackers),
profit — and/or advanced knowledge about your field of industry, your
— Means: sophisticated plants, weak interfaces or vulnerabilities in the hardware/
— Resources: moderate software/protocols involved.
— Skills: plant-specific — Attacks using tools specifically adapted to your plant as target.
— Motivation: moderate — Attackers with a higher degree of criminal energy than
mentioned for SL2.
SL4 - Who?: Government organizations Intentional and aggressive attacks with highly sophisticated

targeting specific targets, regardless of
the costs incurred in doing so.

Means: highly sophisticated and
aggressive

Resources: extended

Skills: plant-specific

Motivation: high

means:

— Attackers have security knowledge of an expert group,

— and/or expert knowledge about your field of industry, your
plants, weak interfaces or vulnerabilities in the hardware/
software/protocols involved.

— Attacks using tools specifically adapted to your plant as target
combined with high performance equipment.

— Attackers with a higher degree of criminal energy as mentioned
for SL3.
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Ongoing security considerations

Security vulnerabilities can arise not only during the development of a plant or ICS. They can also result, e.g. by applied
patches or changed guidelines during the plant's life cycle of after changes in the environment or new elements have
been added to the plant.

Example: The change of a regulation for the user accounts management leads to security vulnerabilities. Additionally,
when the inappropriate new account management is implemented, old user accounts are not deleted.

Therefore, the changing threat situation must be continuously monitored and analyzed. New attack methods as well as
the overcoming of existing security mechanisms (e.g., an encryption technique) must lead to a corresponding defense
reaction, i.e., the appropriate further development and optimization of security measures.

Types of SLs

Security levels do not only show the level of confidence in a zone or conduit. They can also be used to select the
devices and components to implement technical security measures. Ideally, the SL-C (C = capability) of the selected
components corresponds to the SL-T (T = target) to be achieved in the zone/conduit to be protected.

To be able to map the view on SLs from the different roles (plant owner, operator, system integrator, device supplier),
three different types are distinguished.

— Target SLs (SL-T): Target security level according to the requirements resulting from the threat-risk-assessment you
have performed.

— Achieved SLs (SL-A): Actual security level resulting from the operational and technical measures that are already
implemented and applied.

— Capability SLs (SL-C): Security levels, each component/device to be involved in your ICS can provide.
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Foundational requirements (FR) and system requirements (SR)

Foundational requirements (FR)

The IEC 62443 standard defines seven foundational requirements (FR). These are basic requirements regarding the
security of an ICS. They are addressed to all stakeholders of a plant and used throughout the standard.

— FR1: Identification and authentication control (IAC)
Protection by verifying the identity of any user before enabling communication
— FR2: Use control (UC)
Protection against unauthorized actions by necessary privileges before performing
— FR3: System integrity (SI)
Preventing modifications of information by unauthorized persons and systems
— FR4: Data confidentiality (DC)
Preventing disclosure of information to unauthorized persons and systems
— FR5: Restricted data flow (RDF)
Protection via zones and conduits to limit unnecessary data flow
— FR6: Timely response to event (TRE)
Collecting, reporting, preserving automatically evidences to ensure timely corrective actions
— FR7: Resource availability (RA)
Ability of device functionality in case of demand also during DoS attacks

System requirements (SR)

For each FR, part 3-3 of the IEC 62443 standard defines several system requirements (SRs). Each SR describes
concrete requirements for the plant and thus describes the respective FR in detail. The example below shows details
for FRA4.

To comply with the standard, you must map the relevant SRs to the subsystems and components of your automation
system.

Requirement enhancements (RE)

An SR can be supplemented by so-called requirement enhancements (REs) that have to be fulfilled for higher Security
levels.

Example: FR4 with its SRs and REs

According to "FR4 - Data confidentiality", communication channels and data repositories must be protected against
unauthorized disclosure. Depending on the security level (SL 1 to 4), the disclosure must be prevented with the means,
resources, skills and motivation as defined in the SL classification table.

The following three SRs are defined for FR4, some of them with REs:
(The list also mentions which SR and RE must at least be fulfilled to achieve a particular security level (SL).)

PLCnext Technology - Security Info Center | Revision017 | 2025-02-10 | Page 42 of 306



Foundational requirements (FR) and system requirements (SR) | Industrial Security Guideline

— SR 4.1: Information confidentiality.
Protection of the confidentiality of information for which explicit read authorization is supported.
SR 4.1 (without any RE) must be fulfilled to achieve SL-C 1.
— SR 4.1 RE 1: Protection of confidentiality at rest or in transit via untrusted networks.
SR 4.1 + RE 1 must be fulfilled to achieve SL-C 2 or 3.
— SR 4.1 RE 2: Protection of confidentiality across zone boundaries
SR 4.1 + RE 1 + RE 2 must be fulfilled to achieve SL-C 4.
— SR 4.2: Information persistence.
Purging all information for which explicit read authorization is supported before taking them out of service.
To achieve SL-C 1, it is not necessary to fulfill SR 4.2.
— SR 4.2 RE 1 - Purging of shared memory resources
SR 4.2 + RE 1 must be fulfilled to achieve SL-C 3 or 4.
— SR 4.3: Use of cryptography
Use of state-of-the-art cryptographic tools for key establishment and management.
SR 4.3 must be fulfilled for any level SL-C 1 to 4.
— No REs defined for this SR.
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Security from the operator's view

Introduction

Note: Many requirements are listed in both standards IEC 62443-2-1 and ISO/IEC 27001

From a plant operator's point of view, many requirements apply that are defined in both ISO/IEC 27001 (which
deals with IT system security) and IEC 62443-2-1 (draft edition 2.0). Even more: the two standards
complement each other. The information in this topic can therefore be seen as a kind of mapping of particular
relevant requirements which are defined in both standards.

The IEC 62443-2-1 standard defines the elements to establish a cyber-security management system for owners and
operators of ICS. For that purpose, it lists specific security requirements with a special focus to ICS/OT the
implementation of which is intended to protect the systems against unwanted access or attacks. These requirements
are aimed to achieve the needed and best possible security according to the existing protection needs.

What "needed and best possible security" means in a specific plant must be assessed individually by each operator.
Accordingly, the requirements defined in the standard must also be assessed and implemented individually by each
operator for the respective plant. This is, because the general measures defined by the standard must be
comprehensive enough, but should not be too restrictive (and in line with the available budget).

The requirements in the part 2-1 of the IEC 62443 standard series are organized into Security Program Elements
(SPEs) that contain measures for establishing, implementing, maintaining, and continuously improving an SPE.

The present chapter summarizes those SPEs which relate in particular to the functionality of a plant and above all
which correspond to the viewpoint of the plant operator. It therefore contains in a condensed form information from the
previous chapters with the special focus of the plant operator. Details can be found in the standard.

SPE1-0ORG1.1

The plant operator must coordinate the Security Program (SP) with the ISMS (Information Security Management
System) to ensure integrated Defense-in-Depth strategies for the ICS and coordinated operational (OT) and information
(IT) security. SP and ISMS security administrators must collaborate. Common ICS network interfaces (such as firewalls
or remote access) as well as a cross-interface user management should be designed and managed.

The plant operator should identify, investigate, and address areas of potential conflict.

A holistic security approach (360° security) for a plant can only result from the combination of personnel, hardware and
software. To comply with the IEC 62443-2-1, SPs must therefore consider all of the following:

— Organizational measures (including organization-wide policies and practices) must be taken, and

— technical security functions provided by the hardware and software components involved must be configured and
used, and

— security-related processes must be implemented for the secure setup/configuration/operation of the ICS and for
maintaining its technical security functions.

SPE2-CM 1.1

The operator of the ICS must document, verify and maintain all included devices used to build automation
infrastructures and systems, software components, communication protocols and ports in a verified inventory list (e.g.,
managed in a database).
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This is the only way to ensure that the operator is aware of all components of the ICS and that all components are
authorized and configured to meet the security requirements. The verified inventory list should also be used to record
all changes to devices, components and communication paths.

SPE 3 -NET 1.1

The operator of an ICS must ensure that segmentation and communication policies are established and implemented
for the interconnection of networks from the ICS and other networks. This is because external networks are a threat to
the ICS as they allow access from potentially unknown sources.

The segmentation of networks allows to restrict data and control flows as well as the visibility between the ICS and
external systems.

— All connections between the ICS and external networks/systems must be identified (as trustworthy or non-
trustworthy), managed, authorized and documented.

— Only necessary data flows should be allowed.

— Connections between segments must be examined for threats.

SPE4-COMP 1.1

The plant operator must ensure that all hardware and software components included in the ICS are sufficiently
protected against cyber attacks. Attacks can occur via internal interfaces (e.g., USB or configuration ports) and external
interfaces (e.g., inter-process communication interfaces or APIs).

Devices used to build automation infrastructures and systems must be hardened prior to installing them in an ICS.
Hardening includes, for example, removing or disabling unneeded functions, applications, network addresses and
interfaces.

SPE5-DATA1.1

To protect data from disclosure, tampering, loss, or loss of use, the system operator must perform a risk assessment.
The goal of the risk assessment is to understand which data needs to be protected from which threats. See topic
Threat and Risk Assessment.

SPE5-DATA 1.2

Data must be protected from threats according to its classification. The following protection mechanisms are possible:
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— User access controls: Only users with appropriate permissions are allowed to access specific data or software.

— Permissions for the transmission of data: Restrict what data is transmitted and validate data and parameters to
determine if they were changed during transmission or if invalid values were transmitted.

— Encryption: Protect data from disclosure.

— Digital signatures: Enable authentication and change detection based on a secure checksum.

— Physical access controls: Especially when the above options cannot be realized or if additional protection is desired.
Access controls restrict physical and network access to computers and communication connections.

SPE5-DATA 1.4

If normal operation of the ICS cannot be maintained due to an identified security breach, the ICS must be brought into
a predetermined secure state in order to limit further risks to the ICS (incl. health, safety, and environmental risks). This
state is referred to as "fail-secure" (similar to the "fail-safe" from the functional safety area), into which the system is
brought to protect itself from the hazard. Since this state is ICS specific, the operator must define it individually based
on the risk to the ICS.

SPE5-DATA 1.6

After removing devices and components from the ICS and/or decommissioning them, the system operator must delete
all confidential data that requires protection.

SPE6-USER 1.1

The plant operator must ensure that there is a plant-specific procedure for assigning identifiers, authenticators, and
roles to users. Users in this context may be human users, software processes, and the devices used to build automation
infrastructures and systems.

— Human users must be authenticated by their login data and will be given access to programs/data according to their
role. Refer to the topic User Management for details.

— Software processes must be authenticated when connect to any process within the ICS.

— Devices connected to any device in the ICS must be identified and verified as authorized.

SPE 6 - USER 1.2

User accounts that are no longer needed must be removed or deactivated immediately. For this purpose, the operator
must set up a separate procedure, in close coordination with Human Resources.

SPE6-USER 1.3

The user IDs, authenticators, roles and associated access rights must be configured so that they cannot be
automatically disabled. This could result in the inability to perform essential operations (those that ensure health,
safety, environmental and system availability). A risk assessment is required in which the plant operator identifies
essential operations, their software dependencies, and associated user accounts.

Policies should be established and implemented for the identified user accounts to ensure that they automatically
expire or are automatically terminated.

SPE 7

The operator must implement suitable measures for the timely detection, logging, analysis, and management of
security-related events and hazards. Such measures serve to identify security-related problems, initiate actions, and
record responsibilities.

Security-relevant events must be reported and written to protected event or audit logs. These logs must be retained for
an appropriate period of time.
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The system operator must ensure that the appropriate capabilities are in place to restore the system to its previous
state if needed. For this, a site disaster recovery plan (DRP), business continuity plan (BCP), or both must be deployed

and kept up to date. These plans must include disaster scenarios, error handling procedures, and processes to maintain
the required level of business continuity.
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ICS security concept by Phoenix Contact

This topic describes how Phoenix Contact solves the requirements regarding cyber-security.

Note: This description and the illustrations in this chapter are schematic and exemplary in nature. They do not
claim to be complete. Details on technical implementations and practical realization can be found in the
respective product-related security guides.

General considerations and Phoenix Contact certifications

Phoenix Contact understands and implements security holistically: as a device/component manufacturer and as a
system integrator and keeps a close eye on plant owners (as end customer). This is possible because Phoenix Contact
is familiar with the challenges of plant owners since production is also the core element of Phoenix Contact business
processes.

In practice, this means that Phoenix Contact has to decided to comply with the IEC 62443 standard as this is the
comprehensive standard for OT (ICS networks) security.

Phoenix Contact is active on all three levels of the IEC 62443: device/component manufacturer, system integrator and
plant owner. Therefore, our customers can rely on our security expertise as well as on the fact that Phoenix Contact
products are developed securely according to the IEC 62443 standard. Many of the measures described here are direct
answers to the general requirements in ISO 27001 which is the recognized and applicable standard for security
processes in plant IT networks. Both standard are complementary to each other.

To prove this, Phoenix Contact has been certified according to the following parts of the IEC 62443 standard:

— Part 4-1 certified product development process. This certificate confirms that Phoenix Contact has completely
defined security processes and applies them for certain product developments.

— Part 3-3: Certification of the security system building capabilities.

— Part 2-4: Certification of the system integration services. This certificate covers system development at Phoenix
Contact as well as at the premises of the plant owner.

Further Information: Refer to the topic IEC 62443 Standard: Security for Industrial Applications for further
information on the standard and the division of its parts.

360° security: our portfolio

As mentioned before, Phoenix Contact considers cyber security holistically. The basic idea of what we call 360°
security is that an adequate security concept must include the technology used, defined processes, and the people
involved, i.e., it must specify both technological and organizational measures.

Refer to 360° Security - The Holistic Approach for further information.

Transferred to us as a supplier of products, solutions and services this means:
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Phoenix Contact...

— operates a secure development process. Security measures are implemented, verified and documented based on a
threat analysis. Phoenix Contact products implement various security functions. Regular checks ensure the
identification of any security vulnerabilities. Security updates then close the security gaps.

— offers various services to support you: from assessing your individual security level and providing advice on how to
improve your security to training your staff. All services conform to the highest security standards.

— provides you with secure automation solutions and security architectures for a wide range of requirements and
industries.

PLCnext Technology - Security Info Center | Revision017 | 2025-02-10 | Page 49 of 306



Industrial Security Guideline | Technical and organizational security measures

Technical and organizational security measures

Technical and organizational security measures

To achieve security, a holistic approach is necessary: An adequate security concept must include the technology used,
defined processes, and the people involved, i.e., it must specify both technological and organizational measures.

Many but not all threats can be defended against with appropriate technical measures. These technical measures must
be supplemented by organizational measures that address personnel, procedures, policies and practices. Please refer
to 360° Security- The Holistic Approach for details.

From the systemic point of view, further requirements and interfaces arise regarding the following:

— Network architecture of the automation solution
— Configuration of the automation solution

— User account management

— Certificate management

— Firewall settings management

— Device and patch management

— Remote Maintenance

The following aspects can help to fulfill these requirements:

— Network segmentation: Data exchange between different internal plant parts (zones) can be configured.

— Use of firewalls.

— Encrypted data transmission: Incoming and outgoing communication can be encrypted using VPN, for example via
IPsec or OpenVPN.

— Authentication of any human user or software process that request the establishment of a communication
connection within your network (for example using certificates).

— Implementation of a secure certificate management/PKI system.

— Integration into user administrations: By configuring users network-wide, each employee can be assigned and
managed individual access.

— Secure remote access: For remote maintenance of machines via insecure networks, it makes sense to use additional
security appliances (e.g. mGuard from Phoenix Contact). Here, it is important that the configurations of the devices
used to build automation infrastructures and systems are matched to each other. Secure remote access is also
mandatory for wireless connections (mobile access).

— Implementation of a powerful (new generation) anti-malware inspection tool on all network components for which a
tool is available and can be installed. Other components (if no anti-malware tools can be installed) should be
protected by alternative measures.

— Implementation of NAT/PAT devices which protect the devices located in your internal (private) networks from being
visible from the external (public) network.

In addition, individual device ports in the internal network that can be accessed, for example, via connected laptops
or mobile storage media should be protected and report an alarm in the event of a local attack.

— Implementation of a suitable logging and monitoring system which allows the continuous evaluation of events,
accesses etc. in your plant network.

— Realization of suitable PC hardening measures that reduce the risk of compromized engineering/configuration PCs in
your network which in turn could influence the application running on controllers or the configuration of any network
device or field device.

— Implementation of a suitable data backup system that enables the data recovery after a data loss or a necessary
attack-related reconfiguration/setup of system components.

— Integration with device and patch management: Intelligent and efficient device and patch management is provided
as a solution or interface for managing multiple devices in the automation solution. It enables the central creation
and administration of all security-relevant device settings and supports firmware upgrades.
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Network segmentation

It is difficult to determine the protection needs of an entire plant and to implement protective measures on this basis. If
an office network, factory network and, for example, production line networks are directly connected to each other,
malfunctions and viruses can be spread directly over all network parts. Network segmentation eliminates the risk that
any data can directly be transferred between external networks or, e.g. the office environment and the production area/
ICS networks.

The IEC 62443 standard divides a complete system into so-called zones and conduits. In practical implementation this
means that the network to be protected must be segmented. The resulting network segments (cells) as well as the data
paths between them can then be protected by targeted security measures.

Further Information: Basic information on the definition of zones and conduits according to the IEC 62443 can
be found in Zones and conduits

Zones, cells, segments

In terms of the standard, a zone can be a physical and/or logical group of system components to which the same
security requirements apply.

However, for the purposes of this manual, we look at segmentation a little differently: We divide the entire plant into
segments/cells that are physically connected to each other and form a physical zone, so to speak. Each of these cells
has a specific protection need.

Deviating from the IEC 62443 standard, we consider only such cells to be zones, although the standard also defines
purely logical groups as zones.

If we look at the specific (technical) security measures to be implemented, these are generally limited to physical
network segments (cells). Since we equate cell = zone, the required protection measures are easier and more clear to
implement. As a result, we may get several cells (= zones) with the same protection need (security level) although the
standard would comprise them into one zone.

Requirements and general considerations

The operator of an ICS must ensure that segmentation and communication policies are established and implemented
for the interconnection of networks from the ICS and other networks. This is because external networks are a threat to
the ICS as they allow access from potentially unknown sources.

The segmentation of networks allows to restrict data and control flows as well as the visibility between the ICS and
external systems. The plant operator should identify, manage, authorize, and document all connections between the
ICS and external systems.

Only the data flows that are necessary should be allowed. In the context of network segmentation, the connections
between segments must be examined for threats and the associated risks. The documentation to be prepared must
note these security risks and their designation as trustworthy or non-trustworthy. For non-trusted connections, a high
level of protection is required. Identifying the non-trusted connections is a fundamental step in establishing network
access controls.

If a functional safety system network is integrated in the ICS, the plant operator must ensure that the safety system is
not affected by non-safety (i.e., standard) system networks and devices. To protect the safety system from
interference, for example, firewalls or gateways can be used to manage access to the safety system. This way, a certain
separation between the (standard) control system and the safety system can be realized.
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The resulting segments can be separated using VLANSs or firewalls. Routers or Layer 3 switches then need to be used
for communication between the individual network segments. These devices intercept typical network errors,
preventing them from spreading further to the rest of the network.

Separation: OT (ICS), IT and cloud

Details on the differences between IT and OT (ICS) networks can be found in IT and OT/ICS: A Comparison.

The following figure shows an example where mGuard security routers handle the communication between network
segments.
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Rules for network segmentation

According to the IEC 62443 standard, the following rules apply when segmenting the ICS into zones and conduits:

— According to "FR5 - Restricted data flow", zones and conduits must be defined in such a way that unnecessary data
flow is prevented.
Depending on the security level (SL 1 to 4), the casual/coincidental or intended circumvention of the defined zone
and conduit segmentation must be prevented with the means, resources, skills and motivation as defined in the SL
classification table.

— Conduits should control the information flow and separate the ICS from public networks.

— Network components which represent a zone border must be able to protect the zone.

At zone borders, which represent the transfer point between a zone and a conduit, only network devices should be
used which are able to protect the zone border by monitoring and controlling the inter-zone communication
(represented by a conduit).

These are mainly devices with managed interfaces such as firewalls, encrypted tunnels, routers, proxies,
(unidirectional) gateways.
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Note: Also dual-homed devices (PCs, controllers etc.) should be considered. Such devices have two network
interfaces and they are part of two networks at the same time. In this architecture, these devices can form
(unintentional) conduits and become (undetected) security risks.

Possible measures for implementation

Possible measures to protect zones and secure interzone communication:

— Firewalls
— Determine communication relations according to the least privilege concept: The default is "deny" and only needed
communication relations should be explicitly allowed.
— Routers or Layer 3 switches handle the communication between network segments
— Prohibition of uncontrolled access
(e.g. mobile routers)
— Isolation/separation from the Internet
— No routing of DNS requests to the Internet
— No default route
— Use of a Web Proxy
— Locks with exceptions (for pass)
— Network Address Translation (NAT)

— Port Forwarding
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Remote access/remote maintenance

Consideration: risks and benefits

The increasing network capabilities of devices used to build automation infrastructures and systems enable a variety of
new opportunities. Remote access to systems and data facilitates monitoring and maintenance of plants via the
Internet. This saves costs, shortens the response time to problems that arise during operation, and can significantly
reduce the risk of a production stoppage. Specialists no longer need to be on site to avert damage or loss.

However, where remote access is possible, misuse is also possible. Devices that are connected to a network via
Ethernet are generally at risk of unauthorized network access. To prevent unauthorized third parties from accessing
devices (controllers, switches, etc.) and making changes or corrupting/stealing data, appropriate access control
measures must be taken.

Note:

Devices with communication interfaces (e.g., controllers) but without any built-in network security functions
should never be used in security-critical applications without a suitable security appliance.

Note that unauthorized access can also occur, for example, via the following device interfaces: USB ports, PCI
express interfaces, Ethernet interfaces, bus interfaces (e.g. Axioline or Profinet), SD card slots, device HMI (such
as touch panels and other operating elements).

Making remote access controllable

Basically, remote access should only be possible "on demand". For this purpose, the plant can be switched to a special
maintenance mode, for example, by means of a key switch. In maintenance mode, the equipment may only operate
with special attention to operational security and safety.

An implemented firewall should provide an appropriate configuration for this mode, e.g. by blocking (retroactive)
effects to the production network. Furthermore, access must be restricted to actually required interfaces. If, for
example, only access to the desktop transfer is enabled, the risk of malware infection is significantly reduced.

Note: In addition to remote access via Ethernet, "real access" on site must also be controlled and restricted if
necessary.

For your use case, check the possibility of disabling active communication channels (e.g. SNMP, FTP, BootP, DHCP,
HTTP, HTTPS etc.) or assigning passwords.

Take further protective measures according to the IT security requirements and the applicable standards for your area
of operation to prevent unauthorized access to your network. Such measures can be:

— Virtual networks (VPN) to ensure encrypted communication.

Note that the establishment of (encrypted) VPN connections directly to the remote maintainer must be viewed
particularly critically, since there is no control over the actions performed via the VPN connection.

For securing networks for remote maintenance via VPN, Phoenix Contact offers the mGuard product line as a
security appliance. Refer to the current Phoenix Contact product catalog (phoenixcontact.net/products).

— Use of secured communication channels. For example, data is transmitted encrypted using HTTPS (Hypertext
Transfer Protocol Secure). Furthermore, the communication partners involved may have to authenticate themselves
with certificates when establishing the connection.

— Installation of a key switch on the machine to initiate or inhibit remote access. The figure below shows an example.
A key switch ensures that only intended changes can be made to the machine. At the same time, the key switch also
enables the communication rules in the network to be blocked while remote maintenance is being carried out.

— Secure passwords for all access ways to ICS devices. This should also include access from mobile end devices via
WLAN.
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Firewalls

General information on firewalls

A firewall is a system component which protects individual computers, IT systems and ICS networks from attacks and
data corruption/misuse. Firewalls can prevent or restrict the spread of malware.

The firewall is installed at a suitable system boundary. i.e., zone boundary in our context. It analyzes the inbound and
outbound data traffic and detects unauthorized access based on the properties of the network packet. Network packets
that are not allowed are blocked by the firewall.

By eliminating all of the communication options that are not technically necessary, many attacks to your network would
not even be possible. In addition, industrial integrity monitoring helps you detect and halt the impact of changes and
manipulations to Windows®-based systems, such as controllers, operator interfaces or PCs, in good time.

The following figure shows an example with an mGuard firewall/router and 1:1 NAT as well as integrity monitoring.

Ethernet
- mGuard firewallfrouter
1:1 NAT
i
CIFS Integrity Monitoring
Scan a

Windows Windows

Windows Programs

Configurable firewall features

For configuration purposes, each firewall offers a corresponding user interface where rules and exceptions for blocking
and passing must be defined. Such rules are, for example:

Note: Some of the feature mentioned below are only supported by so-called Next Generation Firewalls (NGFW).

PLCnext Technology - Security Info Center | Revision017 | 2025-02-10 | Page 56 of 306



Firewalls | Industrial Security Guideline

— Packet Filtering: Which network packets are allowed to pass? To determine this, the firewall evaluates the IP-
related information such as the packet's IP source and destination address and the ports used by the
communication connection.

Firewalls that support Stateful Packet Inspection also evaluate the condition of the IP connection involved. See
section Stateless and stateful firewalls for details.

If Deep Packet Inspection (DPI) is supported, dynamic packet filtering also takes place. The information contained
in the data packets is read, analyzed and evaluated. The firewall recognizes the type of user data (text, graphics,
audio, video). In this way, different types of malware can be detected, which can prevent DoS attacks, for example.
In addition, unwanted data traffic (e.g. Spam) can be detected and filtered out (reduction of data traffic load).

Note:

— DPI works only for plain (unencrypted) traffic.

— Since the content of the data packets is read, compliance with applicable data protection guidelines must
be ensured when using DPL.

— Network Access Translation: A NAT function hides the resources behind the firewall from the public network thus
making them unavailable from external. See topic Network Access Translation for details.

- Proxy: If a firewall supports the proxy function, it can be parameterized to forward requests to the external network
coming from inside the protected zone. This way, the firewall appears as source for outbound data packages. A
proxy handles vicariously the entire communication and it is able to analyze and block (if required) transmitted
content. This way, participants inside the protected zone can be prevented from loading unauthorized content
outside. Configurable content filters may enhance this functionality. Note: In addition, the proxy may be able to
provide the same services for inbound traffic.

The most common type of proxy is an HTTP proxy for web traffic.

— URL Filtering: URL filters are typical functions of HTTP/web proxies. By defining a list of URLs of forbidden websites
or services (black list), the access to potentially harmful data sources can be blocked for participants inside the
protected zone. In the same way, a white list can define permitted sites that have been verified as non-hazardous.
See section Black/white lists for details.

— Antivirus and Malware Inspection: All system components for which anti-malware software is available should be
protected with a modern (next generation) malware prevention tool. For details, refer to Antivirus and malware

inspection.

Stateless and stateful firewalls

Firewalls that support Stateful Packet Inspection are referred to as stateful firewalls. The difference between stateless
and stateful firewalls is described in the following.

A "classical" stateless firewall inspects ingoing network packages based on filtering rules which have been defined for
inbound and outbound traffic by an administrator. For that purpose, it inspects, for example, only the source and
destination IP address of network packets. Since the permitted data traffic must be configured for both transmission
directions, it is not possible to determine which of the communication partners (peers) initiated the connection. As this
is static information, such a firewall is referred to as stateless firewall. If an inbound data packet matches the
conditions for passing, the stateless firewall guides it into the network (according to defined rules). Otherwise, i.e, if a
packet cannot be identified, it is rejected.

In contrast, a stateful firewall controls the network traffic on a more comprehensive basis and is therefore more
restrictive. For that purpose, it inspects the entire state of the existing network connections by considering state
information from past communications.

For example, a stateful firewall also considers the connection state by analyzing the data transfer on the transport layer
(which is the 4th layer of the OSI model). This way, it inspects the complete context of the network and decides
dynamically on each current communication attempt.

Usually, a stateful firewall inspects five properties of IP headers: source address, destination address, source port,
destination port, protocol. On this inspection basis, it is able to detect the following:
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— Addressing anomalies (IP source and destination address identical, broadcast/multicast source address, etc.)
— Packet anomalies (incorrect IP address, bad IP header checksum, incorrect IP options, etc.),

— Fragmentation anomalies (IP length errors, etc.),

— Protocol anomalies (e.g., incorrect TCP flags and TCP sequence numbers)

A stateful firewall works according to the handshake principle and takes the times into account at which data packets
are expected and received (timeouts are possible).

Any permitted connections (packets) are entered in a dynamic state table allowing connection tracking. Since NAT
gateways must assign port numbers dynamically, they require state tables and are therefore always stateful.

Conclusion: Stateful firewalls provide a higher level of protection than stateless firewalls. Therefore, they are
the current state of the art. Stateless firewalls are hardly available on the market anymore.

However, they require a higher hardware performance due to their operating principle. This makes them more
vulnerable to DDoS attacks.

Integrated and dedicated firewalls

A firewall can be installed on a separate hardware unit (which is then referred to as "dedicated firewall") or it can be a
software component which is installed within the unit to be protected ("integrated firewall").

Application

Communication

Application

Figure 1: Integrated firewall

An integrated firewall, as shown in Figure 1, offers cost advantages but is more vulnerable to attacks, depending on the
quality of the main system implementation. If many different components with integrated firewalls are to be used, all
possible variants must be administered and maintained. If the main system is successfully attacked, the firewall can be
infiltrated as well.
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Figure 2: Dedicated firewall

A dedicated firewall as a stand-alone device (Figure 2) requires a targeted investment but allows selection independent
of the other automation components. In addition, there are the following advantages of dedicated firewalls over
integrated firewalls:

— Central administration is possible.

— Component is more robust against vulnerabilities in other automation components.

— Patches and updates are possible without affecting the function of the overall system.

- In the event of a network overload, the firewall can absorb the load thus protecting the automation components
behind it.

Firewall(s) protecting the demilitarized Zone (DM2)

The DMZ is a buffer zone between the ICS and other networks. This other network can be a public one or, for example,
an internal office network. See section Special zone: DMZ for details.

A DMZ can be protected by one or two firewalls:

— When implementing a single firewall (e.g., for cost reasons), this firewall should at least provide three network ports
for connecting the external network, the DMZ and the ICS-internal network.

— When implementing two firewalls, one could be located between the external network and the DMZ, another firewall
between the DMZ and other ICS-zones.
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The DMZ firewall(s) must control the data flow as follows:

— Accesses from external networks (Internet) must only be possible to components (authentication servers,
application gateway, etc.) in the DMZ. No direct access from external networks to resources within the ICS network
is allowed.

— Accesses from the ICS-internal network must not directly access resources located in external networks. Instead, an
intermediate point such as a proxy server in the DMZ must be interposed.

— Data packages must only leave the DMZ (in direction internal network and Internet) if they are authorized
accordingly.

Blacklists and whitelists

Blacklists and whitelists pursue opposing strategies. Therefore, usually only one of the two lists is used, but not both
together.

— A whitelist is a "positive list", or in other words a list of all exceptions to a general prohibition. This means that no
connections are allowed through the appropriately configured firewall except those explicitly listed on the whitelist.
A prerequisite for the use of a whitelist is that all permitted connections must be known. The list must be updated for
each new communication connection that is classified trustworthy.

— A blacklist is a "negative list", i.e. a list of all exceptions to a blanket permission. It contains all connections that are
considered untrustworthy and should therefore be prevented. A prerequisite (and a disadvantage) for using a
blacklist is that all prohibited connections must be known.

Further information: For detailed information on the management settings for the firewall used refer to the
respective user manual or the online help of the corresponding configuration software.
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Anti-malware inspection

The list of security incidents in industry is growing longer all the time: Stuxnet, Industroyer, TRITON, or WannaCry are
examples of malware/ransomware which attacked SCADA systems, safety controllers etc.

While anti-virus/anti-malware software is common and widespread on IT systems, OT components are often still
unprotected. Often, the corresponding tools for OT components are not available or are more complicated or,
depending on the component, cannot be installed at all.

Components to be protected

All system components for which anti-malware software is available should be protected with a modern (next
generation) malware prevention tool. These system components include:

— Plant management systems/server.

— Patch management systems/server.

— Engineering systems (PCs, tablets).
Malware could modify or destroy controller/PLC applications developed on an engineering PC with an engineering/
programing system. If not detected, infected or malfunctioning applications could be written to the controller/PLC.
In addition, malware could use debug/remote control functions of the engineering software to take control of
connected controllers/PLCs (change the operating mode, stop the controller etc.)

— Parameterization/configuration systems for network/field devices (PCs, tablets).
Malware could modify or destroy device configurations/parameter sets. If not detected, wrong parameter/
configuration data could be written to the network devices.

— Visualization and HMI systems (PCs, tablets).
Malware could modify or prevent the visualization display. In addition, malware could use HMI control functions to
take control of connected controllers/PLCs (change the operating mode, stop the controller etc.)

— Logging and monitoring systems (PCs, tablets).
Malware could modify or delete log data or prevent external monitoring.

— Data backup systems and media, including cloud storages
Malware could modify, delete or encrypt data backups.

Configuration/operation rules for anti-malware tools

— Access to the configuration settings of the anti-malware software should be restricted to specially authorized
persons (administrator).

— The configuration settings as well as the results of the scans should be documented and logged.

— Configure the installed anti-malware software to achieve the best possible balance between security and availability
of your plant. Especially for time-critical applications, a system scan must not affect the performance of the system.

— After the initial installation and configuration of the anti-malware software, run a full system scan. Make sure that
the signature database is up-to-date.

— Configure regular automatic scans. When partial or full scans can be done depends on your application (workload,
performance).

— Manual scans (especially complete ones) should only take place outside regular production operation (e.g. during
shutdown, maintenance or setup operation) to avoid causing performance problems.

— Any access to data and applications should trigger an automatic scan (in addition to regular automatic scans). Take
other appropriate protective measures if such continuous scanning on access is not possible due to performance
reasons (refer to the next section).

— If you include network drives in the scanning process, make sure that they are not scanned by multiple instances of
the anti-malware software and that no performance problems can occur (e.g. due to network overload).

— Update the anti-malware software regularly, in the shortest possible intervals that your application or production
process allows.

— Update your anti-malware systems (e.g., virus signatures databases) automatically and from a central location (e.g.,
via a local update service in the DMZ). Never download updates directly from the Internet.

— Take into account the possibility that updating the anti-malware software (for example, due to an incorrect signature
database) may cause problems in the application. Therefore, divide the systems into "update groups", assigning
redundant systems to different groups. Then update the databases of the groups in sufficient time interval. This
allows you to respond (without complete system downtime) to problem-causing updates.
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Alternative measures if no anti-malware tools can be installed

Especially on controllers or smart field devices, anti-malware tools may not be available. Even on computer systems,
application-related scenarios are possible in which only limited malware protection is possible (for example due to
performance problems or lack of possibility for regular updates). The following measures should then be taken as an
alternative:

— Separation of the affected component into a separate zone.

— Application whitelisting.

— Regular scanning of the affected component from a connectable device (e.g., laptop with installed anti-malware
tool).

Next generation anti-malware software

Next generation anti-malware tools offer improved endpoint protection compared to traditional antivirus programs.
They not only detect known file-based malware using a signature database and heuristic methods, but also protect
against unknown malware (zero-day attacks, file-less non-malware attacks). They are also able to detect malicious
behavior and respond to TTPs (Tactics, Techniques, and Procedures) from unknown attackers.

Thanks to new technologies, next generation malware protection programs are able to respond to previously unknown
threats. For this purpose, comprehensive data is collected on attacks that have taken place. This data provides
information on how the threat originated, other potential points of attack in your plant, how to potentially recover
affected areas, and how to close the vulnerability. Furthermore next generation anti-malware tools may support
machine learning and cloud-based, configurable behavior detection. Ideally, these tools will be able to share
information gained in this way with other entities in your company or community.

Especially in networked systems (zones and conduits), it can be crucial that the malware protection program is able to
immediately stop network activities for the affected zones or processes, isolate (quarantine) and clean affected
systems in the event of an attack.
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NAT and port forwarding

General information

Network Address Translation (NAT) separates internal (private) and external (public) network areas. A NAT device
(which is usually located at the network or zone border) exchanges public and private IP addresses. This way, all
internal network addresses are hidden behind the external address and private addresses can be used in the delimited
internal network.

Outgoing connections are mapped to different port numbers on the outside. For ingoing connections, one entire private
network can be addressed via one "common" external IP address.

Devices in local internal networks can thus be connected to the external network (Internet) without these having public
IP addresses and without these addresses having to be known in the external network.

1:1 NAT

1:1 NAT is always a 1:1 IP address replacement, i.e. to each public address relates exactly one private address. This
means IP addresses are mapped and ports numbers are not changed. 1:1 NAT does not strictly need connection
tracking as the mapping is static. Both directions, ingoing and outgoing are equal.

Example for 1:1 NAT: 10 machines have the internal network address 192.168.1.0/24. This could not be routed. The
1:1 NAT-device maps each machine to a different network 10.0.1.x, 10.0.2.x etc such that from outside the machines
all components can be distinguished.

NAT with port forwarding

The term NAT is typically used to describe the mapping of an internal network to one external IP address. While 1:1
NAT is always a 1:1 IP address replacement, with NAT, multiple IP addresses share one single IP address after
translation.

Port numbers are used to ensure unique assignment of data packets. Consequently port numbers of outgoing
connections need to be mapped to avoid conflicts. This requires connection tracking.
This type of address translation may also be known as PAT (Port and Address Translation).

Since incoming connections do not know which internal IP (and port) the connection should be connected to, such a
connection must be configured in advance. This is called port forwarding.

As there is an automatic assignment of outgoing connections, no connections to the internal network are possible. Port
forwarding allows to specify for external ports to which internal component a connection request should be forwarded.
This allows the internal services to be used from the outside.

Security aspect of NAT

As address translation interrupts the end-to-end connectivity of the communication, this technology also provides a
way to protect the internal network: The devices in the internal network are located behind the NAT router and cannot
be accessed from the public network. Only the end device can establish a connection.

Note: Although this protection effect is similar to that of a simple firewall, NAT cannot substitute a dedicated
firewall with packet filtering.
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Port protection and port alerts

Infected hardware, like USB sticks or laptops, can transfer malware to the network. The following measures can be
taken to prevent this:

— Configure the port security function of the devices involved in a way that unknown devices cannot exchange data
with the network.

— Switch off any available ports that are not required.

— Activate any alert functions provided by the devices involved. For example, alerts via SNMP and signal contact can
be sent if an unauthorized access to the network is detected.

— Protect wireless connections (mobile access) via WiFi/WLAN networks against unauthorized use.

SNMP
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(Central) User management

General considerations on user management

If communication is allowed through a firewall or possible via local access, access should be protected by a user login.
Users in this context may be human users, software processes, and devices used to build automation infrastructures
and systems.

— Human users:
They must be authenticated when logging on and will be given access to run programs under the account used to log
in.
According to the IEC 62443 standard, the authentication of human users is necessary "on all interfaces capable of
human user access". This includes local human-machine-interfaces (touchscreens, keyboards and further command
devices), and network protocols designed for human user interactions (HTTP, HTTPS, FTP and SFTP) as well as open
and proprietary protocols which are, for example, implemented with device configuration tools.

— Software processes:
Processes must be authenticated when they are automatically started by the operating system and run under the
account under which they were started.

— Devices:
While a device is connected to the system, its identity must be verified. This ensures that devices are authorized to
participate in system operation.

Note: Exceptions can be considered for display-only or basic machine operation. All administrative access
should be protected.

This topic relates to the identification and authentication of human users.

User management can be done locally, but is then difficult to administer. Central user management systems, as shown
in the example below, are more practical

Note: If a system does not support access control, a dedicated firewall can help by permitting predefined
connections only if the user has previously logged on to the firewall.

Roles (e.g., operator, process engineer, maintenance engineer or administrator) are groups of access rights that can be
assigned to human users. If identifiers, authenticators, and roles are used, user access controls can be managed more
easily. Furthermore, this reduces the potential for errors and omissions in the corresponding processes.

Depending on how the users will use the system, the roles for the ICS will be defined. A user may have one or more
roles.

Each user needs "credentials" (password, smart card holding a private key) and the system needs

"authenticators" (hashed password, certificate issued for the smart card and/or its user). Furthermore, authorizations
must be assigned, i.e. it must be defined which operations the user may perform, which resources he may use and
which data he may access.

Required: password protection of devices in the ICS network

Password protection is necessary when logging on to both devices and applications in your ICS:
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— Logon to the network-capable devices with a particular user role ensures that the user is known and authorized to
access/control/configure the device.
Example: When logging on to a PLCnext Technology controller from PLCnext Engineer to write a project, debug the
application or control the PLC, you must enter a user role and password.

— When launching a server application from a client, a login page must be called first.
Example: When launching an HMI application running on the internal HMI webserver of a PLCnext Technology
controller from any HMI client (e.g. web browser on any computer), a login page should request authentication.

Why using a central user account management?

This question can already be answered by one simple example: In ICS networks, group passwords are often used for
user access. The collective password is therefore known to many users. However, when employees leave the company,
passwords are not changed or access is not blocked and can be abused. To solve such problems, a central user
management should be used in which individual access rights are assigned to each employee.

Secure Checking the
IT-/OT-center - - - user rights
- E’ - User database
Enabling access with
T rights restriction
Transmission
Field level

Access request

Y

Granting limited
access

The IEC 62443 standard (part 4.2) requires that the components involved in an ICS should "provide the capability to
support the management of all accounts". This means it should either provide the management of all accounts directly
according to part 3-3 or should be able integrate into a higher-level user account management system.

Integration into a higher-level user management means that the evaluation of the user authentication is performed in
the higher-level user management system but not in the component itself. Many Phoenix Contact devices support this
integration.

For such remote authentication, special network protocols are available which are referred to as "dial-in user services".
Examples are RADIUS or LDAP both of which are briefly described below.
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General rules for user management systems and user accounts

Every user management server (e.g. RADIUS, LDAP - see below) that evaluates user/login requests and
subsequently grants or denies access to the network must be protected by suitable firewall services. A firewall
used there should only allow valid dial-in requests to pass.

Strictly separate and distinguish highly privileged (e.g. overall domain administrator), privileged (server/
workstation administrator) and non-privileged (normal daily work) accounts.

Reduce the number of privileged accounts to the minimum necessary.

If there are multiple administrators, each should have their own privileged user account, if possible. Otherwise,
the responsibility or accountability is not always clearly assignable.

Even for the same person, administrative tasks and "day-to-day" operations should be under separate
accounts. Follow the two-user rule to ensure security over convenience.

The IEC 62443 standard explicitly allows role-based and group-based identification and authentication.
However, avoid group accounts as much as possible and use individual accounts instead wherever possible. If a
group of users use the same account, correct and unique identification is not possible.

Make sure that (access) rights are restricted to the maximum possible extend for each user account. Refer to
the topic Least privilege concept.

Only administrators should be authorized to modify the user data bases or access right configurations. Other
user must only have read-only permission to this data.

Delete temporary and outdated user accounts (which were, for example, been used during the design or
commissioning phase of the plant/ICS).

Delete accounts that are no longer used.

Implement user identification and authentication in a way that does not impede rapid, local emergency
response.

If supported, implement multifactor authentication.

According to the IEC 62443 standard, ICS network components should implement multifactor authentication
for all human users who will have access. For implementing multifactor authentication, several authentication
methods can be combined. Combine the request of the user password with, for example, the evaluation of
biometrics (e.g. finger print scanner, face recognition), tokens, physical keys, key cards or the geographic
location of the user.

Note: Central user management with username/password implies that the same credentials can be used to
access other systems, probably even IT systems. Therefore, both the user/application interface and the
communication channel between the device/application and the central user management system should be
implemented via secure network connections and/or strong encryption. For further information, see Secure
Communication by Encryption and Authentication.

RADIUS

RADIUS is a mechanism which allows network devices to authenticate users. It is less complex as, for example, Active
Directory with LDAP as authentication mechanism (see next section). Therefore, it is particularly suitable when using
devices that are not members of an Active Directory domain and which implement a simple authentication process.

Note: RADIUS is already an older protocol. In its documentation (RFC 2865, June 2000), the mechanism for
hiding the user name and password is not considered state-of-the-art. Consequently, RADIUS cannot be
considered strongly encrypted today. It should only be used for central authentication services if the
communication can be additionally protected by other network security measures.

RADIUS can be used securely in conjunction with Extensible Authentication Protocol, such as EAP-TLS. EAP-TLS
is a commonly deployed authentication protocol which uses X.509 certificates. RADIUS with EAP-TLS is often
used in port security applications.
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The RADIUS standard is based on a client-server-architecture. The client has to be available on the device which
initiates the login and generates a corresponding request. This request is routed via the network to the RADIUS server
via a Network Access Server (NAS) which is also referred to as Authenticator. The server is connected to a user
database where each user is registered with a unique name, password and the assigned user access rights. The user
database can be a RADIUS internal one or the server queries other directory services or databases.

The login request is evaluated (username and password or security token value correct?) and, if the authentication was
successful, the server initiates the establishment of the requested connection using all parameters belonging to the
user. These user data also include authorization information which define the access rights to resources, services and
data in the network. This means, RADIUS supports both authentication and authorization.

Active Directory and Lightweight Directory Access Protocol (LDAP)

Active Directory (AD) is a directory service in Windows®-based networks and part of the Windows® Server operating
system. The term "directory" in this context is not an equivalent to a folder in a file system, but rather corresponds to a
register. It stores devices, users, resources and other relevant objects where each contained object is described by
specific information (object type, class, attributes).

This way, AD allows the detailed modelling of organization structures or, if suitable, of your plant. The structure may
contain several hierarchically structured domains. Each contained object can be uniquely identified. The Active
Directory service supports the search for objects, e.g., devices, users etc.

AD allows the management of administrable resources such as network services, access rights to memory space, use
rights for applications, access to peripheral devices or network printers and network services. In terms of cyber
security, the administrator of the AD must authorize or can restrict each user from using individual services, network
devices/resources or objects.

For that purpose, Active Directory implements the LDAP which is described in the following. (LDAP is one of four main
components of AD).

Lightweight Directory Access Protocol (LDAP) is an authentication mechanisms implemented in AD (besides other
ones like, for example, Kerberos). From a technical point of view, LDAP is a network protocol that enables queries and
changes in a decentralized directory service. This means the directory may be distributed over several servers/
computers. Each system involved must allow to communicate via a particular port (636 for TLS communication).

Note: LDAP should not be used without TLS protection as otherwise credentials (username, password) will be
transmitted in unencrypted text.

Note: LDAP support is not only available in MS Active Directory. Various other software systems also implement
an LDAP server, for example, Apache Directory Server, Novell (eDirectory), Sun (Sun Java System Directory
Server) and many others. Furthermore, several different LDAP clients are available from various manufacturers.

In AD, the LDAP directory provides the information about users, computers and their group membership and it stores
the certificates of the particular computer.

The directory is structured hierarchically below a fixed root directory which corresponds to the directory name. The
hierarchy schema below the root must follow strict rules and can reflect your organization as it may contain countries,
locations, departments, resources (servers, printers, services etc.) and persons. The LDAP data model defines for each
directory service entry (i.e., for each object) a list of attributes such as Common Name (CN), localityName (L), User ID
(UID) and more. They form the Distinguished Name which is the unique object identifier.

This way, the LDAP server enables central management of the users in a network. Or, to put it another way, user
authentication can be connected to an LDAP server. It allows to manage user accounts, their passwords and group
memberships at a central level. With an LDAP server there is no need to setup user accounts and passwords on every
single controller.

The benefits are:
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— If a password change is necessary, it only needs to be changed once inside the LDAP directory and not in every
component.

— New users can be added without the need of configuring every component.

— New user rights and permissions can be granted and distributed in a very simple way.

— A blocked user is blocked in the whole system and not only for a single component.

Further Information: Refer to the main PLCnext Technology - Info Center where the file-based configuration
of an LDAP connection is described.
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Passwords

Each (human) user of a system component needs to be identified and authenticated for all access. For that purpose,
passwords can be used. Further authentication methods can be, for example, biometrics (e.g. finger print scanner, face
recognition), tokens, physical keys, key cards or evaluating the geographic location of the user.

Note: According to the IEC 62443 standard, ICS network components should implement multifactor
authentication for all human users who will have access. For implementing multifactor authentication, several
authentication methods can be combined.

You must set up a User and Role Management accordingly. There, authorizations are granted to each user role which
define the access type and permitted operations to system components or data.

Password rules

Definition of a password policy

A policy which rules the definition and handling of passwords should be defined and implemented for your ICS. This
policy should fulfill the following requirements:

— Users are forced to define strong passwords by technically preventing the definition of weak passwords. Strong
passwords result from their complexity: a combination of upper and lower case letters, numbers and special
characters and a minimum length should be mandatory.

Especially with regard to brute force attacks, the length of a password is decisive. (Brute force attacks refer to the
software-supported "finding out" of a password by trying out all possible combinations of letters and digits.)

Example: A password consisting of, for example, 7 lowercase letters corresponds to 267 possible combinations. A
powerful software tool may determine such a password within only a few seconds. By using all uppercase and
lowercase letters plus digits and special characters and extending the password by one character to 8, the same
attack needs up to a day. When using 15 characters, a "successful" attack may take years.

— Passwords should have a time-limited validity, i.e. they must expire after a reasonable period of time. Before a
password expires, the affected user must be prompted to change the password. At this point, the change algorithm
should not accept the same password again.

— The number of incorrect password entries can be limited. If the defined value of goodwill logins is exceeded in such
a scenario, the user can be blocked and must contact the administrator.

Note: This measure may not be suitable for all ICS types. Blocking after a brute-force attack would prevent the
user from logging on (even in an emergency case where a quick reaction is necessary).

Handling of default user names/passwords

— If possible, delete or at least deactivate (factory-set) default users/passwords from any component involved. If not
deletable, change preset passwords to secure passwords which comply to your above mentioned password policy.
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Note: Prior to modifying, deleting or deactivating default user names/passwords, make sure that the plant is
still operable/controllable afterwards.

Note: Never transmit passwords unencrypted (see topic User Management for details). Even without central
user management, users tend to use the same password for multiple applications. As a result, a compromised
password could have security consequences in multiple systems.

Note: Passwords are usually stored "self-encrypting" on systems and servers, so they cannot be decrypted, but
only disclosed through systematic guesswork or brute force. Also read the remarks in section Pre-shared Keys

(PSK).
Use cases

Practical use cases for authentication using passwords

— Password protection of PCs with ICS-related software tools
— Password protection of devices in the ICS network
— Restricted mobile access: protecting a WLAN by password
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Secure communication by encryption and authentication

Main goals: integrity and authentication

The implementations described in this chapter serve to pursue two main objectives of security engineering: to achieve
data integrity and to authenticate users and data sources.

— Integrity: is the data unchanged?

Checksums indicate the integrity of data thus allowing tamper detection. By verifying checksums, manipulations and
data corruption can be detected.

— Authentication: where does the data come from/go to or who accesses the system/data?

In communication networks, certificates can be used for authentication purposes. Here, private and public key pairs
are relevant.

By requesting a user role and password, users can be authenticated. Since each user has been granted authorization
for certain operations and accesses (in the central user management), access to both data and system components
(e.g. network-capable devices such as a controller) can be restricted.

Furthermore, signing certificates with a private key can be used for distributing data (e.g., releasing libraries). The
resulting signature is used to verify both the integrity and the authenticity of the released data.

Secure communication

Communication connections between participants in your ICS must be secured. Participants can be, for example:

— Server or client applications, such OPC UA, HMI, etc.

— Engineering tools, such as PLCnext Engineer

— Devices used to build automation infrastructures and systems, such as PLCnext Technology controllers, switches,
etc.

For protection purposes, certificates can be used for authentication of such connections.

To secure the communication between devices and applications, certificates must be provided (installed) on these
devices or in the applications.

When establishing a communication connection between two communication partners, both have to provide
authentication to each other by means of their certificate which exclusively belongs to the particular participant. The
respective other participant then verifies the validity of this certificate.

In many cases, only the server authenticates itself with its certificate (HTTPS, LDAPS etc.), so the client can be sure
that the data provided for login (username, password) cannot be intercepted. Mutual authentication via client
certificate eliminates the risk of password disclosure.

This authentication allows the establishment of a secure channel (within one so-called security domain) and the
connection is only established if the certificate is valid. If the authentication fails, no secure communication connection
can be established.

By securing a communication connection this way, also potential man in the middle attacks between the participants
can be recognized.

Example: PLCnext Technology controller

When establishing a communication connection between a PLCnext Technology controller and PLChext Engineer, the
controller has to provide authentication to PLChext Engineer by means of this certificate which exclusively belongs to
this particular device. PLCnext Engineer then verifies the validity of this certificate.

The user authenticates himself to the controller with a user role and password: He has to log on to the controller via the
engineering tool when initiating the connection between PLCnhext Technology controller and PLCnext Engineer. The
authorizations (permitted operations and data accesses) for each user role are stored in the controller.
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If such a man in the middle attack is detected between PLCnext Engineer and a connected PLCnext Technology
controller, you have the choice to stop the connection or to continue if the communication breach is intended and
needed to support the chosen network architecture.

Owner-specific certificate instead of Phoenix Contact certificate

Some devices may come with a preinstalled manufacturer-defined certificate.
PLCnext Technology controllers by Phoenix Contact are equipped with a manufacturer-defined certificate issued by
Phoenix Contact (in accordance with the IEEE 802.1AR standard).

This manufacturer-defined device certificate should be replaced in the device by an owner-specific device certificate
which can be configured and issued by the device owner (Certification Authority). Installing an own certificate increases
the degree of security as the device is "customized". The replacement ensures that your automation system can only be
controlled by your software tools (e.g. your particular PLCnhext Engineer instance).

After implementing an owner-specific device certificate in a device (or a hierarchical certification structure), the
relevant certificate(s) (at least the root certificate) must be provided to the potential communication partners to enable
it to validate the controller as trusted device.

Example: PLCnext Engineer must be adapted accordingly after installing an owner-specific device certificate on a
PLCnext Technology controller. You have to deposit the corresponding certificate for validating the customer-specific
controller certificate in PLCnext Engineer.

Note: If you have implemented a hierarchical certification structure in your application, at least the Trusted
Anchor (root certificate) of the certificate path must be provided to the communication partners. Based on the
Trusted Anchor, it will then be able to validate the entire certification path including all Issuer Certificates.
Installing only the Trusted Anchor (but not the Issuer Certificates of the path) avoids unnecessary subsequent
installations for the communication partners when modifying the certification hierarchy of the device certificate
(for example, by inserting or replacing any Issuer Certificate (signed by a sub-CA).

Refer to the topic "Certificates"” for details.

Available measures

Possible measures and technical means are described in the following topics:

— Passwords
— Checksums and signatures

— Pre-shared keys
— Certificates

Implementations

- VPN
— TLS/HTTPS
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Checksums and signatures

Checksums

Checksums indicate the integrity of data thus allowing (accidental) modification detection. By verifying checksums,
manipulations and data corruption can be detected.

Checksums are calculated over valid, verified and non-corrupted data. When calculating the checksum again with the
same algorithm (e.g., after a data transmission) the same checksum must result if the data is unaltered.

While checksums like CRC-32 are designed to detect simple communication errors, cryptographic checksums are
designed to detect changes in large data sets. Such cryptographic checksums are called "hashes". Examples are SHAs
(Secure Hash Algorithms).

A different checksum indicates that the data has been changed, for example due to manipulations, transmission errors,
or memory errors (hardware failures).
Such a checksum comparison can be performed, among others, to verify the integrity of ...

— data loaded from the Internet (e.g., manufacturer's download portal) or via ftp. This also includes libraries, software/
firmware patches, and setup files for Windows® application.

— data received as attachment via email (e.g. a library sent by colleagues).

— the integrity of software installations.

Signatures

A signature signs a hash which allows to verify the authenticity of the origin of data.

After calculating the checksum over a set of data, the hash can than be signed using a private key. The correctness and
authenticity can then be verified at any time using the respective public key/certificate.

Example: When releasing a library in PLCnext Engineer, the engineering tool calculates checksums over the contained
components which are then used as signature. If the library is later included in a project, the signature is verified each
time the project is loaded. This way, any modifications (e.g., new version) or data corruptions are recognized.

Use case: integrity check of downloaded setup/firmware file

To comply with the IEC 62443 standard, the tamper protection of downloaded setup/firmware files is mandatory.

After downloading a setup file for any Windows® application or a firmware file for a controller from the Internet and
prior to its installation, you must verify that the downloaded setup/firmware file has not been corrupted/tampered. To
do this, you need to find out and write down the checksum of the download file from the provider before downloading
it. After downloading the setup file, use a suitable tool to calculate a SHA256 checksum over the downloaded file. Only
if the checksum you determine is identical to the providers's specification should you install the software.

Use case: integrity check of software installations

When installing software tools that have been developed according to the IEC 62443 standard, checksums are
calculated over the installation.

By verifying these checksums, manipulations of the installation and data corruption can be detected.

To comply with the IEC 62443 standard, you must continuously check the integrity of relevant software installations.
For that purpose, use primarily a standard Windows® tool. Alternatively, you can use the ChecksumCalculator tool
provided by Phoenix Contact or any other suitable tool.

Further Information: Phoenix Contact supports this, for example, for PLCnext Engineer. Refer to the
PLCnext Technology Security documentation for details.
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Certificates

What are certificates used for?

Certificates can be used for the following:

— Securing communication connections between participants in your ICS. Participants can be, for example:

— Devices used to build automation infrastructures and systems (such as PLChext Technology controllers, switches,
etc.).

— Server and client applications (such as HMI application, OPC UA etc.).

— Engineering or configuration tools connecting to the devices to be configured (such as PLCnext Engineer etc.).
During a logon to a device, the identity of both the engineering software instance used to logon and the device
must be verified and they must match. This can be done by means of certificates.

Example: When logging on to a PLCnext Technology controller from the software PLCnext Engineer, both parties
must authenticate themselves using a certificate. A secured connection is only established, if the certificates are
valid.

Refer to the topic Secure Communication for details.

— Verifying the integrity and origin/authorship of data, such as a provided library, or the authenticity of software/
firmware.
When creating the data (for example, releasing the library), a signature certificate (file) as well as the relating issuer
certificates and the corresponding private key (signature key) are required. The private key is used for generating the
signature in the inventory of the data to be published. As a result, this inventory signature then contains the
signature certificate including the relating issuer certificates and can be used to prove the integrity of the library and
the authorship of the data releaser (library supplier in our example).

What is a certificate?

A certificate is an electronic, digitally signed and forgery-proofed identity document (data structure).

A certificate...

— is specifically created and only valid for the particular owner.
The owner of a certificate is referred to as subject. This could be, for example, a server or a client application
instance.
The creator of a certificate is referred to as issuer.

— describes the capabilities the subject has.
For example, the certificate can only be used for authentication purposes, or a subject may become an issuer and act
as CA.

— contains (quotes) the public key of the subject which exclusively belongs to the private key of the subject.

— is signed by the issuer with a signature. For creating the signature, the issuer has used its private key. The signature
attests that the public key belongs to the subject.
See the section "CA-signed certificates vs. self-signed certificates" below for details.

— does not contain the private key of the subject.

Authentication using certificates

— A subject (application) can authenticate its identity to other applications by means of its certificate in combination
with its private key.

— The recipient of the certificate verifies the signature of the certificate (and thus the identity of its owner) with the
public key of the issuer.

— The verification is done as challenge response authentication procedure. For example, the subject is asked to sigh a
random number with its private key. The signature is then verified with the public key.

Following the mutual verification of applications, a secure communication channel between the authenticated
applications can be established.
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Certificates do not contain encrypted content but plain text. Due to their signature, they do not need to be protected.
Therefore, they can be distributed (to involved applications/administrators), for example, by email.

CA-signed certificates vs. self-signed certificates

A Certificate Authority (CA) is an administrator, organization or application that issues certificates, i.e, that creates
certificates for other subjects and signs them using the private key of the CA. Subject (owner) and issuer (creator) in
this certificate are not identical. The issuing CA writes the public key of the subject for which the certificate is going to
be created into the certificate, instead of its own public key when "self-signing".

A self-signed certificate results, if an application creates its own certificate and signs it with its own private key. In a
self-signed certificate, the subject (owner) and issuer (creator) are identical. For securing the communication between
a small number of applications, the use of self-signed certificates may be practicable. Since there is no common trust
basis in such a scenario, each application involved must be manually configured for each relevant self-signed
certificate.

To secure the communication in large distributed networks with many applications, certificates issued by a Certificate
Authority (CA) are recommended. This is because using the CA certificate(s) as a common trust anchor makes
management much more scalable. Also hierarchical certification structures are possible with one or several issuers and
sub-issuer levels.

Note: For the communication between PLCnext Control and PLCnext Engineer, no self-signed certificates can be
used.

Certificate Signing Request (CSR)

A Certificate Authority (CA) generates and signs a certificate only on request. This request is called Certificate Signing
Request (CSR). With the CSR, the CA receives detailed information on the subject that requests the certificate (subject/
owner attributes) as well as the subject's public key in order to include these data in the certificate.

Certification hierarchy, certification path, and trusted anchor

When a CA issues a certificate for a particular subject it has to define the future capabilities of the subject. Possibly, the
certificate can only be used for authentication purposes, or (by granting further capabilities) a subject may become an
issuer and is also able to issue certificates for other subjects. This way, a hierarchical certification structure can be
created.

In a hierarchical certification structure, the CA is considered as root node. The CA certificate (root certificate) is called
Trusted Anchor. In the next lower level, further issuers (sub-CAs) can follow, each of them with the right to issue
certificates. Their own certificates are called issuer certificates. Further sublevels with subsub-CAs are possible. The
certificates on application level (e.g., controller and PLChext Engineer, or OPC UA server and clients) are called
application certificates.

In a hierarchical certification structure, a certificate (for example the device certificate of a PLChext Technology
controller, or the application certificate of an OPC UA client) can only be verified by authenticating the entire
certification path from the particular certificate up to the Trusted Anchor (root certificate).

Example: PLCnext Technology controller and PLCnext Engineer

For the communication between PLCnext Technology controller and PLCnext Engineer, this is done by
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— installing the entire certification path in the PLCnext Technology controller starting with the controller certificate via
all issuer certificates involved up to and including the Trusted Anchor (root certificate).
and

— providing the certificate for validating the Trusted Anchor in PLChext Engineer.

Note: Installing only the Trusted Anchor avoids unnecessary subsequent installations in PLChext Engineer
when modifying the certification hierarchy of the device certificate (for example, by inserting or replacing any
issuer certificate (generated by a sub-CA).

Certificate Revocation List (CRL)

A Certificate Revocation List (CRL) is a list which describes the invalidity of certificates. A CRL specifies certificates that
must not be accepted by application instances or devices. A certificate can be revoked if the relating private key (which
is the property of the certificate subject) has been compromised or if the certificate contains content that is no longer
valid (e.g. an outdated application instance URI after migrating the application to another computer).

CRLs can be created by any issuers (CA or sub-CA) which are endowed with the rights for issuing CRLs ("Sign CRL"). To
revoke a certificate, the CA adds the respective serial number of the certificate (and potentially more) to the CRL. To
secure the CRL, it is also signed by the CA using the private key of the CA and it contains a time stamp. This way,
applications can verify the authenticity, integrity and validity of a CRL before evaluating its content.

Because usually authentication only happens during connection establishment, an application instance only evaluates
the CRL each time when authenticating a certificate.

Consequently, existing connections are not disconnected if a certificate, which was used during connection
establishment is revoked later. Such connections must be disconnected manually, for example, after a private key has
been compromised or stolen. The disconnection may also be done by restarting the affected devices or application
instances.

Example illustration

A CA has issued certificates for a server and a client application on request. This represents a two-level certification
hierarchy.

Mutual authentication: To authenticate their identities, each application verifies the certificate of the other application
using the public key of the other application. Following the successful authentication, a secure communication channel
can be established.

The CA has additionally issued a CRL. The application can use this CRL during authentication to ensure that a certificate
that to be authenticated is not revoked. Communication is only established if the involved certificate is not listed in the
CRL.
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Secure certificate management

Trusted networks may have a large number of certificates in use. To maintain smooth and secure communication, each
of these certificates must be checked for the following aspects.

— Are all certificates valid, i.e. compliant with the directive? If not, this certificate should be checked and revoked if
necessary, for example, by listing it on a Certificate Revocation List (CRL).

— Has the expiration date been exceeded for a certificate? If yes, this certificate must be extended or replaced.

— Have certificates been revoked/blocked? See Certificate Revocation List (CRL) above.

— Are there legitimate certificate signing requests from participants in the network? If so, new certificates must be

issued by the CA. See Certificate Signing Request (CSR)

— Does an endpoint (application/device) report a certificate error?
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Expired, forgotten or invalid certificates in most cases lead to security problems, communication or even production
downtime. Therefore, a secure certificate management is essential. As certificates contain public keys, such
management is also referred to as Public Key Infrastructure (PKI).

If possible, use an automated certificate management system (or PKI) that covers the following tasks or contains the
following components:

— Certificates search tool: The automatic search in the network should produce a clear log of all the certificates found.
All details of each certificate should be listed, such as subject (owner) and expiration date etc.

— Adding (client) certificates to the trust list of the endpoints (devices or applications) involved. This should be able to
be done automatically if possible, possibly with subsequent manual confirmation. If possible, running processes or
services should be able to continue running.

— Ability to schedule: all tasks should be regular and at appropriate time intervals (e.g., several times per week).

— Define clear personnel responsibilities and unambiguous authorizations for certificate/PKI management.

— Administrators and users of the management system must be trained according to their roles.

— The certificate/PKI management system should have a notification function that informs about all events and
necessary action steps. This includes detected (soon to be) expired certificates, certificate errors in endpoints,
pending signing requests etc.

— Approve Certificate Signing Request (CSR) as soon as possible.

— Ensure that no outdated keys or other obsolete technologies are used when issuing certificates.

— Permit/enable the automatic extension of the validity period provided that the performed threat risk assessment
allows it.

— Fix certificate errors on endpoints as soon as possible.

— Maintain a Certificate Revocation List (CRL) and evaluate it continuously.
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Keys: PSK, private/public

This topic introduces basic knowledge on keys.

Pre-shared Keys (PSK)

Pre-shared keys (PSKs) can be used for authentication purposes. When establishing, for example, a VPN or WLAN
connection, the PSK is used for exchanging the (symmetric) session key between the applications involved.
PSKs can also be used for symmetric encryption, where one individual key is used for encrypting and decrypting data.

In both cases, for authentication and symmetric encryption, the same key is used on both communication end points.
Therefore, the key must be available for all participants before the authentication or encryption/decryption - it must be
pre-shared.

With this symmetric method, only one key needs to be distributed (in contrast to the asymmetric encryption with
private and public keys - see below). However, it requires a secure distribution medium, because anyone in possession
of the PSK can authenticate themselves or decrypt data. For this reason, all peers involved must protect the PSK
accordingly. The key must not be disclosed even if a participant is compromised. Consequently, if the PSK becomes
accessible to an unauthorized person, it must be modified, redistributed to all authorized participants, and set up
accordingly.

Note: While passwords are typically stored "self-encrypted”, PSKs are stored in plain text in all systems
involved. Therefore the risk of being compromised is significant. Whenever possible, public key methods should
be used (see section below).

Typical application area for PSKs are those, where the key exchange is possible because the participants are known.
Examples are WLAN networks, VPNs, or IoT connections.

To prevent brute-force attacks, PSKs should be suitable long combination of characters, numbers and special
characters ("brute force" designates a method which tries to determine keys or passwords by automated and random
trial and error).

Private and public key

Asymmetric cryptography is based on individual key pairs. Each communication party possesses its own unique private
key which belongs to exactly one public key as counter part.

— Using its private key, a party can sign data (for example, a certificate). The signing party is referred to as signer (also
referred to as "issuer" within CA-signed certificates).

When realizing data integrity by data encryption/decryption, the receiver of encrypted data uses its private key to
decrypt the data which where encrypted before by the sender of the data using the related public key.

Private keys may be protected by special, security-related hardware like a TPM (Trusted Platform Module) or
Smartcard/Integrated Circuit Card(ICC) which provides enhanced security functions thus ensuring the integrity of a
hardware/operating system. Protected this way, private keys can provide a very high security level.

— Using the relating public key of the signer (which exclusively belongs to the private key), this signature can be
verified by other parties.

For encrypting data, a public key can be used. To decrypt this data, the related private key is required.

The private key must be kept secret by the party. The public key can be distributed in a certificate. By giving the
certificate (with the contained public key) to other parties, these recipients are enabled to verify the identity of the
subject.

See topic Certificates for details.
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Protection of project data on the hard disk and during transfer

Engineering and parameterization tools (e.g. PLChext Engineer) often store plain, i.e., unencrypted project data on the
harddisk of your computer. The data is therefore unprotected against tampering and theft.

Use a suitable encryption method:

— to protect project data, archives, and libraries, etc. on your computer.
— to protect the transmission of project data, for example, by email.
— to authenticate the origin and authorship of transmitted project data with the recipient.

Suitable methods can be provided by encryption and signing tools according to the OpenPGP standard as defined by
RFC 4880 (such as PGP, or GnuPG). For encrypting project data on your hard disk, for example, FDE (Full Disk

Encryption) tools, such as BitLocker can be used. WinZip archives with password can help protect project files/archives
or released libraries.

Note: The methods described here for encryption should be supplemented by the general protective and
hardening measures for PCs.

Recommendation: encryption on the entire data path

— Encrypt data on each storage medium (local disks, your network, in the cloud, portable storage media).
— Only transfer encrypted projects parts or libraries, for example, by email.

Suitable Tools (e.g., PGP) enable both the encryption as well as signing of emails: Encryption prevents the

unauthorized reading of the mail content while the signature is used to verify the integrity and the authenticity of the
mail.

— Transferred data should remain encrypted on its entire way from the sender to the receiver. This includes that the
sent data are stored encrypted at the target system as well after the transmission.
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VPN

Via open Internet connections, criminals can copy data or make changes to the system. Using firewalls, the access to

automation systems from the external networks can be restricted to authorized connections. In addition, remote
connections via the Internet should always be encrypted, for example via a virtual private network (VPN).

VPNs are a protective measure to prevent unauthorized access to your network, e.g. for remote maintenance access.

Protocols used to establish a VPN do not only secure against interception or eavesdropping, but also contain
mechanisms to protect against manipulation.

For securing networks via VPN, Phoenix Contact offers the mGuard product line as a security appliance. Other products
(e.g., PLCnext Technology controller) may also come with built-in VPN support. Refer to the current Phoenix Contact

product catalog (phoenixcontact.net/products).

Note: The establishment of (encrypted) VPN connections directly to, for example, a remote maintainer must be
viewed particularly critically, since there is no control over the actions performed via the VPN connection.

Note: VPN connections established using proven protocols established in the market and mutual certificate
authentication can be considered as cryptographically strong connections. For further details please refer to the
respective product documentation.
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TLS / HTTP(S)

To secure the transmission of data between network devices used to build automation infrastructures and systems
(such as controllers), or between an engineering software and devices which you configure and commission via this
software, you should use security-capable transmission wherever they are supported. Such protocols are, for example:

— TLS (Transport Layer Security): encryption protocol which secures the Internet data transfer. With Phoenix Contact
products, the communication between the engineering software PLCnext Engineer and the firmware of PLCnext
Technology controllers is handled using TLS.

TLS is often called SSL (Secure Sockets Layer). SSL is the predecessor of TLS whose latest released version was 3.0.
After this version SSL was further developed and released under the name TLS. Known implementations of the TLS/
SSL protocol are OpenSSL and GnuTLS.

Note: To increase the network performance, some New Generation Firewalls (NGFWSs) allow the deactivation
of the SSL/TLS inspection. Nowadays, the proportion of encrypted data used to infiltrate networks is
significantly greater than the proportion of unencrypted attacks. Therefore, this deactivation results in a
limitation of the security function as it may allow unauthorized data traffic to pass.

— HTTPS (Hypertext Transfer Protocol Secure) is the secure version of network protocol standard HTTP. HTTPS is
supported by TLS (SSL) which establishes an encrypted connection between two communication partners,
authenticates the server and prevents manipulation of the transmitted data. It therefore ensures a tap-proof
connection.

Identification and authentication take place before the data is sent via HTTPS. For that purpose, a symmetrical key is
exchanged in a handshake process. With this key, the data is encrypted by the sender and, after transmission,
decrypted by the receiver. An SSL certificate from a public CA is only issued if the server and the domain can be
uniquely identified. For this reason, certification authorities require the address data and verify the actual ownership
of the domain.

Use secure access paths such as HTTPS or VPN for remote access.

Note: Data transmission with HTTPS protects data only during transmission, but data not protected after the
transmission is completed on the receiving end. For complete protection, you should use end-to-end
encryption or re-encrypt received data immediately after transmission. Never store plain data.
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Restricted mobile access: protecting a WLAN by password

Unauthorized smart devices must not be able to connect themselves via the WLAN interface. For that reason, your strict
password rules should also apply to all wireless access points in your ICS.

WLAN components from Phoenix Contact enable automated key management by the machine control system. This
means that secure WLAN machine access can be easily implemented in the form of one-time passwords. In addition,
WLAN communication can be protected and isolated from the rest of the network using a demilitarized zone (DMZ). The
following figure shows an example of a secure integration of mobile end devices with one-time passwords and DMZ.

) (O e
- BLLE

1 isu

LA.N‘ m ' I—_“
3 f

-

PLCnext Technology - Security Info Center | Revision017 | 2025-02-10 | Page 84 of 306



Technical PC hardening measures | Industrial Security Guideline

Technical PC hardening measures

Any engineering tool, such as PLChext Engineer, can manipulate devices or processes in your ICS. To reduce the risk of
manipulation, perform security evaluations regularly.

PC-based hardening and organization measures

Protect any PCs used in automation solution environments against security-relevant manipulations. This can be
facilitated, for example, by taking the following measures:

— Boot up your PC regularly, and only from data carriers that are secured against manipulation.

— Set up restrictive access rights for any personnel that absolutely must have authorization.

— Identification of each user on the PC must be mandatory. For this purpose, passwords can be used or multifactor
authentication can be implemented.
Passwords should be defined according to a password policy (strong and time-limited passwords). Furthermore,
user roles and user authorization should be managed in a (Central) User Management system.

— Activate the BIOS password protection to prevent unauthorized modifications in the BIOS settings.

— Only allow necessary boot options (BIOS setting) to make sure that the PC only boots from media which are
considered secure (e.g., internal hard disk). Deactivate all other boot media (USB sticks etc.)

— Deactivate the autorun option if not required for the operation.

— Encrypt your project data.

— Deactivate unused services.

— Uninstall any software that is not used.

— Use a suitable and up-to-date virus/malware detection software.

— Use a firewall to restrict access.

— Use whitelist tools to protect important directories and data against unauthorized changes.

— Activate security-relevant event logging in accordance with the security directive and the legal requirements on data
protection.

— Activate the update feature in accordance with the security directive.

— Activate the automatic screen lock function and automatic logout after a specified time.

— Perform backups regularly.

— Only use data and software from approved sources.

— Do not follow any hyperlinks listed that are from unknown sources, such as emails.

Keep software up-to-date

— Always use the latest software version of all tools (e.g., PLCnext Engineer) installed as well as the latest operating
system version on your PC.

— Check for any software updates available on the respective product page from Phoenix Contact: phoenixcontact.net/
product/1046008

— Observe the Change Notes for the respective software version.

— Pay attention to the security advisories published on Phoenix Contact's Product Security Incident Response Team
(PSIRT) website regarding any published vulnerabilities.

Password protection of PCs with ICS-related software tools

Implementation of a suitable user authentication on the Windows® PCs involved must ensure that each user is known
and authorized to use your ICS-related tools, such as the engineering software PLCnhext Engineer.

— Users must log-on to Windows® (standard login mechanism).

— Separate account per user (no "group login").

— Corporate policies regarding user administration, password rules, etc., must be defined.

— Logged-on Windows® user is allowed to launch and use the software.

— Standard Windows® login must be supplemented by multifactor authentication tool: verification of the user
identity, e.g. via a mobile app (push notification, biometric recognition, etc.), via a PIN or finger print, hardware/
software token, etc.

— A suitable and up-to-date virus/malware detection software must be used, and a firewall is activated and configured.
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Logging and monitoring
Log and status data as feedback for security improvements

The early detection of security-relevant incidents as well of system errors and performance "bottlenecks" during
operation or data transmission depends to a large extent on adequate logging and monitoring.

In particular, log data and status information from the various areas, zones (processes) and conduits of your plant
provide important information for all activities relating to security. They form the basis for decisions regarding the
status of protection or necessary adjustments or extensions to security measures and policies.

A central function should consolidate and evaluate log data and status information from the entire plant. The results of
this evaluation should be incorporated into the permanent risk management system so that a changing threat situation
can be identified as quickly as possible and appropriate countermeasures initiated.

The evaluation of the log files and status information should be performed at regular intervals. A corresponding
message/report should be generated as soon as a previously defined threshold value for a specific event is exceeded.

Logging: recording of events

The following list shows the events that should be logged.

Note: All logged events should be reported to suitable recipients which evaluate and further process this
notification.

— Operating system/firmware events an all PCs/devices in the network. This includes boot processes, state changes,
CPU load, memory consumption as well as detected hardware errors (such as defective storage media) etc.

— Execution of applications.

— Events on all network devices, such as firewalls, switches, routers etc.
This includes, for example, the loss of network connections, traffic load, performance etc.

— Intrusion/tampering attempts (detected, for example, by an Intrusion Detection System): Systems and components
should log any attempt of unauthorized access or tampering.

— Security-related log data should include the user name, date and time of any login to any component in your plant. If
possible, also the commands executed by the user should be logged.

Phoenix Contact provides security-related logging on the PLCnext Technology controller: The user, data and time of
the login to the controller as well as the executed commands, state changes, etc. are logged for evaluation/
monitoring purposes.

Note: Logging must comply with the applicable data protection guidelines.

Each log entry should be composed of the following information:

PLCnext Technology - Security Info Center | Revision017 | 2025-02-10 | Page 86 of 306



Logging and monitoring | Industrial Security Guideline

— When? Date and time of the event.

Note: The time signal for synchronization should come from a trusted source. Time synchronization through a
dedicated Network Time Protocol (NTP) service or via Precision Time Protocol (PTP, acc. to IEEE 1588) is
recommended. NTP and PTP are a worldwide industrial standards which enable the time synchronization of
computers and other IT/OT components via an IP network, i.e., the Internet.

— What? Description of what happened.
— Severity? How critical is the event in terms of security, system performance, maintenance of orderly operations??
— Who reports? Specification of the device/application reporting the event.

Monitoring the system state

— SNMP monitoring: System status information relating to, for example, the state of communication channels should
be collected and evaluated (such as VPN up/down, number of users logged in, resource status etc.). Furthermore,
e.g. traps sent (pushed) by an SNMP agent without being requested by the manager can be used for this purpose.

— The state of antivirus/malware protection (i.e. database version used) should be logged and reported
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Data backup and restore

General considerations on data backups

Data loss may not be the result of careless or erroneous actions of authorized users or defects in storage media alone,
but may also be the consequence of malicious deletion or encryption of your data by unauthorized intruders. The
consequences of data loss are usually manifold and very expensive, possibly even existential: from production
downtime/standstill of your plant to the loss of proprietary data and essential know-how.

Backup strategy

— A common backup practice is "3:2:1". This means: create a triple backup to two different media, one of which you
keep offline in a secure place (protected against theft and fire).

— Perform backups regularly or event-triggered.

The required interval for regular (scheduled) backups depends on the change intensity of the data: Data which are
modified often (such as application development) should be backed up daily. Configuration or system data that is
changed/updated less frequently can be backed up either at reasonable longer intervals or on an event-driven basis.

— Create full backups and incremental backups.

— Depending on the requirement for the availability of backups for restoring systems, daily backups, for example, can
be kept locally (e.g., on additionally installed hard disks or immediately available SD cards), while long-term backups
can be stored externally.

— The ongoing operation of a plant must not be impaired by the backup process. Depending on the situation in your
plant, backups should possibly be created during a production shutdown (e.g. after commissioning and before the
start of productive operation or during maintenance phases) so that ongoing production is not affected.

— A backup should be able to recover a system/plant to a known (i.e. clearly documented) secure state (of operation).

What data should be included in the backup?

A backup should include data on user level as well as on system level.

— Operating systems and firmware
— Device configuration/parameterization/control data.
— Security-related data such as keys and certificates.
— Application programs running on, e.g., controllers.
— Production data including e.g., recipe data bases.
— Logging and monitoring data including e.g., data logger sessions of event log data bases.
— Current security settings of the component/system.
After a recovery, the security-related state must be clearly determinable/readable.

Integrity and verification of backups

— According to the IEC 62443 standard, backups are to be considered as "information at rest". As a consequence, their
integrity and confidentiality should be protected in the same way as for your entire plant.

— Encrypt backups, if possible.

— Each Backup should contain characteristic data (such as checksums) which allow to verify the integrity of the stored
data. You must be able to detect modifications that have been made to the data as well as defects of the backup
storage media.

— For each device, you should document when a backup was created and what type it is (full/incremental). In addition,
backups should be informative and clearly documented. This includes that for each backup the time of creation, the
contained data status and, if applicable, the backed up device can be identified.
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Storage of backup media with regard to confidentiality and availability

Backup data must also be protected, i.e. its confidentiality, integrity and availability should be ensured at all times.
Therefore, the storage location for backup media must meet some requirements:

— Physical access to the backup media should be restricted and controlled accordingly. For example, a fireproof safe
can be used, to which access is only permitted after appropriate authentication.

— Clear authorizations must be defined for accessing and restoring backups and enforced by means of organizational
and technical measures.

— In case of emergency, access to the backups must be fast and guaranteed.

— Backup media must be permanently protected from external influences (moisture, heat, fire, etc.). Climatic
conditions must also be suitable for long periods of storage.

Restoring backups

Prior to initiating a restore process of backed up data,...

— the integrity of the backup data must be verified.
— you have to make sure that the backup recover a known and secure state (of operation) of the system/plant.

After you have restored a backup, you should...

— determine the current security-related state of the component/system/plant.
— thoroughly test and verify the correct function as well as the safety-related and secure operation of the entire
application.
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Plant management

Making (physical) on-site access controllable

In addition to the remote access, the "physical access" on site must also be controlled and restricted if necessary. To
prevent damage due to unauthorized access:

— Make sure that only authorized access is possible.

— Protect the interfaces by mounting the devices in a control cabinet.

— Secure the control cabinet with a lock.

— Ensure that the control cabinet key is only accessible to authorized persons.

— Run cables in such a way that they are not accessible for unauthorized persons.

Security patch management

Following the release process, usually patches are provided. Features and functionality patches increase or enhance
the product's range of functions or improve the plant operation or reliability. Besides these well-known feature/
functionality patches, security patches are important.

Security patches fix known vulnerabilities in a system/an ICS. These vulnerabilities relate to software and hardware
likewise. Often, they result from improperly programmed software or device firmware, or from an improper
configuration/parameterization of integrated system components. Consequently, the elimination of these
vulnerabilities is the responsibility of the manufacturer or the system integrator, respectively.

Security patches are an important element when it comes to maintaining the operational capability of a plant.

Therefore, a suitable security patch management process must be established and reviewed, accompanied by a
notification/announcement mechanism, that informs, for example, the plant users about vulnerability as soon it has
been detected.

The patch/update management process should be defined as follows:

— Regularly evaluate vulnerability reports for both your own software and third-party tools.
— Perform data backups for the affected components prior to installing a patch.
— Only distribute patches which have been tested and released by the manufacturer.
— Install patches and updates in your plant sequentially (component by component), if possible, and consider the
consequences of possible system failures after installing a patch when planning the sequence.
— Define a fixed patch interval in particular for security-critical systems. It is recommended to contractually define
time periods for releases with third party software vendors,
— If possible, adjust patch management to match the plant's production cycles.
— Define clear responsibilities with regard to patching software (own as well as third-party).
— Determine the criticality of patches and consider it in your schedule. If, for example, a patch is non-critical but its
installation results in a system reboot (e.g., with a following downtime), it may be postponed.
— If the installation of a patch is not possible due to any circumstances, suitable alternative measures should be taken
for the affected component, for example:
— (Temporary) separation of the affected component into a separate zone/network segment.
— (Temporary) filtering the data traffic to/from this component using a specifically configured firewall.

Note: If the support for a component or its software has been discontinued (end of life cycle), a new thread risk
assessment is required for the entire system to evaluate the changed threat situation.
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List of abbreviations

CA Certification Authority

CRL Certificate Revocation List

CSR Certificate Signing Request

DMz Demilitarized Zone

FR Foundational Requirement

HTTPS Hypertext Transfer Protocol Secure

ICS Industrial Control System

ISMS Information Security Management System

T Information Technology

NAT Network Address Translation

oT Operational Technology

PAT Port and Address Translation

PKI Public Key Infrastructure

PSK Pre-shared Key

SPLC Left-alignable, safety-oriented control for operating PROFIsafe® devices

SPLCProxy | A layer that is providing security extensions, dedicated safety roles and file system access rights to
protect the SPLC (see Security and safety hardening).

SR System Requirements

TLS Transport Layer Security

VPN Virtual Private Network
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PLCnext Security Guideline

PLCnext Security Guideline and security measures - an
overview

To achieve security in an automation system, a holistic approach is necessary. An adequate security concept must be
drawn up that covers technologies used, the defined processes, and the people involved. Both technological and
organizational measures must be taken into account.

Many threats can be contained by appropriate technical measures, but must be supplemented by organizational
measures involving personnel, procedures, policies, and practices.

For details, please refer to 360° Security - The Holistic Approach.
Technical automation solution measures are, for example:

— Network segmentation and architecture

— Firewall configuration, management of network segmentation, and device protection
— User management with Role-based Access Control (RBAC)

— Local and centralized (LDAP) user management configuration

— Transport Layer Security (TLS) for secure communication

— Certificate management for asymmetric cryptography and key management
— Local and centralized security logging

— Network-wide time synchronization

— Network-wide device and update management

— Secure configuration of the automation application

— Secure remote access via VPN (IPsec or OpenVPN)

— Local and centralized backup and restore
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Generic security concept

Defense-in-depth design of automation systems is an important IEC 62443 process measure to achieve reliable
security. The result is a generic layered architecture that leads step-by-step to a fully segmented network layer
structure that describes the PLCnext Technology security architecture and the security use cases in the so-called

security context.
The security context results from the combination of technological and organizational measures required by the IEC

62443 standard and the philosophy of a holistic security approach.

Defense-in-depth concept

Perimeter Security

Network Security

A generic defense in depth design results in three layers or zones:

— Perimeter security
Perimeters are the outer boundaries of the network,
protected by physical measures such as fences, doors, physical access controls, etc.
— Network security
This layer contains the enterprise or office zone and a service management zone, protected by well-known IT
security concepts.
— System integrity
This layer contains OT devices and applications,
to be protected by IEC 62443 concepts.
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PLCnext Technology security context

The following figure shows the PLCnext Technology generic security context (zones and conduits) focussing on the OT
security based on IEC 62443-4-2 requirements.

— Blue-green connections (—) represent security mechanisms (e.g. TLS / HTTPS).
— Red connections (—)represent virtual private networks (VPNs).
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The different layers (zones and conduits) are marked by numbers:

No. Description Details
Data Repository Server Provides data for patch management/asset management.
VPN Server Remote maintenance access via VPN
Enterprise / Office zone Factory IT; ERP (Enterprise Resource Planning) systems; production

control systems.
Protected by firewall

© 0006

Service management zone This zone can be considered as a Demilitarized Zone (DMZ) as it

decouples the ICS networks (zones 5 to 7) from the external network by

strictly controlling the information flow. Any communication between

the external and ICS networks must pass this zone.

Implements central user management, patch/update management, and

logging.

It contains the following infrastructure:

— Active Directory/RADIUS server for authentication purposes

— Firewall or VPN component (implemented, for example as jump host)
handles the communication with the other zones (conduits).

System integrity Factory OT, consisting of zones 6 to 8

00

Manufacturing zone Management, monitoring and controlling of the main process and the
sub-process.

Implements SCADA, time synchronization and engineering.

This zone is composed as follows:

— Control center (SCADA = Supervisory Control and Data Acquisition)
— NTP server which provides a GPS-based time base to the other

devices involved

— Ethernet switch

— Engineering system (such as PLCnext Engineer)

— Firewall which handles the communication with the other zones

(conduits)
o Machine level Collects and processes of data from the process and the sub-process.
Main process This zone is composed as follows:

— PLCnextControl with I/O devices
The controller integrates firewall and VPN server handling the
communication with the other zones (conduits).

— HMI for controlling and visualization purposes

— Bus couplers

e Production line level Performs a specific automation function in a peripheral unit (remote

Sub-process station).

This zone is composed as follows:

— PLCnextControl, each with distributed I/O devices connected to the
field bus

— HMI for controlling and visualization purposes.

— Ethernet switch

— mGuard VPN integrates firewall and/or VPN server handling the
communication with the other zones (conduits)

— Bus couplers
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Six security layers

The PLCnext Technology security context is based on the Defense-in-Depth concept providing six security layers
(zones/conduits):

1 Peri Security

’

2 Network Security (Enterprize/Office Zone)

A

3 Network Security (Service Management Zone)

-~

4. System Integrity (Manufacturing Zone: Manag and Control)

5. System Integrity (Distribution Network Zone)

fi.  System Integrity (Machine / Preduction Lines Zone)

Perimeter Security - the outer layer

Access protection for the enterprise network by the following measures:

— Physical isolation

— Digital isolation by network segmentation

— Logical access controls

— Use of specifically configured firewalls. The specified firewall must correspond to the identified threats and
vulnerabilities.

— VPN or other security measures for remote access

— Documentation of all remote access points

Network Security layers

Protection of the factory network composed of the enterprise network zone and the service management zone which is
considered as Demilitarized Zone (DMZ). Possible measures are:

— Identifying all network devices and hosts
— Analysis of protocols/traffic

— Auditing of wireless communication/traffic
— Analysis of switch/router configurations

Measures in the DMZ:

— OS check for vulnerabilities

— OS patch management
— USB or removable devices prevention from use inside control room

— Foreign computers restricted from connecting

System Integrity - the inner layers

Measures for SCADA applications:

— Monitored network for clear text transfer and use of encryption
— Ensured use of individual user accounts
— Restricted access to desktop
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Measures for control subnetworks layer at machine/production line level (main process and subprocesses):

— Wired vs. wireless communications
— Ethernet vs. serial communications
— Capture traffic on Ethernet connections

Measures for field controllers:

— Ethernet vs. serial connected devices
— Ethernet devices tested in lab for vulnerabilities
— Removed vendor default passwords

Further Information:
Details on the possible measures can be found in the Security measures topic.
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Use cases and security context

PLCnext Technology is supporting different security use cases:

1. Openness is the leading approach, security is not a leading requirement:

— Industrial Security application note (AH EN INDUSTRIAL SECURITY) must be considered
2. Security is an overall system design requirement, and is ensued by the system design:

— WBM offers support by User Management, Certificate Authority, Firewall, Syslog, etc.

— No security certification of the device is provided.
3. APLCnextTechnology device is an IEC 62443-4-1/4-2 certified component:

— Security Profile must be activated.

— Security context described in this PLCnhext Technology - Security Info Center must fit the required automation
system use cases.

— IEC 62443-3-3 and IEC 62443-2-4 system design and installation/maintenance processes are supported.
— Centralized security functions like Device and Update Management (DaUM), logging, backup and restore or
OT PKI might be combined on an Edge Device and moved from the Service Management zone (IT) to the

Manufactoring zone (OT) to separate IT and OT more strictly.

...continuation see next page...
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PLCnextTechnology secure-by-design features

PLCnext Technology was developed according to the secure-by-design procedures from the beginning.

The next formal step was to certify the development process according to IEC 62443-4-1, and to prove the

PLCnext Technology Security Level 2 feature set by an IEC 62443-4-2 certification.

To build an automation solution with PLCnext Technology based on the IEC 62443-4-1/4-2 certification the definitions
described in this PLCnext Security Info Center must be fulfilled.

The activation of the Security Profile (Link) is mandatory.

The following features are building the base of the PLCnext Security.

Hardware measures

— TPM-protected Phoenix Contact device certificate

— Integrity check of devices while booting (depending in part on the controller model)

— Network segmentation by independent intefaces (e.g. the use of left-aligning AXCFXTETH1TX, depending on the
controller model)

— Use of an SD card with encryption

Firmware measures

— Basing on Yocto Linux with secure-released components and automatic vulnerability supervision
— Secure communication via TLS 1.2, TLS 1.3, HTTPS, OPCUA®, SFTP, SSH, VPN

— User Manager supporting roles, permissions, credentials, and LDAP connection

— Certificate store for manufacturers, system integrators, and asset owners

— Firewall with management of different interfaces, levels for chains and rules

— Syslog-ng for secure message management and central storage

— Time synchronization via NTP

— Backup and restore via rsync

— Device and Update Management (DaUM) for e.g. firmware updates
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PLCnext Technology security hardening

To use PLCnext Technology as an IEC 62443-4-1/4-2 certified component, the activation of the Security Profile is
mandatory. In addition, the automation system design must fit the security context and the generic use cases
described in this PLCnext Technology - Security Info Center.

With activated Security Profile PLChext Technology supports the following functions:

— Clean device (Reset type 1)
— Integrity check on boot
— Least functionality
— Limited PLCnext Technology openness
— Only dedicated PLCnhext ARP modules loaded
— No root access, no SSH access, admin user switched off
— Authorization
— Password complexity rules, lifetime restrictions and timeouts (brute force protection)
— Specialized SecurityAdmin and SecurityAuditor user roles for device configuration and security monitoring
— Central User Management systems support via LDAP
— Zone and denial of service protection
— Firewall configuration for each dedicated Ethernet MAC address via WBM
— Validation of incoming and outgoing data via external interfaces
— Netload Limiter pre-configured and configurable
— Certificate Authority (CA) manages device identity and trusted partners
— Integrity and authenticity of data in rest and data in transmission
— SD card with encrypted partition
— Secure communication TLS 1.2, TLS 1.3 and OPCUA® (signed & encrypted)
— Security logging
— Protected security logging
— Connection to a central server
— Explicit activation of PLCnext Technology features via WBM
— eHMI, or OPCUA®
— App Manager for using the PLCnext Store might be activated (according to the security context, a threat analysis
required)
— Local Axioline I/Os are supported
— PROFINET can be activated after threat analysis and protection measures from the security context
— Cabinet supervision (must be locked) via an application which generates security notifications

For more information on these features, please refer to the IEC 62443-4-1/4-2 Security Level 2 (SL2) feature set
described in the IEC 62443-4-2 compliance list.
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Security architecture

To fulfill the IEC 62443-4-1 requirements a threat analysis of the PLChext Runtime System and

PLCnext Technology hardware is an important task. The PLCnext Technology threat analysis is based on the

STRIDE model which consists of the identification of these security threats in these categories: spoofing, tampering,
repudiation, Information disclosure, denial of service, elevation of privilege.

As a prerequisite the security context defined in this PLCnext Technology - Security Info Center and the implemented
Security Level 2 (SL2) feature set are used.

One key element of the threat analysis is to review the integrity and authenticity of the data in rest and data in
transmission. Another key element is the authorization of human users and software components to access the data. In
addition, the firewall protects the access to the communication interfaces, or supports denial of service protection.

PLCnext Technology provides TLS 1.2 or TLS 1.3 based communication on necessary communication interfaces (e.g.
HTTPS, OPCUA®, PLCnext Engineer).

For other communication channels like LDAP or Syslog-ng, TLS can be activated according the users’ needs.

The authorization is handled by an RBAC user management for human users, and/or certificate management for
software components.

System Integrity

Network Security
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Security measures

Data in rest

PLCnext Technology’s data is stored on an internal (non-removable) SD card. The detailed description of the data and
directory structure can be found in the main PLCnext Technology - Info Center at the Directories of the firmware
components.

The storage capacity of a PLCnext Control can be enhanced with an external (removable) SD card. Activating the
Security Profile is deactivating the external SD card usage because additional security measures are needed to protect
the external SD card against unauthorized physical access.

In addition to the extra space for automation project data, the external SD card enables an easy device replacement
with licenses transferred via that storage medium. From firmware version 2022.0 LTS special SD cards
are available supporting the distribution of licenses:

— SD FLASH 8GB PLCNEXT MEMORY LIC (item no. 1151112)
— SD FLASH 32GB PLCNEXT MEMORY LIC (item no. 1151111)
— SD FLASH PLCNEXT MEMORY LIC CFG (item no. 1308064)

From firmware 2024.0LTS, these special SD cards provide data protection, and therefore can be used together with the
Security Profile.

For further information about protecting the sd card, refer to the topics Protection against physical access and Secure
disposal and the topic of the respective controller (e.g. AXCF2152).

Data in transmission

To support secure communication e.g. via TLS, different options of cryptographic keys can be can be configured in the
Certificate Authentication WBM page.

1. PLCnextTechnology self-signed certificates are preconfigured for HTTPS and OPC UA®. Additional self-signed
certificates can be configured according to the user’s needs.

2. Certificates are installed from an asset owners PKI. To configure dedicated asset owner identities, keys and
certificates generated by a PKI can be installed in the identity store on the PLCnext Control device.

3. PLCnext supports TPM-generated keys and their related certificates. TPM-generated keys are currently usable
for the TLS function block in the PLC application. Further use cases will be available in the future. TPM-
generated keys are only valid in relationship with the dedicated TPM.

Use case 1 and 2 offer more flexibility for device replacement but less strict security as the private keys are stored in
the PLCnext Control's file system. Additional system security measures might be needed to protect the device against
physical access of the internal SD card.

Use case 3 offers high security as the private keys are not stored in the file system but the key generation is more
complex. As well the device replacement is more complex because the keys are only valid on the device which contains
the specific TPM which has generated the key.
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User Management

PLCnext Technology’s User Management provides authentication and authorization on each communication
interface. Only authorized users can access (read/write) data via a communication interface.

Software information integrity and authenticity

Software information security is provided by different mechanisms:

1. Boot integrity check (software based partial; see Checking the integrity state)

2. Signature of firmware container

3. Each PLCnextTechnology-related software provided for download from the Phoenix Contact website provides
an SHA256 value. It can be used to check the integrity of the software after download before installation on the
PC or on the PLCnext Control.

Mobile and malicious code protection

Authentication and authorization are provided by the User Management: Only authorized users get access (read/write)
to the PLCnext Control's data.

PLCnext Engineer enforces the user to enter his credentials before accessing the controller. Only authorized users can
download an application to the PLCnext Control device. An integrity check is performed in PLCnext Engineer (see
Checking project data integrity ).

PLCnext Engineer or toolchains generating code must be installed on secure managed PCs only. In the security context,
one especially supervised engineering PC is installed in the Manufacturing zone for engineering access to the

PLCnext Control devices during maintenance phases.
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Periodic security maintenance activities

You must check regularly:

— user roles and permissions

— password complexity rules and password changes

- firewall settings

— all security-related settings

— the product download area for firmware updates

— the PSIRT webpage for known security vulnerabilities

Security functionality verification

As a system integrator and asset owner, you must use a tool to automatically test interfaces and ensure that security
measures are successful. The tool must check:

— user and certificates

— activated system services

— firewall settings (active rules can be exported and be used to check the measures, for further information refer to the
topic Configuring extended firewall settings)

— extern SD card (encrypted)

Please check the notifications of the security logging, for further information refer to the topics Security logging
and Configuring central logging.

IDS tools

IDS tools (intrusion detection systems), e.g. port scan, vulnerability scans:

Itis advisable to use these tools only when the plant is shut down to avoid negative influences on production.

Whether IDS tool checks are possible during operation must be clarified by the asset owner or the system integrator on
the basis of a risk analysis.
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Secure operation

Secure operation

The secure operation of PLChext Control in your specific application context requires a defined procedure. You will find
all necessary steps in the following sections:

— PLCnext starting up: Everything you need to know when starting up your PLCnext Control in a security context.

— PLCnext environmental requirements: All environmental requirements you need to consider when operating
your PLCnext Control in a security context.

— Account management: When operating a PLCnext Control in a security context, you need to consider some points in
the account management.
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PLCnext starting up

PLCnext starting up

The starting up of a PLCnext Control in a security context includes the following steps:

— Checking the device

— Deriving IP addresses

— Assigning IP addresses

— Configuring TLS

— Generating self-signed HTTPS certificates in the WBM
— Uploading the certificate in the browser
— Activating the Security Profile

— Checking the integrity state

— Checking SD card settings

— Creating users

— Configuring basic firewall settings

— Configuring Netload Limiter

— Security logging
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Checking the device

@ Logintothe WBM.

@ Openthe GeneralData page ( Information — General Data ).
@ Check whether you are working on the correct device:

= PLCnextControl AXC F 2152, Order No. 2404267

= Serial No. as printed on the device

= Firmware Version min. 2022 LTS

= Hardware Version min. 02

Deu. English  Help v 1) security profile activated Logout in 17:28
PHCENIX Project Name: HW: 02 FW:
CONTACT tac:

AXC F 2152 Information
2404267
General Data
G
ﬁ i General Data
i Vendor Phoenix Contact GmbH & Co. KG
lﬁ Address Flachsmarktstr. 8, 32825 Blomberg, Germany
Internet hittp://www.phoenixcontact.com
— Infermation
Type AXCF 2152
General Data Order No. 2404267
Serial No.
+ Diagnostics Firmware Version
Hardware Version 02
+ Configuration PGA version

.,—.*j“.‘i’i“/—"_,.}/—““n‘/..”-“—-‘.’-—»}r-’ POV N PRy VUSSR P e S
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Deriving IP addresses

Your specific security context determines the network structure and also the IP addresses. To assign the IP addresses
that are suitable for you, you must derive them from your security context.

The following is an example security context that you must adapt to your application.

Remote Access YPN Untrusted Data Repository
network Server

- R = R ~ -
=

-—-\-PM_J‘

VPN Gateway
Network Security
Enterprise | Office Zone
L
L Wy
= I'l.k o ) ).x‘-_.‘
by - e,
-~._“a&‘|"’,__ i | ' Company network

Service Management DMZ can be VM

siejeje

Acrive Certificate Backup
Directory  Manager Sanrlr.a and Restore
Service Service ID5 Service  Service

Manufactoring Zone Engineering Station Device and Update Time Server
Management & Control Management

1
BeE
SCADMI"‘IES@

Production
line 2

Buscoupler

HMI Buseoupler HMI PLC Buscoupler
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Zone segmentation IP address spaces:

1 System integrity: IP addess space 172.16.10.0/28, Subnetmask 255.255.255.240

No. Zone segments IP address spaces Subnetmask

1 System integrity 172.16.10.0/28 255.255.255.240
2 Manufacturing Zone Management & Control 172.16.20.0/24 255.255.255.0

3 Machine 172.16.30.0/26 255.255.255.192
4 Production line 1 172.16.40.0/24 255.255.255.0

5 Production line 2 172.16.50.0/24 255.255.255.0

No. Zone segment IP address

1.1 IT firewall network segmentation Manufacturing Zone Management & 172.16.10.10
Control

1.2 AXCF 2152 network segmentation AXCF 2152 left pluggable Ethernet 172.16.10.30
connection

1.3 mGuard RS 4000 network segmentation firewall and VPN 172.16.10.40

1.4 mGuard 1102 network segmentation firewall 172.16.10.50

2 Manufacturing Zone Management & Control: IP addess space 172.16.20.0/24, Subnetmask 255.255.255.0

No. Zone segment IP address
2.1 SCADA/MES 172.16.20.60
2.2 Engineering Station 172.16.20.100
2.3 Edge Device EPC 1522 Device and Patchmanagement 172.16.20.50
2.4 Time Server FL TIMESERVER NTP 172.16.20.40
3 Machine: IP address space 172.16.30.0/26, Subnetmask 255.255.255.192
No. Zone segment IP address
3.1 AXC F 2152 CPU Ethernet interface 172.16.30.10
3.2 HMI Touch-Panel - TP 6070-WVPS 172.16.30.20
3.3 Buscoupler AXL F BK PN TPS with Smart IOs 172.16.30.30
4 Production line 1: IP address space 172.16.40.0/24, Subnetmask 255.255.255.0
No. Zone segment IP address
4.1 mGuard RS 4000 Local IP Address 172.16.40.5
4.2 AXC F 2152 CPU ethernet interface 172.16.40.10
4.3 HMI Touch-Panel - TP 6070-WVPS 172.16.40.20
4.4 AXC F 2152 CPU ethernet interface 172.16.40.11
4.5 Buscoupler AXL F BK PN TPS with Smart IOs 172.16.40.30
5 Production line 2: IP address space 172.16.50.0/24, Subnetmask 255.255.255.0
No. Zone segment IP address
5.1 mGuard 1102 Local IP Address 172.16.50.5
5.2 AXC F 2152 CPU ethernet interface 172.16.50.10
5.3 HMI Touch-Panel - TP 6070-WVPS 172.16.50.20
5.4 AXC F 2152 CPU ethernet interface 172.16.50.11
5.5 Buscoupler AXL F BK PN TPS with Smart IOs 172.16.50.30
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— First, define a network definition. This is reflected in the first 24 bits of the IP addresses (in the example:
172.16.xx.xxX). Bits 25 to 32 are reserved for the local devices.

— The Engineering Station (where the PLChext Engineer is located) has the IP address 172.16.20.100 (255.255.255.0).

— The Machine Level is configured so that access from the Manufacturing Zone to the Machine Level is via the Ethernet
interface of the extension module.

— The extension module is assigned the IP address 172.16.10.30. The IP address of the PLCnext Control is
172.16.30.10 (255.255.255.240).

For more information about the zones of the security context, refer to the topic Generic Security Concept .
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Assigning IP addresses

@ Logintothe WBM.
@ Openthe Network page ( Configuration — Network ).

Deutsch  English

O [ESHAS

AXCF 2152
2404267

T
| R
il

— Information

Network

LAN Interfaces

TCP/IP (LAN 1) - Switched Mode

1P Address

Subnet Mask

) security Profile deactivated

Configuration

Status

192.168.1.10

255.255.255.0

General Data Default Gateway 192.168.1.1
DNS Server Addresses 8.8.8.8
—  Diagnostics
8.8.4.4
Profinet
Local Bus MAC Address AB:74:1D:08:23:DF
Notifications Port X1
Datz Rate
— | Configuration Duplex Mode
Link Status LinkDown
System Services Port X2
PLChext Store Datz Rate 100 Mbit/s
Proficloud Services Duplex Hode Full Duplex
Link Status LinkUp

Web Services

Project Name: --- Hw:

MAC:

Configuration

FW:

Logout in 17:25

[192.168.1.10

[255.255.255.0

[192.188.1.1

[8.8.6.8

[8.8.4

B I al e o e o e Y

The information under TCP/IP (LAN1) - Switched Mode refers to the subordinate network, i.e. the extension module. The
information under TCP/IP (EXT LAN 1) refers to the higher-level network, i.e. the PLCnext Control.

...continuation see next page...
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@ Assign IP addresses and Subnet Masks for both networks appropriate for your security context (see
topic Deriving IP addresses) by entering them in the Configuration area.

Deutsch  English Help ¥ @ Security Profile activated Logout in 18:14
PHCENIX Project Name: HW: 02 FW:
CONTACT MAC:
CSTTE T Configuration
2404267
Network

LAN Interfaces

T
TCP/IP (LAN 1) - Switched Mode Status Configuration
1P Address 192.168.1.10 ‘172.16.30.10 |
+ Information
Subnet Mask 255.255.255.0 ‘255.255.255.240 |
T
. Default Gateway 192.168.1.1 [192.168.1.1 |
+ Diagnostics
DNS Server Addresses 8.8.8.8 ‘B.B.S.S |
—  Configuration 8.8.4.4 ‘3.8.4.4 |
Network
MAC Address AB:74:1D:08:23:DF
System Services
Port X1
Web Services
Data Rate
. Duplex Mode
+ Security
Link Status LinkDown
+ Administration Port X2
Data Rate 100 Mbit/s
Duplex Mode Full Duplex
Link Status LinkUp
T
TCP/IP (EXT LAN 1) Status Configuration
1P Address 192.168.2.10 ‘172.16.10.30 |
Subnet Mask 255.255.255.0 ‘255.255.255.240 |
Default Gateway 0.0.0.0 [152.1688.2.1 T
DNS Server Addresses §.3.8.8 [s.8.8.8 |

S st B B T e BT ot e B T BB i, it

@ Click the EIEGENE LS button.
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Configuring TLS

@ Logintothe WBM.

@ Open the Web Services page ( Configuration — Web Services ).
@ Select TLS version TLSv1.3 .

Deutsch  English Help ¥ @qu,—“ Profile deactivated Logout in 18:52
PHCENIX Project Name: HW: 02 FW:
ICONTACT LEes

AXC F 2152 Configuration
2404267
Web Services
7
H l'l‘ NGINX Web Server
|
ﬁ\ i TLS Configuration
TLs-version(s) [ UseTLsvi2
Use TLSVL.3

+ Information T
Cipher Suites [secure HTTPS TLS Ciphers v

+ Diagnestics TLSV1.2:ECDHE: +DHE: laNULL: INULL:IAESCCMB: ICAMELLIA: | ARIA: IPSK: [RSA: ISHAISHA224:IMEDIUM: ILOW

4

HTTPS Certificate

— Configuration
Identity Store for HTTPS Certificate [HTTPS-self-signed v]

Netwark
Self-signed HTTPS Certificat:

lisiane erificats Distinguished Name (DN)
PLCnext Store [
B e il il B it B st ot ol i oot Py v e ey e

Note:

— If you cannot set TLS version TLSvi.3 , set TLS Version TLSv1.2 .

— If you set TLS Version TLSvi.2 , you must set Secure HTTPS TLS Ciphers cipher suite.

— If your browser does not support the secure cipher suite, you must set the Default HTTPS TLS Ciphers cipher
suite. In this case, you must perform a risk analysis.
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Generating self-sighed HTTPS certificates in the WBM

@ Logintothe WBM.

@ Openthe Configuration — Web Services page in the WBM.

Deutsch  English  Help v 12) security Profile activated Logout in 18:21
LTI EDOOEDOEDENOOEREDOENO0
AXC F 2152 Configuration
2404267

Web Services

NGINX Web Server

HTTPS Certificate

Identity Store HTTPS-self-signed v

Self-signed HTTPS Certificate
o Distinguished Name (DN)

~ Information
Common Name (CH) [PLCext HTTPS Interface List ]
General Data
Organization (0) [ProENIX conTacT ]
Organizational Unit (0U) [PHOENIX CONTACT GmbH & Co K& ]
+ Diagnostics
Location (L) [Blomberg ]
ol @D State or Provinge Name (ST) [nRw ]
Country (€} [oE J
Network
System Services T
Web Services Jid ot bef .
walid not before [x6.08.2020 |- [11:57:11 Jure
valid not after [31.12.9889 | - [23:59:59 Jurc
+ Security
Subject Alternative Names
+ Administration Subject Alternative Name Type of Subject Alternative Name
[192.188.1.10 | (1P Address v %
[1s2.168.2.10 ] | [1P Address Yo%
*

Re-generate HTTPS certificate

If you click the "Generate” button, the self-signed HTTPS certificate is only regenerated. So that the certificate can be activated in the system, you
must then press the "Apply” button when IdentityStore "HTTPS-self-signed” is selected

Werning Applying the configuration can affect the real-time behavior of the system. Avoid reconfiguration during productive operation
oiscard

© 2017 PHOENIX CONTACT  Legal Infarmation

@ Inthe Identity Store drop-down menu, select HTTPS-self-signed .

@ Inthe Self-signed HTTPS Certificate area, enter the required information.
@ Inthe Subject Alternative Names area, enter the required IP addresses.
@ Add more IP addresses if needed by clicking the + .

@ Click the (EEEE GG IR i r1C) button.

If the certificate generation was successful, it will be displayed next to the (GEFENEEE IR button.

Subject Alternative Names

+ Administration Subject Alternative Name Type of Subject Alternative Name
[192.168.1.10 | | [1p Address v] M
[192.168.2.10 | | [1P Address v] X
+

Re-generate HTTPS certificate

If you click the "Generate” button, the self-signed HTTPS certificate is only regenerated. So that the certificate can be activated in the system, you
must then press the "Apply" button when IdentityStore "HTTPS-self-signed” is selected.

The self-signed HTTPS certificate was successfully regenerated! |

Wamning 2pplying the configuration can affect the real-time behavior of the system. Avoid reconfiguration during productive operation

R Apoly |

© 2017 PHOENIX CONTACT  Legal Information

@ To activate the generated certificate in the system, click the @:::\8 button.
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Uploading the certificate in the browser

Log in to the WBM.
Open the Security — Certificate Authentication page in the WBM.
Open the Identity Stores tab.

In the HTTPS-self-signed area, download the certificate you just generated by clicking the 3 button ("Download
from controller to local pc") next to the certificate.

Open your browser (Edge).
Open the Settings menu.

Ctrl+T
New window Ctrl+N

New InPrivate window Ctrl+5Shift+N

Foom —  100% —+

Favorites Ctrl+Shift+0
History Ctrl+H
Downloads Ctrl+)
Apps

Extensions

Collections Ctrl+5Shift+Y

Print Ctrl+P

Web capture Cirl+Shift+5

Find on page Ctrl+F
Read aloud Ctrl+Shift+U

More tools

Settings

Help and feedback

Close Microsoft Edge

Managed by your organization

Open the Privacy, search, and services tab .
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In the Security section, click the Manage certificates button.

Security

Manage security settings for Microsoft Edge

Manage certificates

< A new window opens.
Open the Trusted root certificates tab.

Click the Import... button.
S The "Certificate Import Wizard" opens.

Follow the instructions of the "Certificate Import Wizard".

Select the certificate you want to import and click the Open button.

Click the Next button.

Select Place all certificates in the following store and click the Browse... button.

Set the certificate store option to Trusted root certificates and click the OK button.
Click the Next button.

Click the Finish button.

If a warning note opens, read the warning note and in case you want to confirm it, click the Yes button.
S The certificate was uploaded in the browser.

Check the status of the certificate in your browser.
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Handling the Security Profile

Activating the Security Profile

@ Logintothe WBM.

@ Open the Security Profile page ( Security — Security Profile ) in the WBM.
@ Select the checkbox named "Activation of the Security Profile".

Q) security Profile deactivated Logout in 19:47

Deutsch  English  Help v

PHCENIX Project Name: Hw: 02 Fw:
CONTACT MAC:

AXC F 2152 Security

2404267
Security Profile

I
1 Status
il
| Current activation status Deactivated
Configuration
+/ Information I Activation of the Security Profile ]
T

+ Diagnostics Activated: The Controller starts with the least functionality according to the security requirements,
Deactivated: The Controller supports the configuration of all open interfaces.

+ Configuration - Please check if this configuration is suitable for your application.
- It is recommended to perform a security risk analysis.
- When activating or deactivating the Security Profile, the Controller is reset to default settings (type 1).

— Security

Security Profile [N Apply and rebaot

User Authentication

P Y s i I NN N SN S i L e Y S PP S
@ Click the @FENERELLE® button.

The PLCnext Control is now reset to default settings (type 1) and then rebooted. However, IP addresses and installed
licenses are retained.

After rebooting you have to log in again.

Note: There is no longer the role "Admin". You need to log in as "SecurityAdmin". The password is still the
password printed on the housing of the PLCnext Control.

@ Logintothe WBM as "SecurityAdmin".

In the top bar you can see that the Security Profile is activated.

Deutsch  English Help v I E Security Profile activated l Logoutin15:33  “
O e - e ER eI

y =
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Note: Now follow the steps from the topic Checking the integrity state.

Note: With activating the Security Profile the https certificates are deleted. Therefore you must generate the
https certificates again and upload them in your browser. Refer to the topics Generating self-signed https

certificates in the WBM and Uploading the certificate in the browser.

Changing the password of the SecurityAdmin

You have to change the password of the SecurityAdmin. To do this, proceed as follows:

Open the User Authentication page.
Click the BE8:EESNGIEN button.

Security

User Authentication

User Authentication Enable/Disable
System Use Motification Edit Notification

User Roles

SecurityAdmin SecurityAdmin Modify Roles

Set a new password following the password complexity rules and save it by clicking the (EE1) button.
Effects of the Security Profile

— With the Security Profile, some WBM pages are no longer accessible for security reasons and are disabled in the
WBM navigation.

— The SecurityAdmin can only configure the system. All other activities must be performed by other roles. You need at
least an Engineer to program in PLCnext Engineer and a Security Auditor to access the security notifications.

- You have no root access and no SSH access.

— The Security Profile follows the principle of least functionality: only components that have been considered in the
threat analysis may run. This specifies exactly what is permissible.
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— On the System Services page you may see effects of the principle of least functionality: The number of components is
limited by the Security Profile. All services except Netload Limiter are disabled. Only activate the services that you
actually need. For example, you must decide which visualization mechanism is used (eHMI or OPC UA) and then
activate it accordingly. Consider your respective security context. If your network is sufficiently protected
by additional organizational measures, you can activate the PROFINET Controller and possibly PROFINET Device if
necessary.

Deutsch  English  Help v 1) Security Profile activated Logout in 19:25
PHCENIX Project Name: HW: 02 FW:
CONTACT MAC:

TSR Configuration
2404267
System Services
A
! ]H ‘ Service ID Service Name Factory Default Activation
Ll APP MANAGER. App Manager )
Ll EHMI PLCnext Engineer HMI
NETLOAD LIMITER Netload Limiter :
4 Information
OPCUA OPC UA Server (]
PROFINET CONTROLLER Profinet Controller 0
+ Diagnostics =
PROFINET DEVICE Profinet Device 0
—| Configuration
Network piscard L
System Services
- e b - s et s et Y e | ” rr Y f . B e, F L

- Go to the topic Creating users to set up additional users and login conditions.

E‘ For more information on the different roles and rights, refer to the User Authentication WBM topic in
the PLCnext Technology - Info Center.
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Checking the integrity state | PLCnext Security Guideline

Checking the integrity state

If the Security Profile is activated, an integrity state check is performed after each boot and log-in to the WBM.

The integrity state is displayed in the WBM in the page header line right to the Security Profile state field.

Note: Every event is logged. On the Notifications page in the WBM, you can see whether the file integrity check

was successful.

Notifications
-

¥
Security.Arp.System.Sim.FileIntegrityCheckSucc | Fileintegrity check succeeded.
eeded

|

& ¥ Sender Notification

¥ Time

Severity

System Integrity Manager

15.11.2021 09:52:59.398

E] For more information on security logging, refer to the topic Security logging.

Security Profile is activated and the integrity state check is successful

Succe:

Logout in 19:55

Deutsch  English

Help ¥

» ® DT

AXCF 2152
2404267

Project Name:

PLEASE check regularly:
- Product downlozd area for FIRMWARE UPDATES
- PSIRT webpage for known SECURITY vulnerabilities

For more information see menu item “Help” (PLCnext Engineer and WBM).

ﬂ Tip of the day

= ,_,,.’-.‘,-_J‘,u—*r_,_fw—‘*rw\gf~j"“‘“’“«

HW: 02 FW:
MAC:

PR S Sy |

Security Profile is activated but the integrity state check failed

I G Security Profile activated 'Inteqriw check failed ]

Deutsch English Help v
OSRE hec@I@mecTeamemmens
ICONTACT
AXCF 2152 Attention! Security considerations required:
2404267 - Check the security configuration of the controller.

- Perform a security risk analysis and configure the controller accordingly.
Information on security-relevant aspects can be found in the PLCnext Security Info Center (see "Help” menu),

ﬂ Tip of the day

I s st p s g g e P

Logout in 18:44

HW: 02 FW:
MAC:

Security Profile is deactivated, the integrity state field is hidden

Deutsch  English Help v I 's.xurity Profile deactivated l Logout in 19:56
PHCENIX Project Name: HW: 02 FW:
ICONTACT HAC:

AXCF 2152 PLEASE check regularly:
2404267 ﬂ TFoaidad - Product download area for FIRMWARE UPDATES
ip of the day _ PSIRT webpage for known SECURITY vulnerabilities
7 For more information see menu item “Help” (PLCnext Engineer and WBM).
1 | i
e
FUPTE P S
o PR B O P e o B rsntid N e s
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Checking SD card settings

Note:

Make sure that the Security Profile is activated before you start encrypting the SD card.

For BPC9102S and RFC4072S
When using a BPC9102S or RFC4072S, the use of an external SD card is mandatory. In a security context, you must
use encrypted SD cards.

Make sure that you only use an encrypted SD card.

For further information, refer to the topic SD card encryption.

For AXCF1152, AXCF 2152, AXCF 3152, SPLC 1000 and SPLC 3000

You can use an AXCF1152, AXCF2152, AXCF 3152, SPLC1000 and SPLC3000 with or without an external SD
card. Please note the following information for the respective use.

Use without external SD card
Log in to the WBM.
To ensure that the default Security Profile settings are applied, proceed as follows:

Open the SDcard page ( Security = SDcard ).
Make sure that only the internal SD card is used to store device files.
Make sure that the external SD card support is deactivated.

For information on how to deactivate SD card support, refer to the topic SD card encryption.

Deutsch  English ~ Help v V&) security Profile activated 2] Integrity check successfull Logaut in 19:53
PHCENIX Project Name: HW: 02 FW:
ICONTACT MaC:

AXC F 2152 Security
2404267
SD card
B
| 1!” i Status
L Current device file storage (overlay file system} Internal SD card
& Support for external SD card Deactivated
External SD card External SD card not inserted

+ Overview
Recovery password Password is nat set

+ Diagnostics
< Configuration

Support for external SD card Activate support

Reactivation after Factory Reset 0

+ Configuration

= Securty If enzbled, the externzl SD card will be activated after a factory reset.
If disabled and the support for external SD card is active, the external SD card remains activated after a factory reset.

Certificate Authentication
If disabled and the support for external SD card is deactivated, the external SD card remains deactivated after a factory reset.

Firewall Data protection
SD Card SD card encryption
Security Profile Recovery password to unlock the protected SD card e —

Syslog Configuration

User Authentication System Message

LDAP Configuration Information 5D card support is deactivated

+ Administration
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Use with external encrypted SD card

Due to the default Security Profile settings, SD card support is also deactivated by default for these
controllers. However, you can use an encrypted SD card when using these controllers.

You can only use the following SD cards for encryption:

— SD FLASH 8GB PLCNEXT MEMORY LIC (item no. 1151112)
— SD FLASH 32GB PLCNEXT MEMORY LIC (item no. 1151111)
— SD FLASH PLCNEXT MEMORY LIC CFG (item no. 1308064)

These cards have two partitions: The first partition ("system") is reserved for license handling and a second partition for
the controller data. This second partition ("overlay") is encrypted using the WBM.

For the encryption of the SD card, dm-crypt with the encryption mode aes-xts-plain is used. For secure key derivation,
argon2id is used.

dm-crypt is a cryptography module of the device mapper in the Linux kernel. dm-crypt can encrypt and decrypt data
using various algorithms. The encryption can be applied to any device files, in most cases to partitions (as in this case to
the "overlay" partition of the SD card).

Make sure that you only use an encrypted SD card.

For information on how to activate SD card support and how to encrypt a SD card, refer to the topic SD card encryption.
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PLCnext Security Guideline | Creating users

Creating users

The SecurityAdmin can only configure the system. All other activities must be performed by other users with other
roles. You need at least a Security Auditor to access the security notifications, an Engineer to program in PLCnext
Engineer and an Operator to operate an HMI. Below you will see how to add these users with their specific roles.

Note: It is strongly recommended that you only use the default user password for the first access. Change the
default password immediately after the first access. Observe the password complexity rules .

If you have created a user, you will see a corresponding message in the WBM to change the default password
(from firmware 2024.0LTS).

X

Deutsch  English Help v Security Profile activated Integrity check successfull Logout in 19:15

PHCENIX Project Name: HW: 02 FW:
CONTACT Hac:
AXC F 2152 Security
2404267
User Authentication
.......
1 4|\| ! General Configuration
FV]|\| | System Use Notification ERTROGTeeo
+ Overview
User Management  Session Configuration Password Policy
+ Diagnostics
User Password Policy
+ Configuration SecurityAdmin % Securityadmin Default Ruleset Sct Password ] Edit user |
~ Security
Cegtificate Authenticgtion .
B R S IO SR ,-"‘..I"-""““""““""—A S N i S P

E] For more information on the different users, roles and rights, refer to the User Authentication topic in the main
PLCnext Technology - Info Center.

For the following procedures you need access to the Web-based Management on the PLCnhext Control.

System Use Notification

The system use notification is displayed each time a user wants to log on to the controller. The system use notification
is independent of the language of the user interface in WBM and PLCnext Engineer. You should therefore take all
required languages into account when editing.

To edit the system use notification, proceed as follows:

PLCnext Technology - Security Info Center | Revision017 | 2025-02-10 | Page 124 of 306


https://www.plcnext.help/te/WBM/Security_User_authentication.htm

Creating users | PLCnext Security Guideline

@ Click the BN CLTTEL W button.

Deutsch ~ English Help v

© e

AXCF 2152
2404267

A
il
i

|

+ Information

+ Diagnostics

+ Configuration

~ Security

Certificate Authentication

Firewall

V) security Profile activated () Integrity check successfull

acamoicdm@aocam@meom™mey

Security

User Authentication

General Configuration

System Use Notification Edit Notification

User Management | Session Configuration | Password Policy

User Roles Password Policy
Securityadmin Securityadmin Admin Ruleset Set Password | Edrt User | Remove User ]
Add User

B T ¥ T R T T W IR P S

Logout in 19:56

HW: 02 FW:
MAC:

< An input window opens.
@ Edit the System Use Notification.

Edit System Use Notification

System Use Motification

Hinweis:

Motice:

Dieses Gerat darf nur von autorisierten Benutzern fir autonisierte
Zwecke verwendet werden. Thre Anmeldeinformationen und alle
Benutzerakbionen auf diesem Gerat kinnen dberwacht,
aufgezeichnet, kopiert und auditiert werden.

Durch die weitere Verwendung dieses Gerats erklaren

Sie sich mit diesen Bedingungen einverstanden.

This device may only be used by authorized users for authorized
purposes. Your credentials and all user actions on this device

can be monitored, recorded, copied and audited. By continuing to
use this device, you agree to these terms.

@ Confirm the entry by clicking the (EEVES button.
S The text is then transferred to the controller and stored.
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Adding a Security Auditor

To add a Security Auditor, proceed as follows:

@ Logintothe WBM.
@ Openthe Security — User Authentication page in the WBM.
@ Click the @EEIES button.

Deutsch  English  Help ¥ V&) security Profile activated (&) Integrity check successfull Logout in 04:22
O EDOOEDIEDEDOIE EMOEMEs e
AXC F 2152 Security
2404267

User Authentication

By
1 i General Configuration
’ System Use Notification Edit Notification

+| Information
User Management = Session Configuration = Password Policy
+| Diagnestics

User Roles Password Policy
+| Configuration Securityadmin Securityadmin Admin Ruleset Set Password | Edrt user | Remove User |

~ Security

Certificate Authentication

Firewall

g v N WU N N S AP SRy P S W

< The dialog ' Add User opens.
@ Enter ausername and a password following the password complexity rules.

Add User

Username | Securityfuditor |

Password | FEEEEEEEREEE |

Confirm Password

m Cancel

® Click the (XL button.
@ Inthe added row SecurityAuditor , click the m button.

Deutsch  English Help ¥ 2) security Profile activated {2) Integrity check successfull Logout in 19:47
PHCENIX Project Name: HW: 02 FW:
ICONTACT mac:

AXC F 2152 Security
2404267

User Authentication

General Configuration

System Use Notification Edit Notification

+| Information
User Management  Session Configuration  Password Policy

+ Diagnestics

User Roles Password Policy
+ Configuration SecurityAdmin SecuntyAdmin Admin Ruleset m m
SecurityAuditar Default Ruleset
—| Security m
Certificate Authentication
Fir R
N O SR P PN r v
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@ 1Inthe dialog that opens, select a ruleset ( Password rules ; we advise the "Admin Ruleset") and the appropriate
role (User Roles ) by activating the checkbox at SecurityAuditor.

Edit User Configuration

User Configuration

Username Securityauditor

Password Rules | Admin Ruleset hl |

User Roles Admin

SecuntyAdmin

B0 O

SecuntyAuditor

CertificateManager
UserManager
Engineer
Commissioner
Service
Datalliewer
DataChanger
Viewer
EHmiLevell
EHmiLevel2
EHmiLevel3
EHmiLevel4
EHmiLevels
EHmilLevel6
EHmiLevel7
EHmiLeveld
EHmiLevel9
EHmiLevel10
FileReader
FileWriter
EHmiViewer

EHmiChanger

0o0oo0ooo0o0ooo0o0o0oo0o0oDooooooo oD

SoftwarelUpdate

m Cancel

@ Click the EEXED button.
S You've added a Security Auditor.
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Adding an Engineer

To add an Engineer, proceed as follows:

@ Logintothe WBM.
@ Openthe Security — User Authentication page in the WBM.
@ Click the @EEIES button.

Deutsch  English  Help ¥ V&) Security Profile activated 1) Intearity check successfull Logout in 13:48
CIIAEDOOEDIED EDOOEDEDOEN 00 -
AXCF 2152 Security
2404267

User Authentication

General Configuration

System Use Notification Edit Notification

+  Information

User Management | Session Configuration | Password Policy

+ Diagnostics
User Roles Password Policy

+ Configuration Securityadmin Securityadmin Admin Ruleset m m m
Securityauditor SecurityAuditor Admin Ruleset [ Edit user | Remove user |

o

Certificate Authentication

Firewall
B P T Y e Iy o

& The dialog Add User opens.
@ Enter ausername and a password following the password complexity rules.

Add User

Username |Engineer |

Password [TTTITTTIIT] |

Confirm Password |uuuu..| |

m Cancel

©® Click the (EE] button.
@ Inthe added row Engineer , click the @Z:[VEEM button.

Deutsch  English ~ Help v V&) Security Profile activated ) Integrity check successfull Logout in 19:43
PHCENIX Project Name: HW: 02 FW:
ICONTACT waC:

AXCF 2152 Security
2404267
User Authentication
il
1 | General Configuration
i System Use Notification [ —
+ Information
User Management  Session Configuration Password Policy
+ | Diagnostics
User Roles Password Policy
+ Configuration securityadmin Securityadmin Admin Ruleset ["edit user | Remove user |
Securityauditor Securityauditor Admin Ruleset [edrt user | Remove user |
— Security
Engineer Default Ruleset ] [ Remove User |
Certificate Authentication
Firewall
sSD C}d
pamnah A aat B P s T oW Ly Y PPy
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@ 1Inthe dialog that opens, select a ruleset ( Password rules ; we advise the "Admin Ruleset") and the appropriate
role (User Roles ) by activating the checkbox at Engineer .

Edit User Configuration

User Configuration

Username Engineer

Password Rules | Admin Ruleset b | l

User Roles Admin
SecuntyAdmin
SecuntyAuditor
CertificateManager

UserManager

B|O00 000

Engineer

Commissioner
Service
Datalliewer
DataChanger
Viewer
EHmiLevell
EHmiLevel2
EHmiLevel3
EHmiLevel4
EHmiLevels
EHmilLevel6
EHmiLevel7
EHmiLeveld
EHmiLevel9
EHmiLevel10
FileReader
FileWriter
EHmiViewer

EHmiChanger

000000 o0ooooooooooooao

SoftwarelUpdate

m Cancel

@ Click the (GEYE) button.
< You've added an Engineer.
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Adding an Operator

To add an Engineer, proceed as follows:

@ Logintothe WBM.
@ Openthe Security — User Authentication page in the WBM.
@ Click the @EEIES button.

Deutsch  English  Help ¥ &) Sccurity Profile activated &) Integrity check successfull Logout in 13:48
OIIRIEDOOEDIED EDOOED EDOENOS -
AXCF 2152 Security
2404267

User Authentication

General Configuration

System Use Notification Edit Notification

+  Information
User Management | Session Configuration | Password Folicy
+ Diagnostics

User Roles Password Policy

+/| Configuration SecurityAdmin SecurityAdmin Admin Ruleset m m w
SecurityAuditor SecurityAuditor Admin Ruleset m m
—| Security

Certificate Authentication

Firewall

sD Card

INIRSEST S i S NV N ol PSRy S I S P S N P

< The dialog ' Add User opens.
@ Enter ausername and a password following the password complexity rules.

Add User

Username |Gperat-:-r |
Passwurd |tt|u|-ooo1-tt |
Confirm Password |uuu".. |

m Cancel

©® Click the (EE] button.
® Inthe added row Operator, click the (VS button.

Deutsch  English ~ Help v V&) security Profile activated () Integrity check successfull Logout in 19:47
ORI EDOOEDIEDEDOOENENOEO0 -
AXC F 2152 Security
2404267

User Authentication

General Configuration

System Use Notification Edit Notification

+ Information
User Management | Session Corfiguration  Passward Palicy
+ Diagnostics

User Roles Password Policy
+ Configuration Securityadmin SecurityAdmin Admin Ruleset m m m
Securityauditor SecurityAuditor Admin Ruleset m m
—  Security
Certificate Authentication operator P prr—— ==

SD Card

Security Profile

J S Sy S D SRR SN e VSN Il R Y T
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@ Inthe dialog that opens, select the appropriate role by activating the checkbox at EHmiChanger .

Edit User Configuration

User Configuration

Username Operator

Password Rules Default Ruleset v |

User Roles Admin
SecurityAdmin
SecurityAuditor
CertificateManager
UserManager
Enginesr
Commissioner
Service
Datalliewer
DataChanger
Viewer
EHmiLevel1
EHmiLevel2
EHmiLevel3
EHmiLevel4
EHmiLevels
EHmiLevelg
EHmiLevel7
EHmilLeveld
EHmiLeveld
EHmiLevel10
FileReader
FileWwriter

EHmiViewer

RO 0000000 OO0OO0O0O0O0o0o0o0o0oooooo

EHmiChanger

O

SoftwarelUpdate

m Cancel

@ Click the button.

S You've added an Operator.
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Changing the password

Note: Users must change their passwords following the password complexity rules when they log in with their
role for the first time.

Adding more users

If necessary, set up additional users. The number and the roles of the respective users depend on your system and the
respective application.

Local user management

You can set up the users locally.

However, a global user management via LDAP is possible. When working with multiple devices (more than 3), Phoenix
Contact suggests a global, network-based user management via active directory server (LDAP).

E] For more information on LDAP, refer to the LDAP connection - file-based configuration topic in the
PLCnext Technology - Info Center.

Information about the Admin

Even if the Security Profile is enabled, the Admin is allowed to make changes via SSH, e.g. the Netload Limiter
configuration or the VPN configuration. For the commissioning phase it is possible to configure the Admin to make
changes to PLCnext Technology configuration files. Afterwards the Admin must be deleted again in the User Manager!

/!\| CAUTION |

Unauthenticated access

More accesses are possible via the Admin. This can disrupt production and reduce security.
@ Do not start any plant with activated Admin!

With the Admin user, you can also use SSH to check the NTP connection. To do this, you must enable SSH in the firewall
basic configurations (for more information, refer to the firewall basic configurations) and set an input rule:

...continuation see next page...
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Basic Configuration:

— Security

Basic Configuration | User Configuration

ICMP Configuration

Incoming ICHP requests accepted (]
When deactivated, pings to the Controller are blocked

Outgoing ICMP requests accepted O
When deactivated, pings from the Controller are blocked

+ Administration Basic Rules

Sea. | Direction Protocol To Port Comment Action
1 uoP 23 Network Time Protocol)
2 TCP 41100 Remoting (e.g. PLCnext Engineer
3 Tcp 22 I ssH Continue v |
4 TCP 80 HTTP Drop ~
5 cP a4 HTTPS, Proficloud, eHMI
6 Tce 484 Drop v
7 TCP (Standard-Port) External Mode Matlab Simulink
8 uDP SNMP (Simple Network Management Protocol
9 uop 34962-34964 | | |Profinet Uni-/Multicast Ports Drop v
Input Rule:
Basic Configuration User Configuration
Input Rules Output Rules
Incoming connections, protocols and ports
Seq. Interface Protocol From IP From Port To IP To Port Comment Action
1
[ o | | — | T | || r— |
+ Administration
+ X473

Note: Configure the IP addresses in the firewall so that SSH access can only take place from the defined device.

Using the console, you can now check whether the connection has been established by using the ntpg -p command.

Checking password validity in the WBM

Log in to the WBM.
Open the Cockpit page ( Diagnostics — Cockpit ) in the WBM.

Based on the messages, you can check whether the passwords are still valid and whether a user has already changed
his default password.
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Configuring basic firewall settings

E For basic firewall configuration information, refer to the Firewall WBM topic in the main PLCnhext Technology -

InfoCenter.

@ Logintothe WBM.

@ Open the Firewall page ( Security — Firewall ) in the WBM.

@ Checkinthe system Messages section whether the Configuration status is OK.

@ Checkinthe General Configuration section whether the Status is "Start (Current: started)" and the Checkbox

"Activation" is activated.

@ Checkinthe Basic Rules section whether only the following incoming connections are enabled:
Description Protocol Port
Common remoting, e.g., using PLCnextEngineer | TCP Port 41100
HTTPS, web server for eHMI and WBM TCP Port 443

@ Optional: Export the list of activated firewall rules. This may be helpful if you want to save the firewall rules in

your plant documentation. For information on how to proceed with that, refer to the Firewall WBM topic in the
main PLCnext Technology - Info Center.

AXC F 2152
2404267

e e

Information

+

+

Diagnostics

Configuration

+

+

Security

Administration

+

P. QeoRs @heoo@o@amec@ameamen

Project Name: HW: 02 FW:
MAC:
Security
Firewall
System Message
System Status
List of activated firewall rules m
General Configuration
T
Status (Current: started)
Activation
;
Activated: Firewall is started, After system restart the firewall will be activated
Deactivated: Firewall is stopped. After system restart the firewall will be deactivated
Basic Configuration = User Configuration
ICMP Configuration
Incoming ICMP requests accepted 0O
when deactivated, pings to the Controller are blocked
Outgoing ICMP requests accepted 0
When deactivated, pings fram the Controller are blocked
Basic Rules
Seq.  Direction Protocol To Port Comment Action
1 t v upp 123 NTP (Network Time Protocol) Drop v
I 2 ut v TcP 41100 Remoting (e.g. PLCnext Engineer) Accept v I
y T ; ; T
3 + ~ TCP 22 SSH Drop v
4 ut ~ TCP 80 HTTP Drop v
I s t ~ TCP aa3 HTTPS, Proficloud, eHMI Accept ~ \I
T T T T
5 ut ~ TCP 4840 OPC UA Drop v
7 t ~ TCP 17725 (Standard-Port) External Mode Matlab Simulink Discard m

...continuation see next page...
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@ Check whether further user-defined settings are necessary for your application.

@ Ifyou need to allow further ports, open the User Configuration tab.

For further information see Configuring extended firewall settings topic in this PLCnext Technology -

Security Info Center.

Security

Firewall

‘ —

Sovic Confipration m

Input Rules Output Rules

Incoming connections, protocols and ports.
Seq.  Interface Protocol From 1P From Port

+ (x| +¥

® 2017 PHOENIX CONTACT  Legal Information

OEGEHIEDOO@I@THecETIemeY

To Port

Comment

Action

PO Avoly |
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Configuring Netload Limiter

You configure the Netload Limiter on the Network page ( Configuration — Network ) in the WBM.
Log in to the WBM.

Open the Netload Limiter tab.

Configuration -
Metwork ¥
P

_LAN Interfaces | metload Limiter {
(

TCP/IP (LAN 1) - Switched Mode Status ;

IF Address A
Subnet Mask f
Default Gate E.

Note:

— The Time since last reset statistics counter in the upper-right corner of this WBM page shows the time that has
elapsed since the last reset of the statistics.

— Statistics are always collected, even if no limiter is enabled.
— Statistics are not reset by applying a configuration change.
- The button resets the enabled packet and byte counters in this WBM page as well as

the Time since last reset statistics time counter. It does not reset the controller. However, when resetting the
controller, the enabled counters in this WBM page are restarting, too.

...continuation see next page...
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When the Packet Limiter or Byte Limiter is enabled but currently not limiting, the status is highlighted :

Configuration

Network

LAN Interfaces

LAN 1

Packet Limiter

Byte Limiter

Limiter Statistics
Packets per Milliseconds

Byte per Milliseconds

Packet Limiter

Byte Limiter

Netload Limiter

Status

Time since last reset statistics: 09:48:49

Configuration
[Enabl= v Limit: [12 | Packets/ms
[Enable v Limit: | 10000 |Byta."ms
Moving Average (1 s) Max. Value of Moving Average Peak
0 1 11
6 93 13986

Limiting Duration (Accumulated)

0

0

Number of Limiting Events

us ]

TG Apply Configuration | Reset Statistics

When a limiter is enabled and currently limiting, the status shows a m marker for the limiter in question:

Configuration

Network

LaN Interfaces  Netload Limiter

LAN 1

Packet Limiter

Byte Limiter

Limiter Statistics
Packets per Milliseconds

Byte per Milliseconds

Packet Limiter

Byte Limiter

Status

Configuration
[Ensble v Limit: [12 | Packets/ms
Enabled {Limit: 1000 Byte/ms) - Currently limiting (1 s) [ Enable v Limit: | 1000 |Byta."ms
Moving Average (1 s) Max. Value of Moving Average Peak
0 2 11
16 2669 13986

Limiting Duration {Accumulated)

0

644781

Time since last reset statistics: 09:53:18

Number of Limiting Events
us ]

us 283

TG Apply Configuration | Reset Statistics

You can disable one limiter while leaving the other limiter enabled:
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Configuration

Network

LA Interfaces  Netload Limiter

Time since last reset statistics: 10:00:25

LAN 1 Status Configuration

Packet Limiter

| Enable ~ | Limit: | 12 | Packets/ms
Byte Limiter Disabled Limit: | 1000 Byte/ms
T T
Limiter Statistics Moving Average (1 s) Max. Value of Moving Average Peak
Packets per Milliseconds 1] 2 11
Byte per Milliseconds 16 2669 13986

Limiting Duration (Accumulated) Number of Limiting Events

Packet Limiter 3186 ms 2477

Byte Limiter 1926 ms 1535

piscrd Rest tatoic=

If you're using the AXCF 2152 with the left-alignhed AXCFXTETH1TX Ethernet module (mandatory in the security
context for network segmentation), it may look like this:

Configuration

Network

LaM Interfaces  Netload Limiter

Time since last reset statistics: 00:05:35

Packet Limiter

Byte Limiter

Limiting Duration (Accumulated)

58271

0

LAN 1 Status Configuration
Packet Limiter | | [ Enable v | Limit: | 12 ‘ Packets/ms
Byte Limiter Enabled {Limit: 1000 Byte/ms) - Currently limiting (1 s) | Enable ~ | Limit: | 1000 ‘ Byte/ms
Limiter Statistics Moving Average (1 s) Max. Value of Moving Average Peak
Packets per Milliseconds o 1 5
Byte per Milliseconds 6 85 2005
Limiting Duration (Accumulated) Number of Limiting Events
Packet Limiter i} us o]
Byte Limiter 639010 us 605
LAN 2 Status Configuration
Packet Limiter | | | Enable ~ | Limit: | 1 ‘ Packets/ms
Byte Limiter Disabled Limit: | 10000 Byte/ms
Limiter Statistics Moving Average (1 s) Max. Value of Moving Average Peak
Packets per Milliseconds 1] i} 4
Byte per Milliseconds o i 240

Number of Limiting Events

us 34

us o

SEERY oty contguraton
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Security logging

@ Logintothe WBM.

@ Openthe Notifications page ( Diagnostics — Notifications ).

Note: Only the SecurityAdmin and the SecurityAuditor have access to the notifications.

The UserManager assigns a session ID to each user who logs in. The session ID is displayed at the corresponding
notifications for all activities. The SecurityAdmin and the SecurityAuditor have access to the security logging. On the
basis of the notifications it is possible to see how the PLCnext Control is booted (whether the integrity is given) and
general information about all activities of the logged-in users (who changed what when and how) in the sense of non-
repudiation according to IEC 62443.

E] For more information on security logging, refer to the topic Configuring central logging.

bom-oo-o--oo--o-oo

Diagnostics

AXCF 2152
2404267
Natifications

Filter
Archive Name
Severity
Sender
— Information
General Data
Notifications
= Diagnostics Severity ¢
Profinet
Local Bus

Netifications

~| Configuration
Network
System Services

web

Date and Time

— Security

I(-I‘-GG e e 00O

Security Profile

User Authentication
Notification

Time L 4
10.11.2021 18:00:16.509

10.11.2021 18:00:16.321
10.11.2021 18:00:16.319
10.11.2021 18:00:15.822
10.11.2021 18:00:13.130

10.11.2021 18:00:10.622

10.11.2021 18:00:10.447

10.11.2021 18:00:09.910

10.11.2021 18:00:09.679

10.11.2021 18:00:08.512

10.11,2021 18:00:08.509

Project Name:

[zemry

~| Maximum number of notifications

[5= Information

v Time from

| Time to

Sender
PLC Manager

PLC Retain
PLC Retain

Web Configuration Manager
Web Configuration Manager

System Integrity Manager

Security Profile Manager
Firewall Manager
Firewall Manager
Device Interface

Device Interface

ar

«»

Name
Security.Arp.Plc.Domain.PlcStarted

Security.Arp.Plc.Retain.RetainDataSaved
Security.Arp.Plc.Retain. RetainDataSaved
Security.Arp.Services,Wem CertificateRegenerated
Security.Arp.Services.Wem Startup

Security. Arp. System.Sim FilelntegrityCheckSucceede
d

Security.Arp.Services.Spm.Startup
Security.Arp.Services.Firewall, RunStatusChanged
Security.Arp.Services.Firewall, Startup

Security.Arp.Device. Interface. Ethernetinterfaces

Security.Arp.Device.Interface.Devicelnfo

HW: 02 Fw:
MAC:

[1024 ]
[ = J
[ = J

Export G5V

Notification
PLC started. Start Kind: Warm, Used Memory: 70%, CPUs

Retain data saved
Retain data saved
Self-signed HTTPS certificate regenerated. Subject: C=DE, ..
Identity Store for HTTPS certificate: HTTPS-self-signed, Giv.

Fileintegrity check succeeded.

Security Profile status: Actated
Firewall run status changed to Started
Firewall run status is Stopped, activation status is Activate

Configured IP Addresses: Interface number 1 Ip Address 1

Device Info: article name AXC F 2152, article numbe... Bg

Device Info: article name AXC F 2152, article number 2404267, serial number

firmware version

hardware version  fpga version

Connection: @ online

Status: Ok

Note: To see all messages and remove the filter, clear the box at "Sender" and then click AV,

Ensuring audit storage capacity

Notification Manager: Configurable file size (default 10 MB) when limit reached configurable number of messages are

deleted (default 16). Security messages are hand over to syslog. Logrotate is executed every hour. Syslog-ng interface

for external logging can be configured.
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PLCnext environmental requirements

PLCnext environmental requirements

Operating a PLCnext Control in a security context includes the following steps regarding environmental requirements:

— Configuring PLCnext Engineer

— Checking project data integrity

— Configuring extended firewall settings
— Configuring the system time

— Configuring central logging

— Activating OPC UA Server

— Activating OPCUA Client

— Activating HMI

— Activating PROFINET®

— Activating the App Manager

— Activating software updates
— Performing backup and restore
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Configuring PLCnext Engineer

E] For information on how to use PLCnext Engineer or how to create a project, refer to the Getting started with
PLCnext Engineer topic in the main PLCnext Technology - Info Center.

Open PLCnextEngineer.
Open the project that you want to transfer to the PLCnext Control.

Note: You may need to assign the correct IP addresses before connecting to the controller. Please note the
following points:

— First set the IP address range, then the IP address for the expansion module.
— Only release the subnet range that you actually need.

E] For information on configuring the IP settings, please refer to the Configuring the IP settings topic in the
main PLCnext Technology - Info Center.
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...continuation see next page...

@ Connect PLCnextEngineer to the PLCnext Control by clicking the .ft, button ( Connect to the controller to establish
communication with online services ).

RA w4 -
s oA 5 seareh I D Cockpit : Sefiings DataList |l Statistics
w B Project

v I axef2152-1:AXCF2152 N

» [ PLGnext (2) TCPAP v P g~ 4]

fi:PLC

Cockpit

> @HM\ ‘Webserver Overview Diagnostics and status indi 8
+A+ OPC UA
74 Profinet (0) Device BFRC:@
[l Axioline F (o) BF-D:

\'AAMN‘

o 0 s d B PRGBSt P

& The SECURE DEVICE LOGIN opens.
Note: To ensure that you are connecting to the correct device, you must compare the serial number displayed in
the login dialog with the serial number printed on the device.

Device senal number: %

Enter user name and password to authenticate with Controller 'AXC F 2152'

Engineer

[eeneed o B

[] remember credentials

Himweis:

Diezes Gerat darf nur von autorisierien Benutzem fur autorisierte
Zwecke verwendet werden. Ihre Anmeldeinformaticnen und alle
Benutzeraktionen auf diesem Gerat konnen dberwacht,
aufgezeichnet, kopiert und auditiert werden.

Durch die weitere Verwendung dieses Gerats erklaren

Sie sich mit diesen Bedingungen einverstanden.

Motice:

This device may only be used by authorized users for authorized
purposes. Your credentials and all user actions on this device
can be monitored, recorded, copied and audited. By confinuing to
use this device, you agree to these terms.

@ Make sure that you are connecting to the correct device by checking the displayed serial number.

@ Enter your user name and your password.
Note: You have to log in with the user who has the role "Engineer".
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@ Display the context menu of the controller node in the PLANT area via mouseover.

A Wk .
Fu AR —4 Search
w = Project

v Ifaxcf-21521 : AXC F 2152 I
» [ PLChext (2)
i:PLC
3 l:@:n HMI Webserver
&> OPC UA
w2 Profinet (0)
Al Axicline F (0

Il axcf21521 x

s @ Cockpit W Seffings Data List (
L
o 8 %
IP address:
DMS hostname: axc-f-2152-1 )
Connected: Yes stics ang
Debug: Mo ) ?
| Device =erial number:  M/A |
Device state: Run 2 r
Logged on: Yes 4
User Name: Engineer '
Roles: Engineer .’
Serial no.: MIA J
Certificate no.: PhoeniSign License Root CA G1
=Serial no.: A
=Certificate no.: PhoeniSign License PLCnext Sub CA G1 /
=Serial no.:
=Certificate no.: PLCnext Device Signing CA
=Serial no.: (
=Cerificate no.: AXCF 2152 1

@ Make sure you are connected to the correct device ( Device serial number ).

@ Check how you are logged in ( User Name ) and what role you have ( Roles ).

@ The lower section of the context menu lists the certificates and issuers that were applied to the device.
You can also see this information in the WBM on the Certificate Authentication page on the Identity Stores tab.

Deutsch  English Help v 1) Security Profile activated Logout in 03:25
PHCENIX Project Name: HW: 02 FW:
ICONTACT DA

AXC F 2152 Security
2404267
Certificate Authentication
il
[ Trust Stores | Identity Stores
Identity Store Content
IDevD . .
3] Information No. Element Type Description Details
- 1 Key Pair RSA TPM 2048 RSA Key Pair 5] Iy
+ Diagnostics H 2 Certificate Key Certificate Common Name: AXC F 2152 B 2
Valid not after: 9999-12-31T23:59:59 UTC
+/ Configuration a 3 Certificate Issuer Certificate Common Name: PLCnext Device Signing CA 8]
Valid not after: 2021-11-24T23:59:59 UTC
B a 4q Certificate Issuer Certificate Common Name: PhoenixSign License PLCnext Sub CA GL 5]
— | Security N e
Valid not after: 2024-09-06T23:59:59 UTC
Security Profile a 5 Certificate Issuer Certificate Common Name: PhoenixSign License Root CA G1 5]
Valid not after: 2024-09-06T23:59:59 UTC
User Authentication
OPC UA-self-signed 5 _ &
Certificate Authentication No. Element Type Description Details
[T R ",\M"""up’.""‘u&_‘k’ RSP SN fﬂ-—uu,,’-“,nw* P

@ Transfer the system time to the PLCnext Control by clicking the @1 button.

@ Transfer the project to the PLCnext Control.
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After transferring the project to the PLCnext Control, log out of PLCnext Engineer via the context menu, which
you reach by right-clicking on the controller node in the PLANT area.

File Edit View Project Exiras Window Help

EEEHE Do X NN EG

I} axcf21521 x

KA w4 -
£ AR T Search a D Cockpit ¥y Seffings DataList |l Statigf’
w [ Project I 4
v [ axcf21521 : Axc F 2152 | - ) p
> [ PLCext (2) A% Connect/ Disconnect -
H:pLC (D) Debug On/Off
» 20 HMI Websernver | ? Logon / Logoff |smlus L.
WORCUA 1) Switch User.. 4
7+ Profinet (0) ~
e = Change Password...
B Asicline F (0)
b Write and Start Project F5
*“ Write and Start Project (with Sources) Cir+F3
4 Wits and Start Project Changes /
4 . Wite and Start Project Changes (with Sources) .
. Dekte Del

o

E:D

,‘__'Jh-.ll ’\w’—LA-.‘*"_\##J

Substitution behavior for output modules

For each output module you can define a substitution behavior in PLCnext Engineer. The default setting is setto'0' .
Depending on your application you have to adjust the setting.

__dio1 X

[y Settings = Parameters Data List ~ 0

Parameters H - 0O X

Al Identification

Identification Funation: (@)

Location: ()
Application

Application

Substitution behavior. setto'0"

Filter fme: LW O ms

hold last value

Activating PLCnext Engineer project data integrity check

In PLCnext Engineer from version 2023.0, you can enable the project integrity check (hash protection of projects and
libraries locally stored on your computer). With activated Enabled checkbox (hash protection is activated),

PLCnext Engineer calculates hash codes (numeric value of fixed length that uniquely identifies data) about the project.
The project's hash codes are checked for mismatching or missing hashes when opening the project. Depending on the
protection level selected here, you will be informed with a warning/error message and the appropriate action will be
performed.

With deactivated hash protection ( Enabled checkbox deactivated; default setting), PLCnext Engineer does not use hash
codes for comparison of project contents. No hash codes are calculated and checked. You will not be informed whether
a project has or does not have hash codes.

Phoenix Contact recommends to enable the hash protection (data integrity check). Proceed as follows:

In PLCnextEngineer, open the options menu: Extras — Options...
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@ Open the Administration drop-down menu.
@ Click on 'Data integrity .
@ Activate the checkbox Enabled .

Modify application options
Select category and edit options

Online Values #  Data Integrity
Communication Settings

ng [w] Enabled
Write and Start Settings

Wite and Start Commands e

w Compiler (O Waming (Load All)
IEC Compiler Settings Integrity breach (one or more hashes are incorrect, missing or dangling): The project will be loaded nevertheless, and the user
Is informed. With the next save of the project the hashes will be recalculated, added or removed.
Wamings Settings
v ENFENO @® Waming (Load Repaired Only)
ENENO Settin Integﬂi}_r breach (one or more hashes are incormect, missing or dangling): The project is repaired on user request, only. An
s unrepaired project will not be loaded.
w Cross references
Settings (O Error (Load None)
Integrity breach (one or more hashes are incomect, missing or dangling): The project will not be loaded and the user is
~ HMI Editor Informed.
Page Seftings

Symbol Settings
~ GSDML Import
GSDML Import Settings
w Administration
Trust stores
Password Manager
Application Control Interface
Data Integrity
~ Physical Topology
General
~ Compare

oI Tr—

< > Mote: Changes to these settings do not take effect until the application is restarted.

OK | Cancel

@ Click the button.

@ Restart PLCnextEngineer.

For further information, refer to the topic Configuring PLCnext Engineer (combined safet
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Checking project data integrity

Libraries and projects in PLCnext Engineer are hashed. The hashes assigned with PLCnext Engineer are checked
by PLCnext Control. This way you can verify that data is not modified, tampered with, or corrupted.

When creating the project in PLCnhext Engineer, a manifest file with hashes is generated. Before the project is loaded on
the PLCnext Control, it is checked whether this project has integrity. This integrity check writes a notification.

After downloading a project to the PLCnhext Control you have to make sure that the integrity check of the project data
was successful. To do this, you need to check the notifications. Proceed as follows:

Log in to the WBM.

Open the Notifications page ( Diagnostics — Notifications ).

Check if you can see a notification stating that the integrity check was successful for your project. See the

example screenshot below.

Deutsch  English  Help ¥

AXC F 2152 Diagnostics
2404267
Notifications
']“W Filter
MU
‘R?‘;\ f Archive Name
& severity
Sender

Notifications

@~

Severity

@
@
@
@
o

Time v
17.10.2022 13:24:26.120
17.10.2022 13:24:26.007
17.10.2022 13:24:25.661
17.10.2022 13:24:24.182

17.10.2022 13:24:24.181

17.10.2022 13:20:22.593

17.10.2022 13:20:15.182

17.10.2022 13:19:47.143

17.10.2022 13:01:24.305

®© 6600

17.10.2022 13:00:46.438

Notification

&) security Profile activated

DOEGHEEIEDOOE@EIE@EImeIE@ TS

1) Integrity check successfull

Project Name:

[securiy

> Maximum number of netifications

[5= tnteral

Time from

| Time to

Sender

PLC Manager
PLC Retain
PLC Manager
PLC Manager

PLC Manager

User Manager
User Manager
User Manager
User Manager

Device Interface

tarfare

-~

Name &
Security.Arp.Plc.Domain.PlcStarted

Security.Arp.Plc, Retain.RetainDatasaved
Security.Arp.Plc, Domain.ProjectLoaded
Security.Arp.Plc.Domain.ProjectChanged

Security.Arp.Plc.Domain.PlcManager.Projectint
egrity.Success
Security.Arp.System.Um.SessionCreated
Security.Arp.System.Um.SessionClosed
Security.Arp.System.Um.SessionCreated
Security.Arp.System.Um.SessionCreated

Security. Arp. Device.Interface. EthernetLinkStateChan

ged

Sarurini Arn Navira Tntarfara Etharnat inlStatarhan

Logout in 18:09

HW: 02 FW:
MAC:

[1024 ]

Notification

PLC started. Start Kind: Warm, Used Memory: 78 %, CPUs.. | *
Retain data saved

Project 'Projekt192_160_FW2022_6' was loaded successfully
The project has changed. New overall hash: Scde5d64331

Successsful integrity check for project with overall h...

Session created. User: Engineer, User roles: Engineer , Sec.
Session with security Token DESSC21F was closed , curren.
Session created. User: Engineer; User roles: Engineer , Sec.
Session created. User: SecurityAdmin, User roles: Security

Link state changed: interface 1, port 2, status Up

Vil chate channads intarfaca 1 nart 1 chatuc lin

Successsful integrity check for project with overall hash ScdeSd64331a45d288acf174d1722553f376ea145cdad 7fa6e534 156ac9df0ees 3789cfd483827fdd30ad82796€95647 2446 19a 1 fad fbacBal 44cBcas59bbdal

4

Connection: @ online Status: Ok

Further steps of the check follow, which you must check for completeness:

— The project is loaded onto the controller.

— The project name of the project is displayed. Check if the project name matches the project you wanted to load on

the controller.
— PLCnext Control started.

The project data integrity check detects various errors and displays them in the notifications. The following entries are

possible:

"Manifest file does not exist"

"Hash algorithm not supported"
"Hash value of the file is not correct"
"File does not belong to the project"
"File does not exist"
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All devices have the same default configuration, which depends on the Security Profile:

— With activated Security Profile: Error
PLCnext Control does not go to the RUN status, but to the FAIL status (Ready (error)).

For more information about the status, see the corresponding documentation, e. g. User manual AXC F 2152.
— Without activated Security Profile: Warning
A warning is displayed, but PLCnext Control starts and the program runs.

PLCnext Technology - Security Info Center | Revision017 | 2025-02-10 | Page 147 of 306



PLCnext Security Guideline | Configuring extended firewall settings

Configuring extended firewall settings

m See also the Configuring basic firewall settings topic. For basic firewall configuration information, refer to
the Firewall WBM topic in the main PLCnext Technology - Info Center .

In the exemplary security context, access from the Engineering Station is only allowed via the extension module from

the superordinate network.
To configure accesses according to the security context, proceed as follows:

@ Logintothe WBM.

@ Openthe Firewall page ( Security — Firewall ) in the WBM.

@ Open the  Basic Configuration tab.

@ Inthe BasicRules section, select Continue from the drop-down list for the Remoting in the Action column.

oy ke

User Authentication
Basic Configuration  User Configuration

Certificate Authentication

LDAP Configuration ICMP Configuration
Firewall Incoming ICMP requests accepted O
s When deactivated, pings to the Controller are blocked

Outgoing ICMP requests accepted
when deactivated, pings from the Controller are blocked
+ Administration

Basic Rules

Seq.  Direction Protacol To Port Comment Action
1 Input v upP 123 NTP (Netwark Time Protocol) [oroe ~)

2 vl TCP T 1100 " TRemoting (e.g. PLCnext Engineer) ! [Continue ~] |
3 I Input v I TCP I 22 I SSH I Drop v

4 Input v TCP 80 HTTP

s Tt ~ Tcp 243 HTTPS, Proficloud, eHMI

5 Input ~ TCcP 4840 oPC uA

7 Input v TCP 17725 (Standard-Port) External Mode Matlab Simulink

Discard

@ Click the @Y button.
@ Open the User Configuration tab.

@ Onthe InputRules tab, click the * (m)

User Authentication
Basic Configuration  User Configuration

Certificate Authentication

Loap Configuration Input Rules Output Rules

Eirewall Incoming connections, protocols and ports

SD Card Seq.  Interface Protocol From IP From Port To1p To Port Comment Action
x4+

+ Administration

oscard | [0

@ Provide the following information:
= Select the interface (refer to the topic AXCF2152).
= Enter the corresponding IP address (the IP address of the Engineering Station in the superordinate network).

= Enter the target port.

se

User Authentication
Basic Configuration  User Configuration

Certificate Authentication

LDAP Configuration Input Rules Qutput Rules.
Firewall Incoming connections, protocols and ports
SD Card Seq. Interface Protocol From IP From Port TolP To Port Comment Action
-I = = ll — II II S II IL‘[CEP‘ = .
+ Administration
+Ix+¥

piscard | [ITL3
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Click the @51\ button.
% Now you have access from the superordinate network (e.g. PLCnext Engineer) only via the extension module.

Plant documentation

If you want to use the list of activated firewall rules in your plant documentation, you can export the list from the WBM.
Proceed as follows:

System Status section

If the firewall is active, you can generate an overview of all enabled firewall rules in a *.txt file.

Click on (LMY in the System Status section.
< The *.txt file with the activated firewall rules is being generated and opens in a dialog box.

To save the active rules to a *.txt file, click BEVERLRILEY in the dialog box.
S The *.xt file is saved to the directory selected in the next step.

E] For further information, refer to the Firewall WBM topic in the main PLCnext Technology - Info Center.
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Configuring the system time

Centralized security logging only makes sense if all devices have a synchronized time. NTP is already supported today.
TimeServer provides all devices with the same time base. For each device you have to configure which time server it

should use.

Use the corresponding WBM page for this as described in the Date and Time topic in the main PLCnext Technology -

Info Center.

Note: Make sure that the firewall basic configurations and the input rules on the Firewall page ( Security —

Firewall ) in the WBM are correct:

Basic Configuration:

—| Security

Security Profile

User Authentication
Basic Configuration  User Configuration

LDAP Configuration

Firewall

5D Card

ICMP Configuration
Incoming ICHP requests accepted

Certificate Authentication

Cutgoing ICMP requests accepted
Syslog Configuration

+ Administration Basic Rules

Seq.  Direction Protocol
1 Input v upP
2 Input v TCP
3 Inpu v TCP
4 Input v TP
5 Input v TP
5 Input v TP
7 Inpu v TCP
8 Input v uopP
9 I v uop

-
When deactivated, pings to the Controller are blocked
When deactivated, pings from the Controller are blocked
To Port Comment Action
12 | NTP (Network Time Protocol) |
41100 Remoting (.0, PLCnext Engineer) Accept v
2 ssH
80 HTTP
443 HTTPS, Proficloud, eHMI
4840 OPC UA
17725 (Standard-Port) External Mode Matlab Simulink
161 SNMP (Simple Network Management Protocol)
34962-34964 | | | Profinet Uni-/Multicast Ports

B o P, e pn Pttt o o B P o s B it
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Input Rules:

—| Security

Security Profile

User Authentication
Basic Configuration  User Configuration

LDAP Configuration

Input Rules Output Rules

+ Administration

B P g™ f“r,_ﬁ.——,_ﬁ...

Firewall

SD Card Incoming connections, protocols and ports

Certificate Authentication Seq.  Interface Protocol From IP From Port ToIP To Port Comment Action

Syslog Configuration 1 [enptso_~] | [upe v 0.0.0.0 | | 0.0.0.0 [l 123 [l NTP time sync | | [hccept ~
+(x/ 4+

Y N S BN Ve ”_,__.)-_.f""h.‘,,,_f— VS R e ]

EI For information on how to set the system time, refer to the System time topic in the main PLCnext Technology -

Info Center.

There are some parameters to be set, e.g. what deviation from the time is acceptable, the maximum unavailability, etc.
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Configuring central logging

Logging in the security context only makes sense in a network. When configuring the SysLog, you set to which higher-
level server the data is sent and which data it is.

E] For information on basic security logging, refer to the topic Security logging.

E] For further information on SysLog configuration, refer to the topic Security - Syslog configuration in the
main PLCnext Technology - Info Center.

@ Logintothe WBM.
@ Open the Syslog Configuration page ( Security — ' Syslog Configuration ).

@ Toadd anew Syslog server destination configuration, select the * button.

PHCENIX Project Name: HW: 02 FW:
ICONTACT wac: i
AXC F 2152 Security
2404267
Syslog Configuration
&I 1“ [ General Options
Ll Syslog Server Destinations Activation D
+/| Information Syslog Server Destinations
Host Name Port  Protocal Facilities Severity Level
+ Diagnostics

+| Configuration piscard Y03

- sty S P U Bt b B o PP i o P o ‘7_’-_.-/_‘ T

@ Provide the following information:

Add a new Syslog server destination configuration

General Options

Host Name | |
Protacol [Ts v |
Port [6514 |
Trust Store [Syslog-ng Certificate |

Filter Options
Facilities auth
] cron
] dasmon
] kem
] local
(] syslog

user

Severity Level |:>= Information (info) v

m Cancel

= HostName : IP address of the device (host) to send the logging messages to.
= Protocol : It is recommended to configure TLS.
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= Port : Select the port on which the devices exchange data. Make sure that the port is enabled in the firewall
settings.

= Trust Store : Select the Trust Store.
= Facilities : Choose what kind of data should be exchanged. Choose auth in any case.

= Severity Level : Select >=Information (info) .
In addition to the settings in the WBM, you must also make settings on the higher-level server.

@ Make the necessary changes in the syslog-ng.conf file.

Note: The specified IP address and the selected port must be enabled in the firewall.
For further information, refer to the topic Configuring extended firewall settings.
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Activating OPC UA Server

To activate OPC UA Server, proceed as follows:

Log in to the WBM.
Open the Configuration — System Services page in the WBM.
Activate the OPC UA Server by its checkbox.

Click the @AIEGERE LS button.

Deutsch  English Help v 1) security Profile activated Logout in 18:17
DO ENOOEDOED EDOOED OIS
ICONTACT MAC:
AXC F 2152 Configuration

2404267

System Services

Service ID Service Name Factory Default Activation
APP MANAGER App Manager ]
EHMI PLCnext Engineer HMI ]
NETLOAD LIMITER Netload Limiter ]

+| Information -
OPCUA OPC UA Server

+| Diagnostics PROFINET CONTROLLER ' Profinet Controller O
PROFINET DEVICE Profinet Device ]

—| Configuration

Network LI Apply and reboot

System Services P .

J7 SIS SSHNSY S Y S | ol i B BN et _pann. L g e e, g ananttn. gt

Note:

— You have to make some settings in the OPC UA Client.
— Your OPC UA client requires a system use notification that complies with your legal requirements. You can
see an example in the User Authentication WBM topic in the main PLCnext Technology - Info Center.

Secured OPC UA Communication

On the 'Security' page of the 'OPC UA' PLANT tree node, you can specify settings regarding certificates and
authentication which must be performed successfully in order to establish a secure connection between OPC UA clients
and the OPC UA server. Furthermore, you can define which encryption algorithms the OPC UA server will provide to its
clients to secure transmitted data.

After modifying these settings and writing them to the controller (as part of the PLCnext Engineer project), the
controller (i.e., OPC UA server) generates the self-signed certificate (if needed) when switching its state from Stop to
Run and applies it.

Certificate

Configures the certificate management on the OPC UA server.
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— 'File on controller': a certificate file (including a private key) is stored in the IdentityStore on the controller device.
This can be a CA-signed or a self-signed certificate (see term definitions at the end of this topic). The location on the
controller is fixed and cannot be modified.

The transfer of the certificate into the controller's IdentityStore can be done via the Web Based Management (WBM)
interface of the controller or using the tool SCP Secure Copy (the transfer is not possible using PLCnext Engineer).

Refer to the controller manual of your PLCnext Technology device for details. Refer to the table row 'TrustStores'
below for an explanation of the term "IdentityStore".

— 'Self-signed by controller': the server generates and uses the self-signed certificate, generated by the server and
signed with its own private key. Using the self-signed certificate causes greater efforts when establishing a network
with many application instances because the certificate must be distributed manually to the involved instances.

After selecting 'Self-signed by controller', the 'Subject' options become visible with which you specify subject(s) of
the certificate. Modifying these subject settings result in a newly generated self-signed certificate after the next
project download. Refer to the table row "Type of subject" below for details.

— 'Provided by OPC UA GDS': The OPC UA server embedded in the PLCnext Technology device is ready to be
automatically provided with certificates according to the Certificate Push Management defined by the OPC UA
standard (V 1.04, Part 12). This includes the initial certificates as well as all follow-up certificates (updates).

The certificates are expected to be automatically provided by a Global Discovery Server (GDS) which implements
the push mechanism. The Global Discovery Server is expected to connect to the OPC UA server in the PLCnext
Technology device as a "special" OPC UA client.

The Global Discovery Server is not part of PLChext Engineer. Any suitable tool customary on the market can be
used. It must be configured accordingly, in order to supply the OPC UA server on the PLCnext Technology device as
well as all OPC UA clients (i.e., all relevant devices within your network/security domain) with certificates. Note that
the Global Discovery Server can also be located in a different security domain (subnetwork).

After having selected 'Provided by OPC UA GDS', you have to define the names for the TrustStore and the
IdentityStore of the OPC UA server. The names are freely definable. You can see and inspect the content of these
stores at the Web Based Management (WBM) of the controller. The OPC UA server uses them to store data there
which it received from the Global Discovery Server (GDS). Into the named IdentityStore it stores the certificate and
key which it is instructed by the GDS to authenticate itself against clients. Into the TrustStore it stores trusted and
issuer certificates as it receives them from the GDS to verify client certificates with.

After selecting 'Provided by OPC UA GDS', the 'Subject' options become also visible with which you specify
subject(s) of the certificate. Depending on the Global Discovery Server involved, these subject settings can be
integrated in the certificates that will be delivered to the OPC UA server. Refer to the table row "Type of subject"
below for details.

Trust Stores

These fields are only visible if 'Server certificate' is set to 'Provided by OPC UA GDS' (see row above).

You have to define the names of the TrustStore and the Identity Store which the OPC UA server shall use to store data it
receives from the Global Discovery Server (GDS). Enter the freely definable names into the text fields. You can inspect
the current content of these stores via the Web Based Management (WBM) interface of the PLCnext Technology device.
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— 'IdentityStore name': Defines the name of the IdentityStore of the OPC UA server on the PLCnext Technology
device where the OPC UA server shall store its own application instance certificate and key as it is instructed to use
by the Global Discovery Server. With the information stored in the IdentityStore, the OPC UA server authenticates
itself against clients.

— 'TrustStore name': Defines the name of the TrustStore of the OPC UA server on the PLChext Technology device into
which the OPC UA server stores the data it receives from a Global Discovery Server (GDS) to authenticate clients
with. Using the information in the TrustStore, the OPC UA server can verify the identity of connecting OPC UA clients
by validating the authenticity of the certificates they present.

A PLCnext Technology device may contain several TrustStores. The OPC UA server embedded in the PLCnext
Technology device currently supports one TrustStore. The counterpart of a TrustStore in the PLCnext Technology
device is the IdentityStore (see above).

For both the TrustStore and the IdentityStore, the following applies:

— The contained data are stored in the PLCnext Technology file system and can optionally be protected by hardware
measures. By default, manufacturer-defined TrustStores and IdentityStores can be implemented.
Examples: A default TrustStore which contains data for validating the authenticity of the Proficloud server when
establishing a connection to the Proficloud, or an IdentityStore for the authentication at the HTTPS server or the
Remoting server of the device.

— TrustStores and IdentityStores on the PLCnext Technology device can be explored via the Web Based Management
(WBM) interface.

— Inthe current implementation, three TrustStores and three IdentityStores are ready for use by the OPC UA server.
The OPC UA server currently supports one TrustStore and one IdentityStore at a time. Which one is used depends
on the OPC UA server configuration.

IdentityStores:

1. One IdentityStore with fixed name for the self-signed certificate. This store is used when selecting the
configuration option 'Self-signed by controller'.

2. One IdentityStore with fixed name for the certificate file. This store is used when selecting the configuration
option 'File on controller'.

3. One IdentityStore with a name defined via PLCnext Engineer for the certificate pushed by the GDS. This
store is used when selecting the configuration option 'Provided by OPC UA GDS'.

TrustStores:

1. One TrustStore with fixed name for use with the certificate file. This store is used when selecting the
configuration option 'File on controller' or 'Self-signed by controller'.

2. One TrustStore with a name defined via PLCnext Engineer for information pushed by the GDS. This store is
used when selecting the configuration option 'Provided by OPC UA GDS'.

In this case, the following applies: if not yet defined (e.g., by WBM), you can simply create a new TrustStore
or IdentityStore by typing any name into the inputs fields. This way, a corresponding store with this name
will be created on the device when the OPC UA server executes the project. Once created, the store will still
be empty but listed in the WBM.

Note: As long as the TrustStore is empty, the OPC UA server trusts all clients.

— The content of both the TrustStore and the IdentityStore can be modified via the WBM interface. This way, you can
manually "prefill" the TrustStore in order to enable the OPC UA server to trust the Global Discovery Server which will
provide the OPC UA server with further certificates. You can furthermore prefill the IdentityStore with a server
certificate in order to enable the server to authenticate itself as trusted member of your security domain, for
example, at the Global Discovery Server.

— Configure the Global Discovery Server involved accordingly to trust the OPC UA server (in order to establish a
connection between OPC UA server and GDS). Then set up the GDS in a way that it cyclically writes the required
security data into the TrustStore and the IdentityStore of the OPC UA server.
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Note: The OPC UA standard uses different terms. The standard mentions a TrustList the content of which is very
similar to the content of a TrustStore of the PLCnhext Technology device. The standard specifies a
CertificateGroup which is very similar to the information within an IdentityStore of the PLCnext Technology
device.

Type of subject

These fields are only visible if 'Server certificate' is set to 'Self-signed by controller' or 'Provided by OPC UA GDS'.

Note: In case of 'Provided by OPC UA GDS' it depends on the implementation of the Global Discovery Server
involved whether the subject settings made here are considered or not.

A subject specifies the owner of a certificate. A subject can be accompanied by alternative names. Within certificates
according to the X.509 standard these alternative names are recorded within a so-called "subjAltName"-Extension
within the certificate.

Using these input fields, you can specify alternative names the OPC UA server shall include in the self-signed certificate
it generates or in the certificate signing request it generates for a Global Discovery Server.

You can specify up to five alternative names for the subject. Each alternative name shall describe a DNS name or IP
address the OPC UA server is reachable at. The OPC UA server automatically also includes the DNS name specified in
the basic settings as an alternative name regardless of the settings here.

This way, you can enable up to four communication paths (provided that this is supported by your network architecture,
for example, using a router, existing port forwarding (firewall in router to OPC UA server) and implemented local
DynDNS).

When establishing the connection, OPC UA clients verify whether the address (DNS name or IP address) from the URL
they wanted to connect to is contained in the server certificate.

If several possibilities exist for connecting the OPC UA server from outside or inside the domain, each possible address
part of a URL must be contained in the certificate. Otherwise, the authentication fails.

Any specified DNS name or IP address (depending on the selection in 'Type of subject') is written into the self-signed
certificate. If 'not set' is selected in a subject field, it is ignored by the server when generating the certificate. When
specifying 'not set' for all subjects, no alternative name will be included in the self-signed certificate except for the DNS
name from the Basic Settings which is always included.

Note: If clients use short URLs (because they are located in the same domain as the OPC UA server), list these
short names here as alternative names.

Security Policies

Defines the encryption algorithm(s) (Cipher Suite), the OPC UA server offers to its clients. The encryption algorithm is
applied to and secures the data transfer between OPC UA server and client.

Select 'Yes' in the relating drop-down list to make the respective algorithm available for clients. If set to 'No', the
encryption algorithm cannot be selected in the OPC UA client settings.

From top to bottom, the encryption and signature strength increases:

— 'Enable AES 128 SHA256 RSA OAEP algorithm'

— 'Enable Basic 256 algorithm'
This Basic 256 algorithm is deprecated and is therefore set to 'No' by default. Only use this setting if the OPC UA
client does not support a higher encryption.

— 'Enable Basic 256 SHA256 algorithm'

— 'Enable AES 256 SHA256 RSA PSS algorithm'
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Activating OPCUAZ® Client

To activate OPCUA® Client, proceed as follows:
@ Logintothe WBM.

@ Openthe System Services page ( Configuration — System Services ) in the WBM.
@ Activate the OPC UA Client by its checkbox.

@ Click the VTIVENGRE® button.

Deutsch  English  Help ¥ &) Security Profile activated  '5) Tntegrity check successfull Logout in 19:31
PHCENIX Project Name: HW: 02 FW:
ICONTACT (iR

AXC F 2152 Configuration
2404267
System Services
=
i ]H | Service ID Service Name Factory Default Activation
Ll APP MANAGER App Manager O
‘ :‘ EHMI PLCnext Engineer HMI O
GRPC LOCAL SERVER gRPC Remote Procedure Calls (Local) [}
LINUX 5YSLOG PLCnext Syslog adapter
NETLOAD LIMITER Netload Limiter
oPCUA OPC UA Server O
I OPCUA CLIENT OPC U Client |
PROFINET CONTROLLER Profinet Controller [}
PROFINET DEVICE Profinet Device D
SOFTWARE UPDATE Software Update via Device and Update Management [}
piscard [
..‘._./' P P N o e ‘r-‘ Y oy S PN S S S

Note:

— You have to make some settings in the OPC UA Server.
— Your OPC UA client requires a system use notification that complies with your legal requirements. You can
see an example in the User Authentication WBM topic in the main PLCnext Technology - Info Center.

The OPCUA® Client supports the "Minimum UA Client Profile". Currently only manual configuration is supported
(configuration via PLCnext Engineer is in progress).

@ Open the Identity Store and the Trust Store ( Security — Certificate Authentication ) to check the OPC UA Client
certificates and configure them accordingly.

...continuation see next page...
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Trust Stores: OPC UA Client section

Identity Stores: OPC UA Client section (self-signed and 'Application Instance Certificate')

oSG EDc@I@mec@aTemmen o
AXC F 2152 Security
2404267
" henticati
g Trust Stores  Identity Stores ‘
Trust Store | Content |
I — - e — |-
——
- - — — — — —— - — .
- —
L — —— - — - —
-— | -
- - - S — — — e — — Rt —
——
- —
- - .- — — — - — —— —
- OFC UA Client Certificates: 2
| e Type | Subject (Common Name)  Tssuer (Common Name)  valid until e
+
] Security
CRL Lists:
Certificate Authentication | ‘ No. |Type | Issuer (Common Name) |l1|is|.lpdah ‘ Next Update | Details | ‘
+
+

[ L L1111 1 [ 11 [ [ 1 [ | [ Bt LT
AXC F 2152 Security
2404267
Certificate Authentication
g Trust Stores Idmht%‘ ‘
M e ] -
—— - — - —— —
- - - . ——— — - - .
. —— - —— - - ™
- e . -
. —— _— - ——— e .-
- - - -
n" —— —— — ———
- - —
- " - -— == —— — o ——
- . -
- -
- — - —— —
- - - - — - - . e
- . o - - _-W— .
- - —
- . —
- — - —— —
- -- - — - - . ®
— Security
. . —— - —— s "
Certificate Authentication -ed
ORC UA Client seif-signed G p— -~ &
o= |1 | KeyPair RS 2048 RSA Key Pair o o X
W |2 | Cerfime Key Certificate Commen Name: eUAClien@please.customize.example.com o )
Valid not after; 5999-12-31723:59:59 UTC
+
OFC LA Cliem: No. Element Type Description Details r2d
- 1 Key Pair RSA 2048 RSA Key Pair 7 o a E3
— fy 2 Cefoe Key Certficate: Certficate net availzble. Please add a Key Certificate via the P
-— “Set” button on the right.
+

Further information can be found in the OPC UA Client documentation.
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Activating HMI

Activating PLCnext Engineer HMI

E] For information on how to create a PLCnext Engineer HMI application, refer to the topic Creating
a PLCnextEngineer HMI application in the PLCnext Technology - Info Center.

E] For information on user roles and permissions, refer to the User Authentication WBM topic in the main
PLCnext Technology - Info Center.

Before you can use an HMI application with an activated Security Profile, you must activate the PLCnext Engineer HML.
To do this, proceed as follows:

Log in to the WBM.
Open the System Services page ( Configuration — System Services ) in the WBM.
Activate the checkbox of the PLCnext Engineer HMI.

@ Click the @ENERERRES button.
Deutsch English Help v @Smll’itv Profile activated Logout in 19:40
DO A EDOOEDOED EDOOEDEOED OO o
AXC F 2152 Configuration

2404267

System Services

Service ID Service Name Factory Default Activation

APP MANAGER App Manager ]

(55 = )
(< ]| =]

EHMI ' PLCnext Engineer HMI

m}

NETLOAD LIMITER. Netload Limiter

+ Information

OPCUA OPC UA Server :
. PROFINET CONTROLLER Profinet Controller (m]

+ Diagnostics —
PROFINET DEVICE profinet Device :

— Configuration

R piscard | [N

System Services

B POl e trrit, gt ™o M P ANl PGP o P Lo b Pt

After the PLCnext Control has rebooted, you can use your HMI application.

...continuation see next page...

PLCnext Technology - Security Info Center | Revision017 | 2025-02-10 | Page 159 of 306


https://www.plcnext.help/te/PLCnext_Engineer/Creating_a_PLCnext_Engineer_HMI_application.htm
https://www.plcnext.help/te/WBM/Security_User_authentication.htm

PLCnext Security Guideline | Activating HMI

Adding and editing the login dialog

In the security context, every access to an HMI application must be secured via a login dialog. This must contain a
corresponding system use notification. PLCnext Engineer provides a page template with a login dialog with a system
use notification that you can insert into your project.

Bl PLCnext Engineer - C:\Users\pyea05\AppDataiRoaming\PHOENIX CONTACTIPLCnext Engineeri2021.6NEWIPROJECT1.pewex

File  Edt  View  Propet  Extas  Window  Help
|§lPI|E“Ix
- JACT
CE- A=l F&HNS
PLANT & Login X v COMPONENTS
HxES Seaeh I B Tags =] Login vo XS Search 4
~ B Project N » [ Programming (301)
Login # - O X%
~ I axcf-2152-1 - AXC F 2152 i
. B om0 > [ PLCnext Components & Programs (0)
" > (@) Network (480)
B
L3 HMI Web Server E2pei3ctiny
 [=] Application (0 Width 640 AL
[ support (0)
L Height 360 > fm Obiects 13)
“i:0PCUA jects (13)
22 profinet © Fill ® = Local (0)
- -
B8 vilne F (0) o 3 peaut 21)
> (i Images (5)
Border widih 0 ~ [ Page Templates (2)
User Margin color & izl Blank Page
—
Netice: Available Ahvays avaiable » 1= Symbols [19)
This devies may only b used by authorized
users for authorized purposes. Password
Your credentials and all user actions on this
device can be monitored. recarded, copled
and audted
<loginErrorString>
10 use this device, you agree
Page Settings [
——
EQEDFFHHGE = B gl > B Libraries (1)

To insert the login page template into your project, proceed as follows:

Open your project in PLCnext Engineer.

In the COMPONENTS area, right-click the Login page template ( Components — HMI — Default — Page
Templates — Login ).

COMPONENT &

EA uw 4—
£u AE —F a

¥ §m Programming [391)

¥ g PLCnext Components & Programs (0)

¥ [ Network (480)

w v [34)

¥ [ Objects (13)
B Local (0)
w [l Default (21)
} [ images (%)

¥ [ Symbals (14

—rr gt L P
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@ Click Create HMI Page .

[& Create HMI Page

D copy Ciri+C

< The login page template is now a child element of the HMI Webserver node in the PLANT area.

RA WK 4 P
Ky AR b =Earen I

w [ Project
w Il axcf2152-1:AxCcF2152 |
» [5) PLCRext (2)
iM:PLC ;
Ly l:lgl'.‘l HMI Webzerver
w [=] Application (3) ;
L) support (0)
[#] Application ’
# Home
=k OPC UA
e Profinet (0) b
Ml Axicline F (D) f
i
T

P g T R

@ Inthe PLANT area, double-click the login page template.
<The HMI editor group with the associated editors is opened.

@ Onthe HMIPage tab, read the contained system use notification and check whether the text is valid for the
respective application in the respective jurisdiction and adapt it if necessary. If necessary, consider the
respective national language.

@ To edit the default system use notification, double-click the text.
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@ You can create different language variants of the system use notification. To display the system use notification

in another language, select the Send toBack menu item in the context menu.

i

e

=i Parameters " Tags @ HMF‘Page
HMI Page !
EE s 1 | P o O e & fi= X 22005 Y| 20000 W z{
- User
Hinweis:
Dieses Geréat darf nur von autorisierten (
Benutzern fur autorisierte Zwecke
verwendet werden.
Password
. |lhre Anmeldeinformationen und alle
Benutzeraktionen auf diesem Garét kénnan
uberwacht, aufgezeichnet, kop * = m
auditiert werden. i ” .
Rotate > ErrorString>
) . Change Transform Center 2
Durch die weitere Verwendung —— =
Geréts erklaren Sie sich mit die .,
Bedingungen einverstanden. T | FERE——
[f§ Lock object L' Send to Back '|
E‘E Show/Hide Object Explorer ks Center Horizontally
""""" ]l Showmide Settings [&  Center Vertically Can
4 Cut Cri+X
Oy copy CHri+C
¥ Delete Del

@ Save your project.

& The login dialog is ready for use in the security context.
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Activating PROFINET

A large port range is required for the use of PROFINET as the system automatically selects the required ports
depending on the network configuration.

To restrict access to the PROFINET interfaces, the IP addresses of the PROFINET devices must be configured so that
only the controller and the device, and possibly also the engineering (supervisor), can communicate with each other.
From the controller perspective, the PROFINET buscoupler must be configured in the firewall as an input rule
('Interface and FromIP ).

The output rule generally defines the ports from which data is sent and the PROFINET buscoupler ( ToIP ) is defined as
the recipient of the data.

In the security context in the "Machine" subnetwork, the PROFINET buscoupler has the IP address 172.16.30.30,
which must be configured.
Firewall rules for the device, if available (e.g. AXC F2152 as PROFINET device), must be set in the same way.

Machine ) |FLC 172.16.10.30

HMI PROFINET buscoupler

(See topic Security context for embedding in the wider context and topic Deriving IP addresses for the assignment of IP
addresses.)

After you have performed a threat analysis and implemented appropriate protective measures from the security
context, you can activate PROFINET.

@ Logintothe WBM.
@ Openthe System Services page ( Configuration — System Services ) in the WBM.

@ Activate the checkboxes of the PROFINET Controller and the PROFINET Device (depending on what is needed).
@ Click the @VERENERLS button.

Deutsch  English Help v 1) security Profile activated Logout in 19:29
DOLERRTDeo@o@aomereammemmen e
AXC F 2152 Configuration

2404267

System Services

Service ID Service Name Factory Default Activation

]

APP MANAGER App Manager

=)

EHMI PLCnext Engineer HMI

O a

NETLOAD LIMITER Netload Limiter
+ Information
OPCUA QPC UA Server

(<} ]

| PROFINET CONTROLLER " Profinet Controller
+ Diagnostics

a

PROFINET DEVICE Profinet Device

= Configuration

Metwork ECLM Apply and reboot

System Services

B ST SR PN e Y S S S S .

sitmentond
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After the PLCnext Control has rebooted, you must configure the firewall input and output rules. To do this, proceed as
follows:

Input rules

Note: To select the correct interfaces, please refer to the corresponding PLCnext Control topic in the appendix

(e. 8. AXCF2152).

@ Openthe Firewall page ( Security = Firewall ) in the WBM.
@ Open the User Configuration tab.

, +
@ Onthe InputRules tab, add anew rule via the .
User Authentication
Basic Configuration User Configuration
Certificate Authentication
LDAP Configuration Input Rules Qutput Rules
Firewall Incoming connections, protocols and ports
5D Card Sea. Interface Protocol From IP From Port ToIP To Port Comment Action
=+ +
+ Administration
oiscard [0
@ Provide the following information:
= Select the interface.
= Select the protocol.
= Enter the IP address range.
= Enter a target port.
= Select the action Accept .
Basic Confiquration  User Configuration
Input Rules Output Rules
Incoming connections, protocols and ports
Seq. Interface Protocol From IP From Port To IP To Port Comment Action
L [enp1so ~] | [upP v 172.16.30.30 | ] 0.0.0.0 | [ 34364 | [Profinet Multicast (IANA_PNI( | [Accept v
+/[ x|+ +
viscard | 00
@ Click the @31 button.
@ Onthe InputRules tab, add another new rule via the
Basic Configuration  User Configuration
Input Rules Output Rules
Incoming connections, protocols and ports
Seq. Interface Pratocol From IP From Port To IP To Part Comment Action
1 [enp1so__~]  [uoP ~ 172.16.30.30 || || 0.0.0.0 | |[__3496a | [Profinet Multicast (IANA_PNI(|  [Accept ~
[Fx++
Discard m

@ Provide the following information:
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= Select the interface.

= Select the protocol.

= Enter the IP address range.
= Enter atarget port.

= Select the action Accept .

Basic Configuration  User Configuration

Input Rules Output Rules

Incoming connections, protacols and ports

Seq. Interface Protocol From IP From Port

To Port

Comment

Action

1 [enpiso__~] | [uop v 172.16.30.30

34964

| | [Profinet Multicast (1anA_PNIt| | [Accept ~]

2 enpls0) ¥ uDP v 172.16.30.30

49152-65535_| | [ Profinet Device Ports

| | [Accept v

+]( x4+

piscard | L0 0)

@ Click the @310 button.

Output rules

Open the Firewall page ( Security — Firewall ) in the WBM.
Open the User Configuration tab.

On the OutputRules tab, add a new rule via the + .

Provide the following information:
= Select the interface.

= Select the protocol.

= Enter the IP address range.

= Enter a target port.

= Select the action Accept .

Basic Configuration  User Configuration

Input Rules Output Rules

Outgoing connections, protocols and ports

Seq. Protocol From IP From Port To IP

To Port

Comment

Action

1 [uor ~ ] 0.0.0.0 | | asiszsssas | | 172.16.30.30

Profinet Device Ports

| \ Accept v

+(x 4+

viscard [0

@ Click the @310 button.

Note: To make sure that all newly applied input and output rules are actively used (even for connections that

have already been established), restart the PLChext Control.
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Activating the App Manager

@! NOTICE |

Installing apps can compromise security

Before installing an app, you must perform a risk analysis of the app and its impact on the security of the device and the
application, taking into account the overall security context. In particular, investigate the following effects on the device
and application:

— Data critically estimation

— Datain rest

— Data in transmission

— Integrity and authenticity

— PLCnext User Management

— Communication configuration (e. g. network interfaces, ports) and firewall integration
— Least functionality strategy

— Notifications

— Mobile and malicious code protection

To install apps, you must have admin rights. Otherwise, it is not possible to check and adjust the configurations in the
WBM that may have been changed by the app due to the lack of access to the App Manager.

To install and license apps from the PLCnext Store, you must first activate the App Manager. Proceed as follows:

Log in to the WBM.
Open the System Services page ( Configuration System — Services ).
Activate the checkbox of the App Manager.

Deutsch  English Help ¥ 1) security Profile activated Logout in 08:56
PHCENIX Project Name: HW: 02 FW:
ICONTACT MAC:

AXC F 2152 Configuration
2404267
System Services
T
ol i E5E= 1D Service Name Factory Default Activation
\F;| 1 APP MANAGER App Manager
L 4 EHMI PLCnext Engineer HMI

NETLOAD LIMITER Netload Limiter

oPCUA OPC UA Server

PROFINET CONTROLLER Profinet Controller

oooo s|u

PROFINET DEVICE Profinet Device

—| Configuration

Netwark Discard
System Services .
e Tr L SNORPS  P Y U our S SIS R aw RS

Click the EAVBIELGETLEE button.

A warning note opens.
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When configuring the System Services, the controller will be restarted automatically.
The configuration of the System Services via the WBM may collide with those of the
System Services via the PLCnext Apps and may overwrite them. Ensure the

consistency of the configurations beforehand.

Do you want to proceed with configuring the System Services?

m Cancel

@ Read the warning note and if you want to proceed, click the (@ button.

After the PLCnext Control has been restarted, the PLCnext Apps page is available ( Administration — PLCnext Apps ).

Deutsch  English Help v 12) Security Profile activated Logout in 19:53
ORI EDOOEN OGN EDOOEDEDOEDN00 2
AXC F 2152 Administration
2404267

PLCnext Apps

System Message

Information

Warning Apps management can adversely affect the real-time behavior of the system. Therefore, do not manage any apps during productive operation!

+/ Information
Installed PLCnext Apps
) App Name App ID Version Min FW Version Manufacturer License Status App Status
+ Diagnostics
Install App
+| Configuration
+ | Security

— Administration

Firmware Update

License Management

A e B P P P B it ot B g B BB B o st dP o

@ Install apps via the ELEEUVT button.

Deutsch  English  Help ¥ 1) security Profile activated Logout in 19:53
PHCENIX Project Name: HW: 02 FW:
CONTACT MAC:

AXC F 2152 Administration
2404267

PLCnext Apps

System Message

Information

Warning Apps management can adversely affect the real-time behavior of the system. Therefore, do not manage any apps during productive operation!
+| Information
Installed PLCnext Apps

App Name App 1D Version Min FW Version Manufacturer License Status App Status

+ Diagnastics
Install App

+ Configuration

’A—-,-;.’___,-’-"-—- N-JJM)rrf""w"Mﬂf'r.a

Note: You may need to install licenses.
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Security note

To make sure that software or firmware files downloaded via internet have not been corrupted or tampered, perform
an integrity check of the downloaded files. You can find further information in Integrity check of downloaded files.

@ For information on license management, refer to the main PLCnext Technology - Info Center or to the PLCnext
Store - Info Center.

After you have installed the app, you must check which user rights, firewall settings and System Services the app
requires.

Make the required settings in the WBM, taking into account the risk analysis performed.

After app installation, check the System Services settings.

Apps can enable or disable System Services during installation. For example, when you launch container apps,
the controller automatically reboots. This causes the App Manger to be disabled if a Security Profile is active.
You must re-enable the App Manger to check the installed apps or to install additional apps.

Note: Before you start up the system after installing apps, you must deactivate the App Manager in the WBM!

Note: The integrity of libraries can be checked with hash values.
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Activating software updates

Central software updates will be possible via the Device and Update Management Service. You must first activate the
service on the System Services page in the WBM.

Log in to the WBM.

Open the System Services page ( Configuration — System Services ) in the WBM.
Activate the checkboxes of the OPCUA® Server and the Software Update via Device and Update Management.
Click the EAJIEGGRELGS button.

After the PLCnext Control has rebooted, you must enable the port range to be able to communicate with the OPCUA®
devices. To do this, proceed as follows:

Open the Firewall page ( Security — Firewall ) in the WBM.
Open the Basic Configuration tab.
In the Basic Rules section, select Continue from the drop-down list for OPC UA ports in the Action column.
Click the @7\ button.
Open the User Configuration tab.
On the InputRules tab, add a new rule via the + .
Provide the following information:
Select the interface.
Select the protocol.
Enter the IP address range.
Enter the target port 4840.
Select the action Accept .

Click the button.
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Perform backup and restore

General information

Backup and restore mechanisms are used for fast recommissioning after a possible system failure or device reset. The
backups are signed and managed by the Device and Update Management (DaUM) and transferred to it.

The following data are included in the backup:

— Application
— Configuration

Note: The firmware is not included in the backup. Before restore, you must validate the appropriate firmware
version and install it via the DaUM according to the application and configuration requirements.

The following application data are included in the backup:

PLC program

Safety PLC program

eHMI application

APP application default data (depending on app development)

The following configuration data (top level view) are included in the backup:

— Network

— Time configuration
— System services
— Web services

— Certificates

— Firewall

— SD card

— Security Profile
- Users

— Syslog

- APPs

— SSH access

Note: The licenses can be installed separately depending on the level of restore. Licences are bound to the
hardware or the SD card. For more information on licenses, refer to the PLCnext Store Info Center.

Backup and restore

To perform a backup and restore in this security context, use the DaUM Backup and Restore app. You can get the app
via the PLCnext Storeand use it via the Deviceand Update Management.

Note:

— You need admin rights to install and use the app.

— To perform a backup, you must first create a new user named "DeviceBackup" with the following rights:
FileReader, FileWriter, SoftwareUpdate.
For more information on the different users, roles and rights, refer to the User Authentication topic in the
main PLCnext Technology - Info Center.

— To perform a restore, you need admin rights.
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@ Make sure the App Manager is activated.
@ Logintothe WBM.

@ Openthe PLCnext Apps page ( Administration — PLCnext Apps ), install and start the app.

Installed PLCnext Apps

App Name App ID Version Min FW Version  Manufacturer License Status  App Status

o KN =mm

DalUM Backup and Restore PhoenixContact

Install App

60002172000867 1.0.0 23.0.0

@ Open the Device and Update Management and proceed as described in the main PLCnext Technology - Info
Center.

Note: Backups can be generated during normal operation of the application. However, the application must be
designed in such a way that a backup that is started at maximum CPU and memory load does not impair
execution or trigger a watchdog.

[ﬂ Device and Update Management Automatic logout of ‘admin’ in 36:18 | English ﬂ
< Backups / daum-82
Open backup settings
= overview
Show the scheduled updates and get started. Key i i ansanlilisan
/~  20240418T123624 2024-04-18 14:36:24 UTC+02:00 2024-04-18 14:37:03 UTC+02:00 oK 210.3KB Restore Delete
Update plans Files
Create and manage update plans for your assets.
ackup_log_plenext.tx
Backup tar.gz.enc
2] Assets . .
Checksum-2024-04-18.bxt
Browse and organize the assets provided by the
OPC-UA servers. o
elnfo-2024-04-18 txt
& Backups FullListOfFiles-2024-04-18.txt
Browse and restore backups ListOfFiles-2024-04-18.txt
ore_log_plcnext-2024-04-18T14:14:11.628441.txt
& OPC-UA servers & clients RootToRestore-2024-04
‘Connect your devices using OPC-UA. Manage OPC- SkippedFiles-2024-04-18.txt
UA applications.
PECL 5-2024.
@ Update packages v 20240418T122105 2024-04-18 14:21:05 UTC+02:00 2024-04-18 14:21:43 UTC+02:00 oK 210.3KB Restore Delete
Overview of all available update packages in the
system. Start creating update plans from an “  20240418T121415 2024-04-18 14:14:15 UTC+02:00 2024-04-18 14:14:54 UTC+02:00 oK 210.4KB Restore Delete
update package.
v/ 20240418T121040 2024-04-18 14:10:40 UTC+02:00 2024-04-18 14:11:10 UTC+02:00 oK 210.3KB  Restore  Delete
e v 20240418T115920 2024-04-18 13:59:20 UTC+02:00 2024-04-18 13:59:50 UTC+02:00 OK 210.4KB  Restore  Delete
< Administration
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Account management

Account management

Operating a PLCnext Control in a security context includes the following steps regarding account management:

— Creating users

— Password complexity rules

— Checking the validity of passwords

— Configuring authentication errors and sessions

— Configuring Active Directory Connection
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Configuring Active Directory Connection

With PLCnext you are able to connect Active Directory servers via LDAP.

E] For further information, refer to the topic LDAP configuration in the main PLCnext Technology - Info Center.
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Configuring authentication errors and sessions

Session Configuration

Log in to the WBM.
Open the ' User authentication page ( Security — User authentication ).

On the Session Configuration tab, you configure the maximum session time, the timeout penalty times and the maximum
number of concurrent sessions.

In the following screenshot you see the default settings:

Security

User Authentication

General Configuration

User Authentication Enable/Disable
System Use Motification Edit Netification

User Management _Session Configuration  Password Policy

Parameter Configuration Description

Maximum session time min | Maximum session lifetime in minutes

Failed Login Attempts

Exclude admin users from timeout Are users with elevated permissions excluded from the timeout?

Initial timeout s Initial timeout penalty on the fourth consecutive failed password attempt in seconds.

Timeout increment 30 s Additional timeout penalty on every successive failed passwort attempt while in timeout, in seconds.
Maximum timeout s Maximum possible timeout penalty in seconds (further increments will be ignored).

Maximum concurrent sessions I: Maximum amount of user sessions active at the same time.

piscard L b

— Maximum session time : After 20 minutes of inactivity the session is automatically closed.
— Exclude admin users from timeout : This setting applies to all users for whom the "Admin Ruleset" ruleset is stored.

Note: Check if you really want to exclude users from the timeout and adjust the setting if necessary.

— Initial timeout : After three failed password attempts, there is a penalty time of 10 seconds.

— Timeout increment : After four failed password attempts, there is an additional penalty time of 30 seconds.

— Maxiumum timeout : The maximum timeout is 3600 seconds. This means that you can then start another password
attempt every 3600 seconds.
Alternatively, you can ask the admin to delete your user and create a new one. Then you can start entering the
password again.

— Maximum concurrent sessions : With this configuration, you define how many communication channels may exist
simultaneously. Adjust the value to your circumstances if necessary. Keep in mind the principle of least functionality!
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Checking the validity of passwords

Changing the default password

After the admin has created a user account with password, you must change the default password. If you do not
change the default password, you will receive appropriate warnings.

Password expiration
If a password is about to expire or has already expired, appropriate warnings are displayed.
Checking password validity in the WBM

Log in to the WBM.
Open the Cockpit page ( Diagnostics — Cockpit ) in the WBM.

Based on the messages, you can check whether the passwords are still valid and whether a user has already changed
his default password.
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Password complexity rules

The password complexity rules are predefined and depend on the rights of each user. You may need to adjust the rule
set to meet the needs of your application.

Pre-defined rule sets

With firmware 2022.0LTS and 2023.0LTS, the "Admin Ruleset" and the "Default Ruleset" are pre-defined as described
below.

Adapt the rule set to the conditions of your application.

Admin Ruleset

We advise that the user roles Admin, SecurityAdmin, SecurityAuditor, UserManager, CertificateManager and Engineer
have the rule set "Admin Ruleset" by default. The following password rules are set:

— The username must not be included in the password.

— The last five passwords must not be reused.

— The password must contain at least ten characters.

— The password must contain at least one uppercase letter and one lowercase letter.

— The password must contain at least one number.

— The password must contain at least one symbol. The allowed symbols are: $3() [14#,;.:/?2!|_"'~@$%/\=+-x&

Default Ruleset
All other user roles may have the rule set "Default Ruleset" by default:

— The username must not be included in the password.

— The last five passwords must not be reused.

— The password must contain at least eight characters.

— The password must contain at least one uppercase letter and one lowercase letter.
— The password must contain at least one number.
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Creating users

The SecurityAdmin can only configure the system. All other activities must be performed by other users with other
roles. You need at least a Security Auditor to access the security notifications, an Engineer to program in PLCnext
Engineer and an Operator to operate an HMI. Below you will see how to add these users with their specific roles.

Note: It is strongly recommended that you only use the default user password for the first access. Change the
default password immediately after the first access. Observe the password complexity rules .

If you have created a user, you will see a corresponding message in the WBM to change the default password
(from firmware 2024.0LTS).

Deutsch  English Help ¥

O LIRS

AXC F 2152
2404267

+| Diagnostics
+| Configuration

~ | Security

X

Security Profile activated Integrity check successfull Logout in 19:15

Project Name: HW: 02 Fw:
MAC:
Security
User Authentication
General Configuration
System Use Notification Edit Notification
User Management  Session Configuration Password Policy
User Password Policy
SecurityAdmin v& SecurityAdmin Default Ruleset Set Password | Edit User |

Cegificate Authenticgion — ™ s ot e ™ - o . P

E] For more information on the different users, roles and rights, refer to the User Authentication topic in the main
PLCnext Technology - Info Center.

For the following procedures you need access to the Web-based Management on the PLChext Control.

System Use Notification

The system use notification is displayed each time a user wants to log on to the controller. The system use notification
is independent of the language of the user interface in WBM and PLCnext Engineer. You should therefore take all
required languages into account when editing.

To edit the system use notification, proceed as follows:
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@ Click the =ALL)W button.

Deutsch  English Help ¥

© LB

AXCF 2152
2404267

It
L

+  Information

+ Diagnestics

+ Configuration

~ Security

Certificate Authentication

Firewall

&) security Profile activated (2 Integrity check successfull

aer@oId@ecem@memes
Security
User Authentication
General Configuration
System Use Notification [ —
User Management = Session Configuration = Password Policy
User Roles Password Policy
SecurityAdmin SecurityAdmin admin Ruleset Set Passward | Edit User ]| Remove User |
Add User

HW: 02 FW:
MAC:

Logout in 19:56

R VTR ¥ PN R T D NNV PP

< An input window opens.
@ Edit the System Use Notification.

Edit System Use Notification

System Use Notification

Hinweis:

Motice:

Dieses Gerat darf nur von autorisierten Benutzern fir autorisierte
Zwecke verwendet werden. Thre Anmeldeinformationen und alle
Benutzerakbionen auf diesem Gerat kinnen dberwacht,
aufgezeichnet, kopiert und auditiert werden.

Durch die weitere Verwendung dieses Gerats erklaren

Sie sich mit diesen Bedingungen einverstanden.

This device may only be used by authorized users for authorized
purpases. Your credentials and all user actions on this device

can be monitored, recorded, copied and audited. By continuing to
use this device, yvou agree to these terms.

@ Confirm the entry by clicking the (EEVES button.
& The text is then transferred to the controller and stored.
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Adding a Security Auditor

To add a Security Auditor, proceed as follows:

@ Logintothe WBM.

@ Openthe Security — User Authentication page in the WBM.

@ Click the XERVESS button.

Deutsch  English  Help ¥ &) Security Profile activated (&) Integrity check successfull

Logout in 04:22

PHCGENIX Project Name: HW: 02 Fw:
ICONTACT MAC:

AXC F 2152 Security
2404267

User Authentication

I ‘ General Configuration

L

System Use Notification

+ Information
User Management | Session Configuration | Password Policy
+ Diagnostics
User Roles
+ Configuration SecurityAdmin SecurityAdmin

~ Security

Certificate Authentication

Firewall

Edit Notification

Password Policy

et pasewora § ot vser ] emoveuser

g v N WU N S P PV SOumwumm S S Vi

< The dialog Add User opens.

@ Enter ausername and a password following the password complexity rules.

Add User

Username
Password

Confirm Password

m Cancel

| Securityfuditor |

@ Click the (EE] button.

@ Inthe added row SecurityAuditor , click the button.

Deutsch  English Help v (Z) Security Profile activated (&) Integrity check successfull

Logout in 19:47

PHCENIX Project Name: HW: 02 Fw:
ICONTACT mMAC:

AXCF 2152 Security
2404267

User Authentication

General Configuration

System Use Notification

+ | Information
User Management |~ Session Configuration  Password Policy
+ Diagnostics
User Roles
+ Configuration Securityadmin Securityadmin

SecurityAuditor
— Security

Certificate Authentication
Fire

- ﬁ"“" PR
. DU (R S W

Edit Notification

Password Policy

et Rulset

I N R P Y TR
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@ Inthe dialog that opens, select a ruleset ( Password rules ; we advise the "Admin Ruleset") and the appropriate
role (User Roles ) by activating the checkbox at SecurityAuditor.

Edit User Configuration

User Configuration

Username Securityauditor

Password Rules |Ad min Ruleset w |

User Roles Admin

SecuntyAdmin

B0 0O

SecuntyAuditor

CertificateManager
UserManager
Enginesr
Commissioner
Service
DataVliewer
DataChanger
Viewer
EHmiLevell
EHmiLevel2
EHmiLevel3
EHmiLevel4
EHmiLevels
EHmilLevel6
EHmiLevel7
EHmiLeveld
EHmiLevel9
EHmiLevel10
FileReader
FileWriter
EHmiViewer

EHmiChanger

o000 o0o0oooo0ogogo o oDooooogogooo

SoftwarelUpdate

@ Click the EEED button.
S You've added a Security Auditor.
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Adding an Engineer

To add an Engineer, proceed as follows:

@ Logintothe WBM.
@ Openthe Security — User Authentication page in the WBM.
@ Click the @EEIEE button.

Deutsch  English  Help ¥ V&) Security Profile activated (2] Intearity check successfull Logout in 13:43
LA EDOOEDOED ED OO EDEDOED OO pa
AXCF 2152 Security
2404267

User Authentication

]

General Configuration

System Use Notification Edit Notification

+ Information
User Management | Session Configuration | Password Policy
+ Diagnostics
User Roles Password Policy

+ Configuration Securityadmin Securityadmin Admin Ruleset m m m
SecurityAuditor SecurityAuditor Admin Ruleset m m

o

Certificate Authentication

Firewall

i S el N P R W e Y T S el N S ey )

& The dialog Add User opens.
@ Enter ausername and a password following the password complexity rules.

Add User

Username |Engineer |

Password [TTTITITTITIT] |

Confirm Password |uuuu..| I

© Click the (EE] button.
® Inthe added row Engineer , click the (EIIESP button.

P Falih | HeRy V2) Security Profile activated (&) Integrity check successfull
OGN ec@EIE@MMmecEmmemmen
AXC F 2152 Security
2404267

User Authentication

|

General Configuration

System Use Notification Edit Notification

+ Information
User Management | Session Configuration | Password Policy.
+ Diagnostics

User Roles Password Policy
+ Configuration Securityadmin Securityadmin Admin Ruleset [ edit user |

SecurityAuditor SecurityAuditor Admin Ruleset | Edruser | Remove user |
— Security

Engineer Defaut Ruleset Set Password | Edit User || Remove User |
Certificate Authentication

Firewall

5D C;

HW: 02 FW:
MAC:

Logout in 19:43

e B vt pnemd P s ol ot i e (BB PP by A ettt satrtistmcinnd. .o A
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@ Inthe dialog that opens, select a ruleset ( Password rules ; we advise the "Admin Ruleset") and the appropriate
role (User Roles ) by activating the checkbox at Engineer .

Edit User Configuration

User Configuration

Username Engineer

Password Rules |Ad min Ruleset W | l

User Roles Admin
SecuntyAdmin
SecuntyAuditor
CertificateManager

UserManager

8|00 000

Enginesr

Commissioner
Service
DataVliewer
DataChanger
Viewer
EHmiLevell
EHmiLevel2
EHmiLevel3
EHmiLevel4
EHmiLevels
EHmilLevel6
EHmiLevel7
EHmiLeveld
EHmiLevel9
EHmiLevel10
FileReader
FileWriter
EHmiViewer

EHmiChanger

o000 oo0ooo0o0ooooooooooao

SoftwarelUpdate

@ Click the EEYE) button.
< You've added an Engineer.
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Adding an Operator

To add an Engineer, proceed as follows:

@ Logintothe WBM.
@ Openthe Security — User Authentication page in the WBM.
@ Click the @EEIEE button.

Deutsch  English  Help ¥ &) security Profile activated  1&) Integrity check successfull Logout in 19:48
CIIAIEDOOENIED EDOOE EDOENeS =
AXCF 2152 Security
2404267

User Authentication

General Configuration

System Use Notification Edit Notification

Information

+

User Management | Session Configuration | Password Policy

+

Diagnostics

User Roles Password Policy

Configuration SecurityAdmin SecurityAdmin Admin Ruleset m m m
SecurityAuditor SecurityAuditor Admin Ruleset m w
- Security

Certificate Authentication

Firewall

+

SD Card

SV s SPY N Ry P NS NP s S SR

»

< The dialog Add User opens.
@ Enter ausername and a password following the password complexity rules.

Add User

Username |Gperat-::-r |
Passwurd |tt-||u|o-|ott |
Confirm Password |uuu".. I

m Cancel

©® Click the (EE] button.
@ Inthe added row Operator , click the button.

Deutsch  English ~ Help v &) security Profile activated () Integrity check successfull Logout in 19:47
IR EDOOEDIEDENOOIENENOE0e S
AXC F 2152 Security
2404267

User Authentication

=

General Configuration

System Use Notification Edit Notification

+ Information
User Management  Session Configuration  Password Policy

+ Disgnostics

User Roles Password Policy
+ Configuration Securityadmin Securityadmin Admin Ruleset m m
SecurityAuditor SecurityAuditor Admin Ruleset | edituser | Remove user |
— Security
Certificate Authentication operstor Default Ruleset ] [ Remove User |
e S

SD Card

Security Profile

o ™ B b Il st s Al i, [ o B ittt Sl BN T P AN e
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@ Inthe dialog that opens, select the appropriate role by activating the checkbox at EHmiChanger .

Edit User Configuration

User Configuration

Username Operator

Password Rules Default Ruleset v |

User Roles Admin
SecurityAdmin
SecurityAuditor
CertificateManager
UserManager
Enginesr
Commissioner
Service
Datalliewer
DataChanger
Viewer
EHmiLevell
EHmiLevel2
EHmiLevel3
EHmiLevel4
EHmiLevels
EHmiLevel6
EHmiLevel7
EHmiLeveld
EHmiLevel2
EHmiLevel10
FileReader
FileWriter

EHmiViewer

B0 00000 O0DOoODOooOooOoo00DO0o0DoDoooogooo

EHmiChanger

O

SoftwareUpdate

m Cancel

@ Click the button.

S You've added an Operator.
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Changing the password

Note: Users must change their passwords following the password complexity rules when they log in with their
role for the first time.

Adding more users

If necessary, set up additional users. The number and the roles of the respective users depend on your system and the
respective application.

Local user management

You can set up the users locally.

However, a global user management via LDAP is possible. When working with multiple devices (more than 3), Phoenix
Contact suggests a global, network-based user management via active directory server (LDAP).

E] For more information on LDAP, refer to the LDAP connection - file-based configuration topic in the
PLCnext Technology - Info Center.

Information about the Admin

Even if the Security Profile is enabled, the Admin is allowed to make changes via SSH, e.g. the Netload Limiter
configuration or the VPN configuration. For the commissioning phase it is possible to configure the Admin to make
changes to PLCnext Technology configuration files. Afterwards the Admin must be deleted again in the User Manager!

/!\| CAUTION |

Unauthenticated access

More accesses are possible via the Admin. This can disrupt production and reduce security.
@ Do not start any plant with activated Admin!

With the Admin user, you can also use SSH to check the NTP connection. To do this, you must enable SSH in the firewall
basic configurations (for more information, refer to the firewall basic configurations) and set an input rule:

...continuation see next page...
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Basic Configuration:

— Security

+ Administration

Basic Configuration | User Configuration

ICMP Configuration

Incoming ICHP requests accepted O

When deactivated, pings to the Contraller are blocked

Outgoing ICMP requests accepted [

When deactivated, pings from the Controller are blocked

Basic Rules

Sea. | Direction Protocol To Port Comment Action
1 uoP NTP (Network Time Protocol)
2 TCP 41100 Remoting (e.g. PLCnext Engineer
3 TCP 22 I SSH I
2 TCP B0 HTTP Drop hd
5 Tcp aa
6 TcP 484 Drop v
9 upP 34962-34964 | | |Profinet Uni-/Multicast Ports Drop v
Input Rule:
Basic Configuration User Configuration
Input Rules Output Rules
Incoming connections, protocols and ports
Seq. Interface Protocol From IP From Port To IP To Port Comment Action
1
[ s | — | — | || | I=—1
+ Administration
+ X473

Note: Configure the IP addresses in the firewall so that SSH access can only take place from the defined device.

Using the console, you can now check whether the connection has been established by using the ntpg -p command.

Checking password validity in the WBM

Log in to the WBM.
Open the Cockpit page ( Diagnostics — Cockpit ) in the WBM.

Based on the messages, you can check whether the passwords are still valid and whether a user has already changed
his default password.
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Secure disposal

You must safely decommission the controller so that no sensitive, confidential and/or manufacturer-specific data and
software remain on the device. Check the national GDPR (General Data Protection Regulations) to comply with and
make sure that attackers can’t access confidential security information’s from the deinstalled or disposed devices.

For safe decommissioning, proceed as follows:

Before you start disassembling the controller, you must remove all data from the device. To do this, perform a
reset 2.

Disassemble the hardware as described in the manuals of the respective controllers, taking into account the
warnings given there.

The manuals can be found in the download area of the respective product on the Phoenix Contact website ,
(e. g. for the AXC F 2152).

Controller disposal

The controller contains components such as TPM, secure elements, and internal mass storage modules. These
components may contain confidential data for which special care has to be taken in to account when a device is
deinstalled or disposed.

Do not dispose of the device with household waste.

To ensure that no one can recover the data, provide for data-safe disposal in accordance with the applicable
national regulations.

Packaging disposal

Dispose of packaging materials that are no longer needed (cardboard packaging, paper, bubble wrap sheets,
etc.) with household waste in accordance with the currently applicable national regulations.

SD card disposal

Sensitive data is stored on the SD card. This data can even be restored after reformatting the SD card. To ensure that
your data does not fall into unauthorized hands, you should physically destroy the SD card before disposal.

Physically destroy the SD card, e.g., by cutting up the SD card.
Dispose of the irreparably damaged SD card in accordance with the applicable national regulations.

How to reset the controller

For information on how to reset the controller, refer to the respective hardware information (e. g. AXCF2152).
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PLCnext Security amd Safety Guideline
PLCnext Security and Safety Guideline

To achieve security in an automation system with safety-related components, the holistic approach of the security
concept must be adapted. In addition to the measures already listed, there are the following to consider:

— Security and safety context
— Security and safety hardening

— Secure and safe operation
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Security and safety context

Generic context 1

Controllers used in this context:

— Machine: SPLC1000, AXCFXTETH1TX, AXCFXTEXP, AXCF2152
— Production line 1: SPLC1000, AXCF 3152
— Production line 2: RFC4072S with integrated iSPNS 3000

...continuation see next page...
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Remote Access VPN

= ' &1 |
Arj,,?\-) : i ﬁ
s VPN Gateway
Network Security
Enterprise / Office Zone
LgL\ .’ L‘
= = .
5 m\ 'l. Q; &.' " Company network
g); P
Service Management DMZ can be VM

Untrusted Data Repository
network Server

(®

Active Certificate  Logging Backup
Directory Manager Service and Restore
Service Service IDS Service  Service
System Integrity
Manufactoring Zone Engineering Station Device and Update Time Server
Management & Control Management

5= W
g i

SCADA/MES
Machine Production Production
line 1 line 2
HMI Buscoupler HMI Buscoupler HMI Buscoupler
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Generic context 2

Controllers used in this context:

— Machine: SPLC1000, AXCFXTETH1TX, AXCF2152
— Production line 1: RFC4072S with integrated iSPNS3000
— Production line 2: BPC9102S with integrated iISPNS 3000

...continuation see next page...
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Remote Access VPN

e VPN Gateway

Enterprise / Office Zone

Untrusted Data Repository
network Server
] .,
——

Network Security

L1 A
o) NG
? TS ‘?-:.‘..,,
A co) IS
TN f:v\&“ .

=\ \. b o

RN ]

Company network

Service Management DMZ can be VM

— A =1 =1 I=—
— 3 B — 2 R— A B—

Active Certificate  Logging Backup
Directory Manager Service and Restore
Service Service IDS Service  Service

Manufactoring Zone
Management & Control

Bem BT

Engineering Station Device and Update Time Server
Management

F System Integrity

SCADA/MES
Machine Production Production
line 1 line 2
=
b
. @
B
PLC PLC
HMI Buscoupler HMI Buscoupler HMI Buscoupler
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Security and safety hardening

To use PLCnext Technology as an IEC 62443-4-1/4-2 certified component, the activation of the Security Profile is
mandatory. In addition, the automation system design must fit the security context and the generic use cases
described in this PLCnext Technology - Security Info Center.

With activated Security Profile PLCnext Technology supports the following functions as shown in the topic PLCnext
Technology security hardening .

Additional security measures for functional safety:

— Additional user roles (SafetyEngineer and SafetyFirmwareUpdater)
— Protected file system area by special access rights
— PROFINET / PROFIsafe®
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Measures for functional safety:

— Left-alignable safety-oriented control SPLC 1000

— Dual password protection:
— Safety PLC Password to access the safety controller
— Project password to enable safety-related editing of the project

— Safety logs are accessable via PLChext Engineer, see the online help of PLCnext Engineer.

- In PLCnext Engineer, the safety-related and the standard application are separated, see the online help of
PLCnext Engineer.

— Combined or distinguished download of standard project and safety-related project

For further information, refer to the topic Configuring PLCnext Engineer (combined safety).
Security and safety architecture

To fulfill the IEC 62443-4-1 requirements a threat analysis of the PLChext Runtime System and

PLCnext Technology hardware is an important task. The PLCnext Technology threat analysis is based on the

STRIDE model which consists of the identification of these security threats in these categories: spoofing, tampering,
repudiation, Information disclosure, denial of service, elevation of privilege.

As a prerequisite the security context defined in this PLCnext Technology - Security Info Center and the implemented
Security Level 2 (SL2) feature set are used.

One key element of the threat analysis is to review the integrity and authenticity of the data in rest and data in
transmission. Another key element is the authorization of human users and software components to access the data. In
addition, the firewall protects the access to the communication interfaces, or supports denial of service protection.

PLCnext Technology provides TLS 1.2 or TLS 1.3 based communication on necessary communication interfaces (e.g.
HTTPS, OPCUA®, PLCnext Engineer).

For other communication channels like LDAP or Syslog-ng, TLS can be activated according the users’ needs.

The authorization is handled by an RBAC user management for human users, and/or certificate management for
software components.

Network Security

System Integrity

Functional safety with PROFINET / PROFIsafe® communication

PLCnext Technology - Security Info Center | Revision017 | 2025-02-10 | Page 194 of 306


https://engineer.plcnext.help/2023.0_LTS_en/SafetyRelatedInformation.htm
https://engineer.plcnext.help/2023.0_LTS_en/SafetyRelatedInformation.htm

Security and safety hardening | PLCnext Security amd Safety Guideline

PLCnext can be enhanced by a powerful two-channel safety-related controller for PROFIsafe®. Either as left assignable
modular hardware module or an additional functional safety hardware module designed in the housing of the controller
by default.

Secure and safe communication is handled via PROFINET and PROFIsafe® technology. The PROFIsafe® functional
safety protocol is transmitted via the PLCnext Control device using the PROFINET network by the black channel
principle.

Before setting up a PROFINET network a risk analysis must be done and an sufficient security context must be
designed. Please refer to your PLCnext Control description (e. g. AXCF 2152 ) and the controller manual to setup a
secured and segmented PROFINET network.

The functional safety controller (SPLC) is protected by a defense-in-depth layer approach. The IEC 62443-4-2 certified
PLCnext Control protects the SPLC against security attacks (see Certified secure development lifecycle ). An SPLCProxy
layer is providing security extensions, dedicated safety roles and file system access rights to protect the SPLC. The
SPLC has no direct connection to the network nor is storing data in rest on an own mass storage. It's executing the
functional safety logic downloaded by the PLChext Engineer as well as using PROFIsafe® to manage the safety I/0s.
SPLC is certified by IEC 61508 SIL3 (see Functional Safety Certificate) The security measures enhance the black
channel security but don’t interfere the functional safety.

PLCnext
Engineer
PLCnext
PLC
application
SPLCProxy
SPLC
SI_’LC:
application
\J

PROFINET
PROFlsafe

Security and safety measures

Data in rest

PLCnext Technology’s data is stored on an internal (non-removable) SD card. The detailed description of the data and
directory structure can be found in the main PLCnext Technology - Info Center at the Directories of the firmware

components.

The SPLC only uses data of the SD card of the standard PLC, which is protected via the SPLCProxy, for data storage.

The controller can be expanded via an external SD card. An external SD card enables an easy device replacement with
licenses transferred via that storage medium. You also get additional space for your automation project data.

From firmware 2022.0 LTS, a set of special SD cards are available supporting the distribution of licenses:
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— SD FLASH 8GB PLCNEXT MEMORY LIC (item no. 1151112)
— SD FLASH 32GB PLCNEXT MEMORY LIC (item no. 1151111)
— SD FLASH PLCNEXT MEMORY LIC CFG (item no. 1308064)

From firmware 2024.0LTS, these special SD cards provide data protection, and therefore can be used together with the
Security Profile.

Some controllers require an SD card for operation. Check in the topic of the respective controller whether your
controller requires an SD card.

Phoenix Contact recommends to secure the slot for SD card on the PLCnext Control with a lead seal against
manipulation. For further information about protecting the SD card, refer to the topics Protection against physical
access and Secure disposal and the topic of the respective controller (e.g. AXCF2152).

Data in transmission

To support secure communication e.g. via TLS, different options of cryptographic keys can be configured. For further
information, refer to the topic PLCnext Technology security hardening .

User Management

PLCnext Technology’s User Management provides authentication and authorization on each communication
interface. Only authorized users can access (read/write) data via a communication interface.

In the context of functional safety, PLCnext offers additional user roles. See the topic Creating users (combined
safety} for more information.

Software information integrity and authenticity

Software information security is provided by different mechanisms. For further information, refer to the topic PLCnext
Technology security hardening .

For information about the dedicated measures for functional safety, refer to the hardware documentation of your safety

controller (Product range).

Mobile and malicious code protection

Authentication and authorization are provided by the User Management: Only authorized users get access (read/write)
to the SPLC's data.

PLCnext Engineer enforces the user to enter his credentials before accessing the controller. Only authorized users can
download an application to the SPLC device. See the topic Creating users (combined safety) for more information.

Safety projects are checked via CRC before download, see the topic Security logging (combined safety).

Standard projects are checked via hashes, see the topic Checking project data integrity.

See also the topic Configuring PLCnext Engineer (combined safety) for measures of functional safety.
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Access protection

Protection against physical access

@ Install the PLCnext Control in a lockable housing or a lockable control cabinet.
@ Consider the information from the topic Protection against physical access.

Protection against unauthorized data access

To protect against unauthorized data access, a log in is required e. g. via PLChext Engineer.

Every user has specific user roles managed via the user management. To have access to the data, the user must have
access rights to standard and functional safety data. Therefor, the user "Engineer" can be configured to have two user
roles (Engineer for standard data and SafetyEngineer for functional safety data), see the topic Creating users (combined
safety).

In PLCnextEngineer, every user has to log in to have access to the PLCnext Control:

Device senial number: a

Enter user name and password to authenticate with Controller 'AXC F 2152

Engineer

[eaeeed o B

[] Remember credentials

Hinweis:

Diezes Gerat darf nur von autorizierien Benuizem fur autorisierte
Zwecke verwendet werden. lhre Anmeldeinformationen und alle
Benutzeraktionen auf diesem Gerat konnen dberwacht,
aufgezeichnet, kopiert und auditiert werden.

Durch die weitere Verwendung dieses Gerats erklaren

Sie sich mit diesen Bedingungen einverstanden.

Motice:

This device may only be used by authorized users for authorized
purposes. Your credentials and all user actions on this device
can be monitored, recorded, copied and audited. By confinuing to
use this device, you agree to these terms.

As an additional measure for functional safety, dual password protection is offered.
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The safety PLC is protected by a controller password. Writing data to the safety PLC, switching its operation mode or
executing debug commands is only possible after entering the controller password in PLChext Engineer.

im SAFETY PLC AUTHENTICATION

Enter the password and click "OK' to log on and get full access o the Safety PLC.
Click "Cancel' to remain logged off. Mo write access to the Safety PLC and no debug mode
iz possible.

] ome

The safety-related project data are protected by a project password. Safety-related parts of the project can only be
edited while being logged in.

i PROJECT AUTHENTICATION

Enter the password and click "OK, to log on to the Safety-related Area and get write access

to safety-related project parts.
Click "Cancel' to remain logged off. Safety-related data iz displayed in read-only mode.

] ome

For further information about dual password protection, refer to the online help of PLCnext Engineer.

Safety logs in PLChext Engineer

Any editing operations and messages in PLCnext Engineer that relate to safety-related project parts are written to the
persistent safety message log, or safety log in short.

MESSAGES A X
= Error List [ Project Log Online Log Safety Log Y | Search
| | ‘ Time Stamp | Code ‘ Description |

9 02.08.2022 17:25:50

w 08.12.2022 17:42:04 SCSA1004 Password input is wrong

9 08.12.2022 17:42:09 SCSAT004 Password input is wrong

0 12.12.2022 16:11:50 SINV1000 Sealing with the hash (SHA256) algorithm was successful.

w 13.12 2022 09:39-04 SCSA1004 Password input is wrong

= icl=R=Nol =~ Al =a e
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The safety PLC log messages editor page lists the entries which have been read from the log book of the safety PLC. In
the log book, the safety PLC records device-related events such as state changes and errors.

£ axc-£-3152-21/ Safety PLC %

B Safely Cockpit [y Sefiings Tasks and Events Datalist  Hli Stafistics. v O

(D ‘o = k)

Overview 1d ‘ Serial Number Safety PLC Date | Code ‘ Message ‘ Additional Information

Extended Information
330 000000001363923622  13.12202210:4048.396  0x0000 USER: 0x0000 0x00000000
SaEERC IS 329 000000001363923622 | 13.12202210:40:48396  0x0000  HOST: 00000 000000000
Satety PLC 109 messages 325 000000001383923622 13122022 104043395  0x0000  LOGIN E4433F78 ET4SCO9F 0x0000 000000000
327 000000001363923622 13122022 10.40:45641  0x0000 USER 0x0000 0x00000000
C Function Libraries 326 000000001363923622 | 13.122022 10:40:45.641 040000  HOST. 0x0000 0x00000000
325 000000001363923622 13122022 10:40:45641 | 0x0000  LOGIN BA4GSF78 ETASC9F 0x0000 0x00000000
324 000000001363923622 13122022 104045561 | 0x1240  Safely PLC eventl The Safety PLC stale has changed! Last state 0x0000. Curent state 0x00000066.  0x0000 000000068
323 000000001363923622 13122022 104045536 | 0x0000  Build Date: Jul 28 2022 0x0000 0x00000000
322 000000001363923622 13122022 10:40:45.536  0x0000  FW Revision: 02.99.0099 0x0000 0x00000000
321 000000001363923622 13122022 10:40:45511 | 0x0000  Start wilh intemal Project (CRC): OxafdadaT2 0x0000 0x00000000
320 000000001363923622 13122022 104045511 | 0x0000  transfer project from sd card into intemal lash successful 0x0000 0x00000000
319 000000001383923622 13122022 10:40:45.511  0x0000  startiransfer project from sd card into intemal fiash 0x0000 0x00000000
316 000000001363923622 13122022 10:40:45.511 | 0x0000  detect dificrence in project on SD Gard and infernal flash 0x0000 0x00000000
317 000000001363923622 13122022 10.40:45506  0x0000  Autostart flag: 1 0x0000 0x00000000
316 000000001363923622 13122022 1040:45506 00000  Project compiled by 0x0000 0x00000000
315 000000001383923622 13122022 10:40:45.506  0x0000  Loaded project: splc1000_3152_2023_0 0x0000 0x00000000
314 000000001383923622 13122022 10:40:45.506  0x0000  000000001363823622 0x0000 0x00000000
313 000000001363923622 13122022 104033023  0x0000  Wew project was downloaded. SPLC Reset 0x0000 0x00000000
312 000000001363923622 | 13122022 10.40:38023 | 0x1170  Safely PLC event The rese! command was requested! 0x0000 0x00000000
311 000000001363923622  13.12202210.40:31.182 | 0x1240  Safely PLC eventl The Safely PLC stale has changed! Last state 0x00CC. Current state 0x000000AA.  0x00CC 000000054
310 000000001363923622 | 13.12202210:40:31.107 | 0x1240  Safcly PLG event The Safety PLC stale has changed! Last state 0x0066. Curent state 0x000000GG.  0x0065 0x000000CC -

Security logging PLCnext

The SecurityAuditor has access to the notifications on the Notifications page ( Diagnostics — Notifications ) in the WBM.
He can view all activities of the logged-in users and their user roles.

Deutsch  English  Help ¥ 12) security Profile activated 12 Integrity check successfull Logout in 19:17
PHCENIX Project Name: HW: 01 FW:
ICONTACT MAC:

Diagnostics

Notifications

Filter
Archive Name [Secunty ] Maximum number of notifications [1024 |
Severity [>=Intermal ] Time from [ ] - [ )
Sender [ | Time to [ | - [ ]

(oot rver [ croortcov

— | Diagnostics
Notifications

A

Severity 4 Time ¥  Sender 4  Name 4 Notification
Notifications ® 13.12.2022 10:58:46.460 User Manager Security.Arp.System.Um.SessionCreated Session created. User: SecurityAdmin, User roles: Security .
@ 13.12.2022 10:58:35.778 User Manager Security.Arp.System.Um.SessionClosed Session with security Token C4EASD73 was closed , curren.
® 13.12.2022 10:57:20.071 User Manager Security.Arp.System.Um.SessionCreated Session created. User: Engineer, User roles: SafetyEnginee
. 13.12.2022 10:57:03.653 User Manager Security.Arp.System.Um.SessionFailed Session failed: wrong username or passwerd. Object name.
e ) o
@ 13.12.2022 09:49:35.062 Device Interface Security.Arp.Device.Interf: Eth tLinkStateCh: Link state changed: interface 3, port 1, status Up
ged
@ 13.12.2022 09:49:37.454 Device Interface Security.Arp.Device.Interface.EthernetLinkStateChan Link state changed: interface 3, port 1, status Down
ged
@ 13.12.2022 09:48:51.827 Device Interface Security.Arp.Device. Interface. EthernetlinkStateChan | Link state changed: interface 3, port 1, status Up
ged
@ 13.12.2022 09:48:50.219 Device Interface Security.Arp.Device.Interface.EthernetLinkStateChan Link state changed: interface 3, port 1, status Dewn
ged
(] 13.12.2022 09:23:38.806 PLC Manager Security.Arp.Ple.Domain.PlcStarted PLC started. Start Kind: Warm, Used Memory: 35 %, CPUs. -

Session created. User: Engineer, User roles: SafetyEngineer Engineer , Secunity Token: 6FE2CSES, Object name: RSC, currently opened Sessions 2

connection: @ online | Status: Ok
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Combined or separated download of standard project and safety-related project

In PLCnext Engineer, you can download the standard project and the safety-related project combined or separated.

H F oot I ngiress - Oy Pobisc Doty # Coond | ngineer'Procinisphc 1000_HA3 HTS 0 botegp

Fie =] L Proge] Esfrin Wreon g

S E ¥ X " A

w [ Progst
5‘*--:'!"5??1 acFye W
Y Comned J Dnconrsc)

f e ! L Egell

S5 ‘aile snd S Projec]
B . eds e Tl Paogsc] (el Soaac
S e wed Sl Progsl Cruaespes Shifl =%
B Pen ) S Prose) Chisgrd [nil Siaeced
HE e et St Project (el Safiety)

3
I‘;u_ el wred Sl Progecd il Tty wilh Tourcen

X Cemis

In order to perform a combined download, you have to configure the write and start commands first (see the topic
Configuring PLCnext Engineer (combined safety)).
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Secure and safe operation

Secure and safe operation

The secure and safe operation of PLCnext Control in your specific safety-related application context requires a defined
procedure. You will find the safety-specific steps in the following sections:

— Checking the device (combined safety)

— Checking the integrity state (combined safety)
— Creating users (combined safety)

— Configuring PLCnext Engineer (combined safety)
— Security logging (combined safety)
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Checking the device (combined safety)

@ Logintothe WBM.
@ Openthe GeneralData page ( Information — General Data ).
@ Check whether you are working on the correct device:

= PLCnextControl RFC 4072S, Order No. 1051328

= Serial No. as printed on the device

= Firmware Version min. 2022 LTS

= Hardware Version min. 02

Deutsch  English Help ¥ T3) security Profile activated 5] Integrity check successfull Logout in 19:18
CENIX Project Nama: HW: 02 FW:
INTACT MAC:
REC 40725 Information
1051328

General Data

General Data

Vendor Phosnix Contact GmbH & Co. KG
Address Flachsmarkestr. 8, 32825 Blombarg, Germany
Internst hitp:/fwviw.phosnixcontact.com
— Information
Type RFC 40725
General Data Order No. 1051328
Serial No.
| Diagnestics Firmmware Versian
R — Hardvrare Version 02
FPGA Varsion 017
Profinet
Cackpit
General Data (SPLC)
Integrated UPS Serial No. 2035263230
Firmmware Version 2.0.10

- Configuration
Hardware Version

Fan Control FPGA Varsion 2.26.1

B " o P S _ e SN S S S SR
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Checking the integrity state (combined safety)

If the Security Profile is activated, an integrity state check is performed after each boot and log-in to the WBM.

The integrity state is displayed in the WBM in the page header line right to the Security Profile state field.

Note: Every event is logged. On the Notifications page in the WBM, you can see whether the file integrity check
was successful.

Notifications

Severity 4  Time ¥  Sender 4  Name # _Notification

15.11.2021 09:52:59.398 | System Integrity Manager Security.Arp.System.Sim.FileIntegrityCheckSucc | Fileintegrity check succeeded.

eeded |

E] For more information on security logging, refer to the topic Security logging.

Security Profile is activated and the integrity state check is successful:

Deutsch  English Help ¥

PHCENIX Project Name: HW: 02 FW:
ICONTACT MAC:

Logout in 19:55

RFC 4072S PLEASE check reqularly:
1051328 ﬂ Todited - Product download area for FIRMWARE UPDATES
IO Eleay; - PSIRT webpage for known SECURITY vulnerabilities

For more information see menu item “Help” (PLCnext Engineer and WBM).

.omfr“‘_r-‘}d.,r"&*‘-s.)'#v;mrnr‘—,____,r P R g |

Security Profile is activated but the integrity state check failed:

Deutsch  English Help v '_-U Security Profile activated mntqrily check failed ] Logout in 13:44
PHCENIX Project Name: HW: 02 FW:
ICONTACT BAC

RFC 40728 Attention! Security considerations required:
1051328 Tip of the d - Check the security configuration of the controller.
%8 Tip of the day - Perform a security risk analysis and configure the controller accordingly.

Information on security-relevant aspects can be found in the PLCrext Security Info Center (see “Help™ menu).

B N

Security Profile is deactivated, the integrity state field is hidden:

Deutsch  English Help ¥ I !Se(nrilv Profile i I Logout in 19:56
PHCENIX Project Name: HW: 02 FW:
CONTACT MAC:

RFC 40728 PLEASE check regularly:
1051328 ﬂ Ti f the d - Product download area for FIRMWARE UPDATES
19 @ U= Yy - PSIRT webpage for known SECURITY vulnerabilties

For more information see menu item “Help” (PLCnext Engineer and WBHM).

JfJ"“‘«_’—J\._)"‘-—-—»—JJ’—AJ_.‘,”‘"\_}W)\/—‘-'J&%_—"‘
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Creating users (combined safety)

For more information on the user management, refer to the general topic Creating users .

Additional safety user roles
SafetyEngineer

There is a special user role for downloading safety programs: the SafetyEngineer.

Note: You must always assign the SafetyEngineer user role additionally to the Engineer user role, or to another user
role that fits your application.; e.g.:

— Commissioner user role combined with SafetyEngineer can only download a non-safety project and can work with
the safety project.

— Service user role combined with SafetyEngineer cannot download a non-safety project but can work with the safety
project.

As of firmware 2023.0 LTS, safety permissions for the Engineer role are always enabled.

If safety programs are used and have to be downloaded, set up this user role.

Edit User Configuration

User Configuration

Username Engineer

Password Rules Default Ruleset hal |

Uzer Roles Admin
SecurityAdmin
SecurityAuditor

SafetyFirmwareUpdater

Q|0 000

SafetyEnginesr

CertificateManager

UserManager

800

Engineer
Commissioner
Service

Data\Viewer

O o0
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SafetyFirmwareUpdater

Phoenix Contact will provide you with instructions for updating the safety controller on request. You should configure
the SafetyFirmwareUpdater user role in advance.

Deutsch  English ~ Help ¥ &) security Profile activated 12 Integrity check successfull Logout in 19:01
PHCENIX Project Mame: HW: 01 Fu:
ICONTACT MAC:

Security

User Authentication

General Configuration

User Management | Session Configuration  Password Policy

User Roles Password Policy
SecurityAdmin SecurityAdmin Admin Ruleset m
Engineer SafetyEngineer Default Ruleset
Engineer
| SafetyFirmwareUpdater SafetyFirmwareUpdater Admin Ruleset ==
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Configuring PLCnext Engineer (combined safety)
Write and Start Commands

To include the safety-related project when downloading (writing and starting) a project, you must activate the
respective checkboxes in the options menu. To do this, proceed as follows:

In PLCnext Engineer, open the options menu: Extras — Options...

Open to Online drop-down menu.

Click on Write and Start Commands .

Activate the checkboxes Write and Start incl. Safety and Write and Start incl. Safety with Sources :

Options

Modify application options
Select category and edit options

w Tool »  Write and Start Commands

Auto Save

Directories [w] write and Start

Recycle Bin ] write and Start with Sources

Version Information
w Text Editor [w] Write and Start Changes

General

Tabs [v] write and Start Changes with Sources
~ Printini

g Wite and Start incl. Safety

Company Information

Settings [#] write ana Start incl. Safety with Sources
w Online

Online Values

Default command: Write and Start incl. Safety with Sources
Communication Seftings

Write and Start Settings
Write and Start Commands
w Compiler
IEC Compiler Settings
Wamings Settings
w ENFENC
EN/END Settings
w Cross references

Settings
~w HMI Editor
[ - b
< >

OK Cancel

Click the button.

E For more information on configuring PLCnext Engineer, refer to the general topic Configuring PLCnext Engineer .

IEI For more information on PLChext Engineer, refer to the online help of PLCnext Engineer.

These topics in the online helpmay be of particular interest to you now:
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— Safety-Related Application/Area

— Safety PLC Commissioning: From Compiling to Debugging

— Safety PLC Runtime Configuration
— Safety PLC Password Protection

Data integrity

In PLCnext Engineer from version 2023.0, you can enable the project integrity check (hash protection of projects and
libraries locally stored on your computer). With activated Enabled checkbox (hash protection is activated),

PLCnext Engineer calculates hash codes (numeric value of fixed length that uniquely identifies data) about the project.
The project's hash codes are checked for mismatching or missing hashes when opening the project. Depending on the
protection level selected here, you will be informed with a warning/error message and the appropriate action will be
performed.

With deactivated hash protection (Enabled checkbox deactivated; default setting), PLCnext Engineer does not use hash
codes for comparison of project contents. No hash codes are calculated and checked. You will not be informed whether
a project has or does not have hash codes.

Phoenix Contact recommends to enable the hash protection (data integrity check). Proceed as follows:

In PLCnext Engineer, open the options menu: Extras — Options...
Open the Administration drop-down menu.

Click on Data integrity .

Activate the checkbox Enabled :

Modify application options
Select category and edit options

Online Values »  Data Integrity

Communication Settings
[w] Enabled
Write and Start Settings

Protection Level

Write and Start Commands:

w Compiler (O Warning (Load All)
IEC Compiler Seftings Integrity breach (one or more hashes are incomect, missing or dangling): The project will be loaded nevertheless, and the user
X Is informed. With the next save of the project the hashes will be recalculated, added or removed
Wamings Settings

w ENENO @ Waming (Load Repaired Only)
Integrity breach (one or more hashes are incomect, missi ar danglin The project is repaired on user request, only. An
ENJENO Settings egrity ( ] ng gling) proy p q .

unrepaired project will not be loaded
~ Cross references
Settings (O Error (Load None)
Integrity breach (one or more hashes are incomect, missing or dangling): The project will not be loaded and the user is
w HMI Editor informed.
Page Settings
Symbol Settings
~ GSDML Import
GSDML Import Settings
w Administration
Trust stores
Password Manager
Application Control Interface
Data Integrity
w Physical Topology
General
w Compare

< > Note: Changes lo these settings do not take effect until the application is restarted

OK Cancel

Click the button.

Restart PLChext Engineer.
Protection level

Which protection level you should set depends on which project you want to open. In any case you must restart
PLCnext Engineer for the changes to take effect.
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New project

If you want to create a new project, set the protection level Error (Load None) :

Data Integrity

[w] Enabled
Protection Level
) Waming (Load All)

Integrity breach (one or more hashes are incomect, missing or dangiing): The project will be loaded nevertheless, and the user
Is Informed. With the next save of the project the hashes will be recaiculated, added or removed

(O Waming (Load Repaired Only)
Integrity breach (one or more hashes are incomect, missing or dangling): The project is repaired on user request, only. An
unrepaired project will not be loaded

® Error (Load None)
Integrity breach (one or more hashes are incormect, missing or dangling): The project will not be loaded and the user IS
Informed

In this case, the project is not loaded if an integrity breach is detected and you are informed by a notification in
PLCnext Engineer.

Notifications with protection level Error (Load None) :

This is a notification that you will see if your project has no integrity data:

Integrity: project 'Safety’ area of "HMISamples 2020 LTS" does not have integrity dafa. |

And this is a notification that you will see if your project has an integrity breach:

Integrity: project * PROJECT4' has at least one integrity breach. (MSG_PRJ0034)

The notifications are also displayed in the messages window on the Project log tab (example below).

MESSAGES
i, Error List @ Project Log Online Log @ Safety Log T d
| | Time Stamp | Domain | Code | Description
H 14122022 11:220:11 Default MSG_PRJ002S Integrity: project * PROJECT# has at least one integrity breach.
H 14122022 11:21:29 Default MSG_PRJ00Z5 Inteqgrity: project * PROJECT# has at least one integrity breach.
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Existing project (PLCnext Engineer version up to 2023.0)

If you want to open an existing project created with a PLCnext Engineer version up to 2023.0, set the protection level
Warning (Load All) .

Data Integrity

wv| Enabled

Protection Level

0] Warning (Load All)
Integrity breach (one or more hashes are incomect, missing or dangiing): The project will be loaded nevertheless, and the user
Is Informed. With the next save of the project the hashes will be recalculated, added or removed

() Waming (Load Repaired Cnly)
Integrity breach (one or more hashes are incomect, missing or dangling): The project is repaired on user request, only. An
unrepaired project will not be loaded

-

() Error (Load None)
Integrity breach (one or more hashes are incomect, missing or dangiing): The project will not be loaded and the user is
Informed

Single level libraries are automatically converted, multi-level libraries you have to open and save as a project (this will
repair them).

Notifications with protection level Warning (Load All) :

This is a notification that you will see if your project has no integrity data:

infegrity: project "Safety’ area of "Projeki192_150_FW2022_§' does not have ntegniy data. (MSG_PRJ00ZT)

These are a notifications that you will see if libraries in your project have no integrity data:

Infegnty: library 'PLCnexiBase1_3_0' does not have infegrity data. 53 _PRJ00ZT)

Infegnty: library "PLCnexiBaseServices' does not have integrity data. (M

The notifications are also displayed in the messages window on the Project log tab (example below):

i= Emor List [& Project Log @ Online Log  [&] Safety Log T ad
| | Time Stamp | Domain | Code ‘ Description
H 14122022 11:43:11 Default MSG_PRJ0026 Integrity: library 'PLCnextBase_1_3_0' does not have integrity data.
' 14.12.2022 11:43:11 Default MSG_PR.J0026 Integrity: library 'PLCnextBaseServices' does not have integrity data.
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Corrupt libraries are also marked in the Components area:

v &; Libraries (4)

“ g Libraries (4)
H PLCnext Controller
& PLCnextBase_1_3 0
E PLCnextBaseServices
H rFC
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Security logging (combined safety)

To control specific notifications when starting the safety controller, set the filter function "Sender" to "SPLC". Then you
will see the corresponding notifications, example see screenshot below.

Deutsch  English  Help ¥

P. RETME EHeo@o@amec@amemmen

RFC 40725
1051328

— | Information

General Data

—  Diagnostics

Notificatians

it P pimtns ) e TSI T | gt

V&) Security Profile activated &) Integrity check successfull

Project Name:
Notifications
Filter
Archive Name [=All archives> ~] Maximum number of notifications
Severity [== Internal ] Time from
r
I Sender [spLc | | Time to
Notifications
Severity %+ Time ¥ Sender % Name o
[i] 07.10.2022 11:03:18.401 sPLC Arp.Services.SpnsProxy.Splc.StateChangad
[} 07.10.2022 11:03:18.395 SPLC Arp.Services.SpnsProxy.Splc.StateChanged
[i] 07.10.2022 11:03:18.355 sPLC Arp.Services.SpnsProxy.Splc.StateChangad
[} 07.10.2022 11:03:18.295 SPLC Arp.Services.SpnsProxy.Splc.StateChanged
[i] 07.10.2022 11:03:04.080 SpLC Arp.Services SpnsProsy.Sple.StateChangad

Logout in 17:41

HW: 02 FW:
MAC:

[2024 |

Apply Filter || Export csV

Notification

splc state changed: 0x11f == 0x13f -

splc state changed: 0x117 ==> Ox11f

splc state changad: 0x101 ==> Ox117

splc state changed: Ox1 ==> 0x101

splc state changed: 0x4001 ==> Ox1

Agpietet St roghsideischanoed S5l stal et e e o —

After starting the safety controller, check the consistency of the safe project and the standard project. Observe the
corresponding notification for this, see the following screenshot.

Deutsch  English Help ¥
© e
INTACT
RFC 40725
1051328

— | Information

General Data

— | Diagnostics

Notifications

SRS

@s«aun-ity Profile activated @lmrgrilr(hzcl successfull

Logout in 17

HW: 02 FW:
MAC:

[1024 |

Notification

splc state changed: Ox11f ==> 0x13f -
spl state changad: 0x117 ==> Ox11f

splc state changed: 0x101 ==> 0x117
sphe state changed: Ox1 ==3> 0x101
splc state changed: 0x4001 == Ox1

splc state changed: 0xD ==> 0x4001

Standard/Safety projects consistent (0x681B6E36 ...

oI IEoceMEmeoEmey
Diagnostics
Notifications
Filter
Archive Name [=Allarchives= ~] Maximum number of notifications
Severity [5=Ttntemal ~] Time from
Sender [seLc ] Time to
Notifications
Severity 4 Time ¥  Sender 4  Name &
o 07.10.2022 11:03:18.401 SPLC Arp.Services.SpnsProxy.Splc.StateChanged
O 07.10.2022 11:03:18.395  SPLC Arp.Services.SpnsProxy.Spic.StateChanged
o 07.10.2022 11:03:18.355  SPLC Arp.Services.SpnsProxy.Spic.StateChanged
@ 07.10.2022 11:03:18.295 SPLC Arp.Services.SpnsProxy.Splc.StateChanged
(i) 07.10.2022 11:03:04.080 sPLC Arp.Services.SpnsProxy.Splc.StateChangad
[i] 07.10.2022 11:02:38.229 SPLC Arp.Services.SpnsProxy.Splc.StateChanged
5 07.10.2022 11:02:37.726 | SPLC Arp.Services.SpnsProxy.General. Notification. Inf
°
o 07.10.2022 11:02:27.725 SPLC Arp.Services.SpnsProxy.General.Notification.Info
9 07.10.2022 11:02:27.725 SPLC Arp.Services.SpnsProxy.General.Notification.Info
i} 07.10.2022 11:00:57.277  SPLC Arp.Services.SpnsProxy.Spic.StateChanged
Py 07.10.2022 11:00:57.271 sPLC Arp,Services,SonsProxv.Solc.StateChanaed
Notification

Safety project loaded CRC: 0xEB1BEE26
Standard project loaded CRC: 0x68186E36
splc state changed: Ol if ==> ui3f

solc state chanoed: 0x117 ==3 Oxi1f

Standard/Safety projects consistent (0x681BSE26 == 0x6B1B6E3E)

P

SR PR T e v e J'wf’ N o _wweer e A)rl.)J

The meaning of the individual error codes can be found in the respective manual (refer to the topic Product range).

41

r
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PLCnext Control

In the following you find the IEC 62443 certificates and the functional safety certificates as well as the IEC 62443-4-2
compliance list.

The following devices are certified according to IEC 62443-4-1 and IEC 62443-4-2 Full ML3 Process Profile and
therefore subject of this information platform:

- AXCF 1152
- AXCF 2152
— AXCF 3152
— AXC F XT SPLC 1000 (SPLC 1000)
- REC 4072S
- BPC 9102S

Note: The AXCFXTSPLC3000 (SPLC3000, item no. 1160157) is developed in compliance with the IEC
62443-4-1 process and meets the requirements of IEC 62443-4-2, as detailed in the security and safety

hardening guidelines.

Officially, the SPLC3000 will be included in the forthcoming IACS Components PLChext Control certificate for
firmware 2025.0 LTS.

You can find the Functional Safety Certificate here: Functional Safety certificates

In addition, you find the following information:

— Protection against physical access

— Port list

— PLCnext roles and rights list

— OPCUA security compliance list

PLCnext Technology - Security Info Center | Revision017 | 2025-02-10 | Page 212 of 306


https://www.phoenixcontact.com/en-pc/products/plc-extension-module-axc-f-xt-splc-3000-1160157

Certificates | PLCnext Control

Certificates

Certificates

In the following you find the IEC 62443 certificates and the functional safety certificates as well as the IEC 62443-4-2
compliance list.
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Certified secure development lifecycle

In December 2024, Phoenix Contact passed the certification process for a secure development lifecycle according to
IEC 62443-4-1 and IEC 62443-4-2 for devices of the PLCnhext Control series.

The development process audit according to IEC 62443-4-1 ML3 has been proceeded in December 2024.

...certificates see next two pages...
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CERTIFICATE

No. lITS2 029429 0027 Rev. 03

Holder of Certificate: PHOEMNIX CONTACT GmbH & Co. KG
Flachsmarktstr. 8

32825 Blomberg
GERMANY

Certification Mark:

L Cornar v

Product Type: IACS components

Model(s): PLCnext Control (Configuration: Security
Profile active) AXC F 1152, AXC F 2152, AXC
F 3152, AXC F XT SPLC 1000, RFC 4072S,
NFC 482S, BPC 91028

Tested IEC 62443-4-1 2!31 B

according to: E:Pﬁizg;os;i‘b?i?lec §2443-4-1: Full ML3 Process Profile)

The secure development Iifecycle and the resulting product(s) were assessed on a voluntary basis
and complies with the essential requirements. The certification mark shown above can be affixed on

-
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4
& the product. It is not permitted to alter the certification mark in any way. In addition, the certification
;E holder must not transfer the certificate to thind parties. See hitpJ/iwww tuvsud comips-cert for details,
i
* Test report no.: 7133322272
Valid until: 2026-07-25
(TR}
l—
=T
{4 ]
- /J;riwf %""
- Date, 2024-12-10 { Michael Hermes )
(= =
L
[ ]
4
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TUW SUD Product Senice GmbH + Cedification Body « Ridlerstralla 65 « 80339 Munich « Germany
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Certificate

Certificate No.
Certificate Holder:

Certified Location(s):
Scope of Certification

Validity

Cologne, 2025-01-31

TOV Rheinland

Industrie Service GmbH
Automanion and Functional Safety
Am Grauen Stein

51105 Cologne - Germany

www.fs-products.com

www.tuv.com

N Cyber Security
g Management

TOVRheinland

W, tuv.com

1D DOD00B7997
Cyber Security Management
968/CSM 144.00/25
Phoenix Contact GmbH & Co. KG
Flachsmarktstr. 8
32825 Blomberg
e PHCENIX

CONTACT

see certificate appendix

IEC 62443-4-1:2018 (Edition 1.0)
Part 4-1: Secure Product Development Lifecycle Requirements
Centralized Group Certification

The certified company organization and its committed company sites have
successfully demonstrated that a Secure Product Development Lifecycle has
been established and applied according to IEC 62443-4-1 standard.

The organization general readiness to use the processes and procedures
achieves:

Maturity Level 3: Defined - Practiced

The detailed scope of certification with regards to committed company sites
and to the particular achieved Maturity Levels is specified in the current
revision of Certificate Appendix.

This certification does not imply approval or certification for specific security

related develo s of products. .. ; )
/_Tm TUV Rheinland Industrie Service GmbH
-EDE fl'cgtf s valid until 2028-01-31 Bereich Automation
o I. :

= = Funktionale Sicherheit

Am Grauen Stein, 51105 Kdln

Dipl.-ing. (FH) Wolf Rickwart

Certification Body Safety & Security for Automation 8 Grid
The issue of this certificate is based upon an evaluation in accordance with the Certification Program

CERT SDLA V1.0:2017 in its actual version, whose results are documenied in Report No. S68/CSM 144.00/25 dated
2025-01-10. Issued by the cenification body accredited by DkkS according to DIN EN ISOIEC 17065. The accreditation
is only valid for the scope listed in the annex 1 the accreditation cenificate D-ZE-11052-02-00.

A TUVRheinland®

Precisely Right.
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TUVRheinland®

Precisely Right.

Certificate Appendix
Revision 2025-01-31

This appendix forms integral part of Certificate No. 968/CSM 144.00/25, 2025-01-31

Certificate Holder Phoenix Contact GmbH & Co.KG.
Flachsmarkt Stralte 8

32825 Blomberg

Germany

Overall CSM Responsibility Business Unit AS - Department PMO (Projekt Management Office)

Phoenix Contact GmbH & Co. KG
Dringenauer Str. 30
31812 Bad Pyrmont

Germany
Certification Local Scope Certification Technical Scope

PSIRT - Corporate Quality & Product Compliance Practice 6: Management of Security-related Issues ML-3
After Sales Management Practice 7: Security Update Management
Phoenix Contact GmbH & Co. KG
Flachsmarktstralte 8
32825 Blomberg

Business Unit AS Practice 1: Security Management ML3

Practice 2: Specification of Security Reguirements

Phoenix Contact GmbH & Co. KG Practice 3: Security by Design

Dringenauer Str. 30 )
31812 Bad Pyrmont Practice 4: Secure Implementation

Germany Practice 5: Security Verification and Validation Testing
Practice 6 Management of Security-related Issues
Practice T: Security Update Management

Practice 8: Security Guidelines

Business Unit Al Practice 1: Security Management ML-3
Practice 2: Specification of Security Requirements
Phoenix Contact GmbH & Co. KG

Dringenauer Str. 30 Practice 3: Security by Design

Business Area

IMA 31812 Bad Pyrmont Practice 4: Secure Implementation
Germany Practice 5: Security Verification and Validation Testing
Practice 6: Management of Security-related Issues
Practice 7: Security Update Management
Practice 8: Security Guidelines
Business Unit IF Practice 1: Security Management ML-2
Practice 2: Specification of Security Requirements
Phoenix Contact GmbH & Co. KG ) . . ’
Dri Practice 3: Security by Design
ringenauer Str. 30 ) )
31812 Bad Pyrmont Practice 4: Secure Implementation
Germany Practice 5: Security Verification and Validation Testing
Practice 6: Management of Security-related Issues
Practice 7: Security Update Management
Practice 8: Security Guidelines
Certificate Appendix 968/CSM 144.00/25, revision 2025-01-31 Page 1 of 2
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A TUVRheinland®

Precisely Right.

Certification Local Scope

Certification Technical Scope

Business Area
ICE

Business Unit PS Practice 1: Security Management ML-2
. Practice 2: Specification of Security Requirements
Sigsrgggi ;ﬁ?NTACT Power Supplies GmbH Practice 3: Security by Design
33106 Paderborn Practice 4: Secure Implementation
Germany Practice 5: Security Verification and Validation Testing
Practice 6 Management of Security-related Issues
Practice 7: Security Update Management
Practice 8: Security Guidelines
Business Unit M| Practice 1: Security Management ML-2
) Practice 2: Specification of Security Requirements
Fhoenix Contact GbH & Co. KG Practice 3: Security by Design
32825 Blomberg Practice 4: Secure Implementation
Germany Practice 5: Security Verification and Validation Testing
Practice 6: Management of Security-related Issues
Practice 7: Security Update Management
Practice 8: Security Guidelines
Business Unit ICS Practice 1: Security Management ML-2
) Practice 2: Specification of Security Requirements
Fioenix Contact GmbH & Co. KG Practice 3: Security by Design
32825 Blomberg Practice 4: Secure Implementation
Germany Practice 5: Security Verification and Validation Testing
Practice 6: Management of Security-related Issues
Practice 7: Security Update Management
Practice 8: Security Guidelines
Business Unit SPT Practice 1: Security Management ML-2
) Practice 2: Specification of Security Requirements
Fioenix Contact GIbH & Co. KG Practice 3: Security by Design
32825 Blomberg Practice 4: Secure Implementation
Germany Practice 5: Security Verification and Validation Testing
Practice 6 Management of Security-related Issues
Practice T: Security Update Management
Practice 8: Security Guidelines

Head of Certification Body for Certification of Management Processes
TUV Rheinland Industrie Service GmbH

Automation - Functional Safety & Cyber Security

Am Grauen Stein
51105 Cologne — Germany

Email: CSM-Service@tuv.com

Further information and validity of certification can be found on https:/fwww.certipedia.com/fs-products.

Certificate Appendix 968/CSM 144.00/25, revision 2025-01-31

Page 2 of 2
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Functional Safety certificates
AXCFXTSPLC 1000

The certificate is valid for the following safety related component:
— AXCFXTSPLC1000

...certificate see next page...
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12E A4 @ TOV, TUEV and TUV ane registened rademarks. Utils aion and apelisation nequines. mrior apenoval

z

WEEE 1

EC Type-Examination Certificate

[=] [=] 3 | Product Safety
L] Functional
. Safety
. ]
El TOWRhainland
. LU Com
Lalil=eadifliin]
Reg.-Nr./No.: 01/205/5864.00/21
Prifgegenstand Programmiarbarne sichare Zartilikals- Phoenix Contact Elecronics:
Product lested Feldbusstewsnung G sichare inhaber GmbH
Kommunikationsnetreere der Klasse Certificate Dringenaver Sr. 30
1000 halder 31812 Bad Pyrmant
Programmabie sale fiakious PLOC for Garmany
afe communication networks of class
1000
Typbezeichnung ANGF XT SPLE 1000
Type designation
Prulgrundlagen EM E2061 2005 + AC:2010 + A12013 » EN 61328-3-12017
Codes and standards AZ2015 EN 61000-6-72015
EM IS0 13849-12015 EN 61131-2:2007
EM IS0 13843-22012
EM B1508 Parts 1-T:22010
Bestimmungagemaie Dizs Modul erfdilt die Anfordeningen der Kat. 4 / PL e nach EMN 150 13849-1, SILGL 3 nach
Verwendung EM E2061, SIL 3 nach EM 61508 und kann in Arwendungen bis Kat. 4 / PL e nach
Intended application EM 1510 13849-1 und 5IL 3 nach EN 62061 | EN 61508 aingesatzt wardan, ua. im

Anwendungsbereich der EM 61511-1201 7+ A1:201 7 und EM 501 56-12015.

The device complies with the requiremeants of the relewant standards (Gat. 4/ PL e acoording
o EN IS0 136843-1, SILCL 3 according to EN 62081, SIL 3 according to EN 61508) and can
be usad in applications up 1o PL & acconding to BN IS0 13849-1 and SIL 3 according to

EM 62061 / EM 61508, amongst other in the application area of EN 61511-122017« A1:2017
and EN 50156-1:2015.

Besondere Bedingungen Die Himweise in der zugahdrigen instalations- und Belreosanieiung sowie des
Specilic reguiremenis Sicherheitshandbuchs sind zu beachlen.
The instructions of the associated instaliation, Operating and Safaty Manual shall be
consdensd.

[Es wind [pestidigl. dass der Prifgegenstand mit den Anforderungen nach Anhang | der Richtinie 2006/42EG dber Maschinen
Obersinatmmt.

It k= confirmed, that the product tested complias with the requinements for machines defined in Annex | of the EC Directive
200842EC.

Gilltig bis ¢ Valid unil 2026-09-30
Der Ausstelung dieses Zertifiuates liegt sine Prifung zugrunde, deren Ergebnisss im Bericht Nr. 968/FSP 2327 00v21
vom 30.09.2021 dokumentiert sind.

Dieses Zertifikat ist nur gilltig fiir Erzeugnisse, die mit dem Prifgegenstand dbsrsinstimmen.

The issue of this certificate is based upon an examination. whtsa results are documentsd in

Report Mo, 968/FSP 2327 00721 dated 2021 pe— iy

This certificate is valid only for products which Ek__la"

Kain, 2021-09-30

pr 2 Aute

Matified Body for Machinery, NE 0035 Dipl.ng. Jelena Stenzal

www fs-products.com

WA TUVL.COm A TUURhEInlEHdW

Precisely Right.

1 B0G-T154, E-Mait indusiie- serdo o de. b oom

1 B06-2434, Fa: +45 22

e

TN Rhainiand hdusiie Service Gambdd, Am Graven Stan, 50108 K { Gamany

Tal.: +45
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AXCFXTSPLC3000

The certificate is valid for the following safety related component:
— AXCFXTSPLC3000

...certificate see next page...
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Utilisation and application reguires. prior approval

W and TLY are registered trademarks.

106222 12 12E A4 ® TOW, TU

EC Type-Examination Certlflcate

N Product Safety
Functional
Safety

TOVRheinland

www.iuv.com
D 0600000000

Reg.-No.: 01/205/5941.00/23

Product tested Safety PLC for left-alignable Certificate Phoenix Contact GmbH
cantroller holder & Co.KG
Flachsmarktstr, 8
32825 Blomberg
Germany

Type designation AXC F XT SPLC 3000
see current revision list of the certificate

Codes and standards EN ISO 13849-1:2015 EN 61131-2:2007 (clauses 6.2, 6.3.1,

EN ISO 13849-1:2023 6.3.2, 8)
EN 61508 Parts 1-7:2010 |EC 61131-2:2017 (clauses 5.2.1,
53,7)
Intended application The product fulfils the requirements for SIL 3 according to EN 61508,

Category 4, PL e according to to EN SO 13849-1 and can be used for the
execution of application specific safety functions and safety-related
programs for machines up to SIL 3 according to EN 61508

and PL e according to EN |SO 13849-1.

The product can be used as well in the application area of

EN IEC 62061:2021 up to SIL 3.

Specific requirements The instructions of the associated installation instructions and the user
manual shall be considered.

It is confirmed that the product tested complies with the requirements for machines defined in Annex | of
the EC Directive 2006/42/EC.

Valid until 2028-11-17
The issue of this certificate is based upon an examil
Report No. 968/FSP 1263.09/23 dated 2023-10-28.
This certificate is valid only for products which ay&.

*whese results are documented in

\.\U? 1
% s

|tmk€ \t{duct tested.

MNotified Body for Machlnen.r, NB 0035 Dipl.-Ing. (FH) Sakine Wiegand

Kéln, 2023-11-17

www.fs=products.com

www.tuv.com é ! TUVRheinland?”

Precisely Right.

| Germarny

105 Kaln
indusirie-gervioce: f_l.éfle tuy com

& Service GmMbH, Am Grasen Stein, 51

354, E-Mai

, Faw: +49 21 B0G-1

=
o
]
@
3
T

Te
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/A TOVRheinland®

Safety PLC for left-alignable controllers
Precisely Right.

PHCENIX
CONTACT

Revision List
Certificate No.: 01/205/5941.00/23

Safety related modules / components

Type Designation Description HW / SW Revision Report-No.: Carsht‘l;l(l;::lon
AXC F XT SPLC 3000 Left-alignable programmable safe fieldbus PLC HW 04 / FW 02.10.0006 968/FSP 1263.09/23 Valid
Art. No. 1160157 for PROFINET (PROFIsafe) of class 3000
3 Safety Manual / User documentation
&
E-1
2 o . Certification
] Document No. Description Report-No.: Status
E
; User manual, AXC F XT SPLC 3000 - 968/FSP 1263.09/23 Valid
g UM DE AXC F XT SPLC | 09451 @700097&rﬁinlernenﬁundiexterneanreigabejOZSﬁmJB,pdf
2 3000, Revision 01
&
g .
& Revision:
Date ‘ Rev. ‘ D I Changes | Author |
[ 20231020 | 10 | Initial creation, based on Report-No.: 968/FSP 1263.09723 [winrs ]

Phoenix Contact Electronics GmbH TUV Rheinland Industrie Service GmbH

Automation - Functicnal Safety (A-FS)

Dringenauer Strafie 30
31812 Bad Pyrmont, Germany

Am Grauen Stein
51105 Koln / Germany

Page 1of 1
File: 01_205_5941_00_23_RL_2023_10_20.docx

iSPNS 3000

The certificate is valid for the following safety-related components:
— RFC4072S

...certificate see next page...
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EC Type-Examination Certificate

A

- L
TUVRheinland

Product Safety
Functional
Safety

W v som

1D DERO000000
Reg.-No.: 01/205/5649.01/23
Product tested Integrated programmable safe  Certificate Phoenix Contact GmbH
fieldbus PLC for PROFINET holder & Co. KG
(PROFIsafe) of class 3000 Flachsmarktstr. 8
32825 Blomberg
Germany
Type designation ISPNS 3000,
as listed in the current revision list to the certificate
Codes and standards EM 61508 Parts 1-7:2010 EM 61131-2:2007 (clauses 6.2, 6.3.1,
EN IS0 13849-1:2015 6.3.2,8)
IEC 61131-2:2017 (clauses 5.2.1,
53.7)
Intended application The Safety PLC iSPNS 3000 fulfils the requirements for SIL 3 according to

EN 61508, Category 4, PL e according to to EN IS0 13849-1 and can be
used for the execution of application specific safety functions and safety-
related programs for machines up to SIL 3 according to IEC EM 61508 /
EN IEC 62061 and PL e according to EN 1SO 13849 1.

The product can be used as well in the application area of EN IEC
62061:2021.

Specific requirements The instructions of the associated installation instructions and the user
manual shall be considered.

It is confirmed that the product tested complies with the requirements for machines defined in Annex | of
the EC Directive 2006/42/EC.

Valid until 2028-08-17

Thi issue of this certificate is based upon an exami

Report Mo. 96B/FSP 1263.08/23 dated 2023-08-
This certificate is valid only for products which

,m\m&ﬂs are documented in

e

v rmmé ;J\rqdmt tested.

Sabine (Je

Matified Body for Machinery, NB 0035 Dipl.-Ing. (FH) Sabine Wiegand

Kibin, 2023-08-17

www _fs-products.com

WAWW.TUV.COMmM A Tl'.'JVRheinIand@'

Precisely Right.

107222 12 12E A4 & TIV, TUEY and TUV are rogisiensd iradesarks. Uisation and application nequin s pricr appeoval.

TV Peinkand Indesiie Service Gemb, fm Gromen Stein, 51105 K | Germany
Tiad- =40 T2 0052404, Fooe =49 77 B05- 12354, E-Mall- radusirie- sordcafids bev com
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IEC 62443-4-2 compliance list

Introduction

PLCnext Control AXCF1152, AXCF 2152 and AXCF 3152 from firmware version 2024.0.x LTS, the SPLC 1000 from
firmware version 01.01.0000, the RFC4072S from firmware version 2024.0 LTS and the BPC9102S from firmware
version 2024.0.4 LTS are certified according to IEC 62443-4-1 and IEC 62443-4-2 Full ML3 Process Profile.

Note: The AXCFXTSPLC3000 (SPLC3000, item no. 1160157) is developed in compliance with the IEC
62443-4-1 process and meets the requirements of IEC 62443-4-2, as detailed in the security and safety
hardening guidelines.

Officially, the SPLC 3000 will be included in the forthcoming IACS Components PLCnext Control certificate for
firmware 2025.0 LTS.

You can find the Functional Safety Certificate here: Functional Safety certificates

Note: If you are using older firmware versions with security certification, you must update to firmware version
2024.0.x LTS.

An update to the current LTS version is also essential, as many security vulnerabilities (CVES) in Linux
components are fixed in every LTS version.

For more information on the certified controller, refer to the topics AXCF1152, AXCE2152, AXCF 3152, SPLC
1000, REC4072S and BPC9102S.

They support an IEC 62443-4-2 SL2 feature set like described below. In addition a subset of SL3 features is already
supported.

...continuation see next page...
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https://www.phoenixcontact.com/en-pc/products/plc-extension-module-axc-f-xt-splc-3000-1160157
https://security.plcnext.help/se/Appendix/PLCnext_Control/AXC_F_1152.htm
https://security.plcnext.help/se/Appendix/PLCnext_Control/AXC_F_2152.htm
https://security.plcnext.help/se/Appendix/PLCnext_Control/AXC_F_3152.htm
https://security.plcnext.help/se/Appendix/PLCnext_Control/SPLC_1000.htm

PLCnext Control | IEC 62443-4-2 compliance list

FR1 - Identification and authentication control (IAC)

No. Description Security Fulfillment Links
Level
CR1.1 Human user SL1 PLCnext Technology provides that — Creating users in the
identification each user can be identified and PLCnext Technology -
and authenticated by the Security Info Center
authentication PLCnext Technology User Manager in — User authentication in the
the WBM. main PLCnext Technology
- Info Center
CR1.1 Unique SL2 PLCnext Technology provides that — Creating users in
RE1 identification each user can be uniquely identified the PLCnext Technology -
and and authenticated by the Security Info Center
authentication PLCnext Technology User Manager in — User authentication in the
the WBM. main PLCnext Technology
- Info Center
CR1.2 Software SL2 PLCnext Technology provides that — Certificate authentication
process and each non human user access can be in the main PLCnext
device identified and authenticated by Technology - Info Center
identification the PLCnext Technology User Manager
and in the WBM.
authentication
CR1.2 Unique SL3 PLCnext Technology provides that — Certificate authentication
RE1 identification each non human user access can be in the main PLCnext
and uniquely identified and authenticated Technology - Info Center
authentication by the PLCnext Technology User
Manager in the WBM. Via the Trust
Store unique identification and
authentication can be configured.
CR1.3 Account SL1 PLCnext Technology provides that — LDAP Configurationin the
management users can be managed via the User main PLCnext Technology
Manager in the WBM, via LDAP. - Info Center
CR1.4 Identifier SL1 PLCnext Technology provides that — Creating users in the
management users can be managed via the User PLCnext Technology -
Manager in the WBM, via LDAP, or via Security Info Center
the Linux Configuration files. — User authentication in the
main PLCnext Technology
- Info Center
— LDAP Configurationin the
main PLCnext Technology
- Info Center
CR15 Authenticator SL1 PLCnextTechnology provides that the | — Creating users in the

management

initial authenticator content is

defined by

the PLCnext Technology User Manager
in the WBM.

PLCnext Technology -
Security Info Center

- User authentication in the
main PLCnext Technology
- Info Center

— Configuring authentication
errors and sessions in
the PLCnext Technology -
Security Info Center

— LDAP Configurationin the
main PLCnext Technology
- Info Center
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https://security.plcnext.help/se/PLCnext_Security_Guideline/Secure_operation/Account_management/Creating_users.htm
https://www.plcnext.help/te/WBM/Security_User_authentication.htm
https://security.plcnext.help/se/PLCnext_Security_Guideline/Secure_operation/Account_management/Creating_users.htm
https://www.plcnext.help/te/WBM/Security_User_authentication.htm
https://www.plcnext.help/te/WBM/Security_Certificate_authentication.htm
https://www.plcnext.help/te/WBM/Security_Certificate_authentication.htm
https://www.plcnext.help/te/WBM/Security_LDAP_configuration.htm
https://security.plcnext.help/se/PLCnext_Security_Guideline/Secure_operation/Account_management/Creating_users.htm
https://www.plcnext.help/te/WBM/Security_User_authentication.htm
https://www.plcnext.help/te/WBM/Security_LDAP_configuration.htm
https://security.plcnext.help/se/PLCnext_Security_Guideline/Secure_operation/Account_management/Creating_users.htm
https://www.plcnext.help/te/WBM/Security_User_authentication.htm
https://security.plcnext.help/se/PLCnext_Security_Guideline/Secure_operation/Account_management/Handling_authentication_errors.htm
https://www.plcnext.help/te/WBM/Security_LDAP_configuration.htm

IEC 62443-4-2 compliance list | PLChext Control

No. Description Security Fulfillment Links
Level

CR1.7 Strength of SL1 PLCnext Technology provides that Password complexity rules
password- each user is assigned to configurable in the PLCnext Technology
based password complexity rulesets. The - Security Info Center
authentication rulesets can be configured according Creating users in the

to password guidelines. PLCnext Technology -
Security Info Center

CR 1.7 Password SL3 PLCnext Technology provides that Password complexity rules

RE1 generation and each user is assigned to configurable in the PLCnext Technology
lifetime password complexity rulesets. The - Security Info Center
restrictions for rulesets can be configured according
human users to password guidelines including

expiration rules.

CR1.8 Public key SL2 PLCnext Technology provides an Certificate authentication
infrastructure Identity Store and a Trust Store in the in the main PLCnext
certificates WBM. Technology - Info Center

CR1.9 Strength of SL2 PLCnext Technology provides an Certificate authentication
public key Identity Store and a Trust Store in the in the main PLCnext
authentication WBM. Technology - Info Center

CR1.9 Hardware SL3 The device identity is protected via Certificate authentication

RE1 security for TPM. Other identities are stored on in the main PLCnext
public key- the internal SD card and need to be Technology - Info Center
based protected by the system environment.
authentication

CR1.10 Authenticator SL1 Each component of the WBM access and first
feedback PLCnext Technology Runtime with steps in the main PLCnext

authentication function provides the Technology - Info Center
possibility to hide the feedback of

authenticator information during the

authentication process.

CR1.11 Unsuccessful SL1 PLCnext Technology defines rules how Authentication failure

login attempts to handle authentication errors handling in the main
including unsuccessful login PLCnext Technology - Info
attempts. Center
Configuring authentication
errors and sessionsin the
PLCnext Technology -
Security Info Center
CR1.12 System use SL1 PLCnext Technology provides that Activating PLCnext
notification a system usage message is displayed Engineer HMI in the

before authentication. The message is PLCnext Technology -

configurable by authorized personnel Security Info Center

in the user authentication. Creating users in the
PLCnext Technology -
Security Info Center
User Authentication in the
main PLCnext Technology
- Info Center

CR1.14 Strength of SL2 Symmetric keys are used only

symmetric key
authentication

internally for TLS and OPCUA® secure
communication.
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https://security.plcnext.help/se/PLCnext_Security_Guideline/Secure_operation/Account_management/Password_complexity_rules.htm
https://security.plcnext.help/se/PLCnext_Security_Guideline/Secure_operation/Account_management/Creating_users.htm
https://security.plcnext.help/se/PLCnext_Security_Guideline/Secure_operation/Account_management/Password_complexity_rules.htm
https://www.plcnext.help/te/WBM/Security_Certificate_authentication.htm
https://www.plcnext.help/te/WBM/Security_Certificate_authentication.htm
https://www.plcnext.help/te/WBM/Security_Certificate_authentication.htm
https://www.plcnext.help/te/WBM/WBM.htm
https://www.plcnext.help/te/Security/Authentication_failure_handling.htm
https://security.plcnext.help/se/PLCnext_Security_Guideline/Secure_operation/Account_management/Handling_authentication_errors.htm
https://security.plcnext.help/se/PLCnext_Security_Guideline/Secure_operation/PLCnext_Security_context/HMI.htm
https://security.plcnext.help/se/PLCnext_Security_Guideline/Secure_operation/Account_management/Creating_users.htm
https://www.plcnext.help/te/WBM/Security_User_authentication.htm

PLCnext Control | IEC 62443-4-2 compliance list

FR2 - Use control (UC)

No. Description Security Fulfillment Links
Level
CR2.1 Authorization SL1 PLCnext Technology provides that Creating users in the
enforcement users can be managed via the User PLCnext Technology -
Manager in the WBM, via LDAP, or via Security Info Center
the Linux Configuration files. User authentication in the
main PLCnext Technology
- Info Center
LDAP Configurationin the
main PLCnext Technology
- Info Center
CR2.1 Authorization SL2 PLCnext Technology provides that Creating users in the
RE1 enforcement for users can be managed via the User PLCnext Technology -
all users Manager in the WBM, via LDAP, or via Security Info Center
(humans, the Linux Configuration files. User are User authentication in the
software assigned to roles which have a main PLCnext Technology
processes and predefined set of permissions. - Info Center
devices) LDAP Configurationin the
main PLCnext Technology
- Info Center
CR2.1 Permission SL2 PLCnext Technology provides that Creating users in the
RE2 mapping to users can be managed via the User PLCnext Technology -
roles Manager in the WBM, via LDAP, or via Security Info Center
the Linux Configuration files. User are User authentication in the
assigned to roles which have a main PLCnext Technology
predefined set of permissions. User - Info Center
Manager assigns roles and LDAP Configurationin the
permissions to the session main PLCnext Technology
representing the user. - Info Center
CR25 Session lock SL1 PLCnext Technology provides that Configuring authentication
there is an implemented time limit of errors and sessions in the
20 minutes. PLCnext Technology -
Security Info Center
Authentication failure
handling in the main
PLCnext Technology - Info
Center
CR 2.6 Remote session | SL2 PLCnext Technology provides that Configuring authentication
termination there is an implemented default errors and sessions in
timeout of 20 minutes. The duration the PLCnext Technology -
can be set in the WBM. Security Info Center
Authentication failure
handling in the main
PLCnext Technology - Info
Center
CR 2.7 Concurrent SL3 PLCnext Technology provides that the Configuring authentication
session control User Manager provides configurable errors and sessions in the
total number of sessions. PLCnext Technology -
Security Info Center
CR2.38 Auditable SL1 PLCnext Technology provides a Security logging in
events security logging to log all auditable the PLCnext Technology -

events.

Security Info Center
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https://security.plcnext.help/se/PLCnext_Security_Guideline/Secure_operation/Account_management/Creating_users.htm
https://www.plcnext.help/te/WBM/Security_User_authentication.htm
https://www.plcnext.help/te/WBM/Security_LDAP_configuration.htm
https://security.plcnext.help/se/PLCnext_Security_Guideline/Secure_operation/Account_management/Creating_users.htm
https://www.plcnext.help/te/WBM/Security_User_authentication.htm
https://www.plcnext.help/te/WBM/Security_LDAP_configuration.htm
https://security.plcnext.help/se/PLCnext_Security_Guideline/Secure_operation/Account_management/Creating_users.htm
https://www.plcnext.help/te/WBM/Security_User_authentication.htm
https://www.plcnext.help/te/WBM/Security_LDAP_configuration.htm
https://security.plcnext.help/se/PLCnext_Security_Guideline/Secure_operation/Account_management/Handling_authentication_errors.htm
https://www.plcnext.help/te/Security/Authentication_failure_handling.htm
https://security.plcnext.help/se/PLCnext_Security_Guideline/Secure_operation/Account_management/Handling_authentication_errors.htm
https://www.plcnext.help/te/Security/Authentication_failure_handling.htm
https://security.plcnext.help/se/PLCnext_Security_Guideline/Secure_operation/Account_management/Handling_authentication_errors.htm
https://security.plcnext.help/se/PLCnext_Security_Guideline/Secure_operation/PLCnext_Starting_up/Security_logging.htm

IEC 62443-4-2 compliance list | PLChext Control

No. Description Security Fulfillment Links
Level
CR2.9 Audit storage SL1 PLCnext Technology provides a — Security logging in
capacity security logging ensuring the audit the PLCnext Technology -
storage capacity. Security Info Center
CR2.10 Response to SL1 PLCnext Technology provides that - Security logging in
audit processing there is an external logging system for the PLCnext Technology -
failures checking and reporting local errors. Security Info Center
CR211 Timestamps SL1 PLCnext Technology provides that — Security logging in
Timestamp is available and can be set the PLCnext Technology -
via PLCnext Engineer. Security Info Center
— System time in the main
PLCnext Technology - Info
Center
CR2.11 Time SL2 PLCnext Technology provides thatyou | — Configuring the system
RE1 synchronization can set the system time using the time in the PLCnext
PLCnext Engineer software. Technology - Security Info
Center
— System time in the main
PLCnext Technology - Info
Center
CR2.12 Non-repudiation | SL1 PLCnext Technology provides a — Security logging in

security logging to log all
auditable actions and events.

the PLCnext Security Info
Center

— Configuring central logging
in the PLCnext Technology
- Security Info Center
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https://security.plcnext.help/se/PLCnext_Security_Guideline/Secure_operation/PLCnext_Starting_up/Security_logging.htm
https://security.plcnext.help/se/PLCnext_Security_Guideline/Secure_operation/PLCnext_Starting_up/Security_logging.htm
https://security.plcnext.help/se/PLCnext_Security_Guideline/Secure_operation/PLCnext_Starting_up/Security_logging.htm
https://www.plcnext.help/te/Operating_System/System_time.htm
https://security.plcnext.help/se/PLCnext_Security_Guideline/Secure_operation/PLCnext_Security_context/Configuring_the_system_time.htm
https://www.plcnext.help/te/Operating_System/System_time.htm
https://security.plcnext.help/se/PLCnext_Security_Guideline/Secure_operation/PLCnext_Starting_up/Security_logging.htm
https://security.plcnext.help/se/PLCnext_Security_Guideline/Secure_operation/PLCnext_Security_context/Centralized_security_logging.htm

PLCnext Control | IEC 62443-4-2 compliance list

FR3 - System integrity (SI)

No. Description Security Fulfillment Links
Level
CR3.1 Communication | SL1 PLCnext Technology uses TLS for the Generating self-signed
integrity communication channels (HTTPS, HTTPS certificates in the
OPC UA, ...). TLS ensures the integrity WBM in the PLCnext
and authenticity of the Technology - Security Info
communication. Center
Uploading the certificate in
the browser in the PLCnext
Technology - Security Info
Center
CR3.1 Communication | SL2 PLCnext Technology uses TLS for the Generating self-signed
RE1 authentication communication channels (HTTPS, HTTPS certificates in the
OPC UA, ...). TLS ensures the integrity WBM in the PLCnext
and authenticity of the Technology - Security Info
communication. Center
Uploading the certificate in
the browser in the PLCnhext
Technology - Security Info
Center

CR3.3 Security SL1 PLCnext Technology provides various Periodic security
functionality security measures and different maintenance activities in
verification verification interfaces that can be the PLCnext Technology -

used to check the security settings by Security Info Center
the system integrator or asset owner

during production according to the

needs of the system design. Security

logging and central security logging

are major interfaces that can be

enhanced by additional checks.

CR3.4 Software and SL1 PLCnext Technology provides integrity User authentication in the
information of data in transition by using TLS. The main PLCnext Technology
integrity User Management controls the access - Info Center

permission to the data in rest. PLCnext security

Physical access to the controller must hardening in the PLCnext

be protected by a lockable cabinet. Technology - Security Info

External SD card must be disabled or Center

encrypted. External SD card
encryption is mandatory
(see the PLCnext
Technology - Security Info
Center)
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No. Description Security Fulfillment Links
Level
CR3.4 Authenticity of | SL2 PLCnext Technology provides a User Creating users in the
RE1 software and Management which grants PLCnext Technology -
information authenticity for data access. Security Info Center
Physical access is protect by the Security logging in the
cabinet. External SD card must be PLCnext Technology -
disabled or encrypted. Security Info Center
Only Users with valid credentials and PLCnext security
permissions can access the device hardening in the PLCnext
and change data. Technology - Security Info
User actions are logged and wrong Center
access attempts to the device are External SD card
logged also. encryptionis mandatory
(see the PLCnext
Technology - Security Info
Center)

CR3.5 Input validation | SL1 PLCnext Technology provides input PLCnext security

validation on interfaces. hardening in the PLCnext
Technology - Security Info
Center

CR 3.6 Deterministic SL1 Deterministic outputs are configured Configuring PLCnext
output in PLCnext Engineer using the so- Engineer in the PLCnext

called (substitution) behavior, which Technology - Security Info

defines the default value for each Center

output module in case of failure.

CR 3.7 Error handling SL1 PLCnext Technology does not provide Creating usersin the
any information that could be PLCnext Technology -
exploited by adversaries to attack the Security Info Center
device. Special permissions are Security loggingin the
required to read error messages. PLCnext Technology -
Unauthenticated users do not receive Security Info Center
critical information.

CR3.8 Session integrity | SL2 PLCnext Technology authorization is Creating usersin the
performed by the User Manager, PLCnext Technology -
which creates secure sessions. Security Info Center

Security loggingin the
PLCnext Technology -
Security Info Center
CR 3.9 Protection of SL2 Only the PLCnext Technology roles Security logging in the
audit SecurityAdmin and SecurityAuditor PLCnext Technology -
information have the permission to read security Security Info Center

loggings.

Configuring central logging
in the PLCnext Technology

- Security Info Center
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FR4 - Data confidentiality (DC)

No. Description Security Fulfillment Links
Level
CR4.1 Information SL1 PLCnextTechnology provides integrity | — PLCnext security
confidentiality of data in transition by using TLS. The hardening in the PLCnext
User Management controls the access Technology - Security Info
permission to the data in rest. Center
Physical access to the controller must | — External SD card
be protected by a lockable cabinet. encryption is mandatory
External SD card must be disabled or (see topic in the PLCnext
encrypted. Technology - Security Info
Center)
CR4.2 Information SL2 Reset 1 and reset 2 set back the — Secure disposal in the
persistence device to factory defaults securely. PLCnext Technology -
Security Info Center
CR4.3 Use of SL1 PLCnext Technology provides TLS for — PLCnext security
cryptography the communication channels (HTTPS, hardening in the PLCnext
OPC UA, ...). Technology - Security Info
The cryptography is based on openssl Center
and offers state-of-the-art security
mechanisms.

FR5 — Restricted data flow (RDF)

No. Description Security Fulfillment Links
Level
CR5.1 Network SL1 PLCnext Technology provides — AXCF2152 in the PLCnext

segmentation

separate Ethernet interfaces. Each
controller may require different
configuration options for network
segmentation.

Technology - Security Info
Center

— AXCF 3152 inthe PLCnext
Technology - Security Info
Center

FR6 - Timely response to events (TRE)

No. Description Security Fulfillment Links
Level
CR6.1 Audit log SL1 PLCnext Technology provides a — Security logging in the
accessibility security logging to log all PLCnext Technology -
auditable actions and events. Security Info Center
CR6.1 Programmatic SL3 PLCnext Technology provides a — Security logging in the
RE1 access to audit security logging to log all PLCnext Technology -
logs auditable actions and events and Security Info Center
provides it to central logging server — Configuring central logging
via syslog-ng. in the PLCnext Technology
- Security Info Center
CR6.2 Continuous SL2 PLCnext Technology provides a — Security logging in the
monitoring security logging to log all PLCnext Technology -
auditable actions and events and Security Info Center
provides it to central logging server — Configuring central logging
via syslog-ng. in the PLCnext Technology
- Security Info Center
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FR7 - Resource availability (RA)

No.

Description

Security
Level

Fulfillment

Links

CR7.1

Denial of service
protection

SL1

PLCnext Technology provides netload
limiter, firewall (nf-tables) to control
the communication load.

— Configuring basic firewall
settings in the PLCnext
Technology - Security Info
Center

— Configuring extended

firewall settings in the
PLCnext Technology -

Security Info Center

— Netload Limiter in the
main PLCnext Technology
- Info Center

CR7.1
RE1

Manage
communication
load from
component

SL2

PLCnext Technology provides netload
limiter, firewall (nf-tables) to control
the communication load. The task
management is designed to manage
and recover from high communication
load.

— Configuring basic firewall
settings in the PLCnext

Technology - Security Info
Center

— Configuring extended

firewall settings in the
PLCnext Technology -

Security Info Center

— Netload Limiter in the
main PLCnext Technology
- Info Center

CR7.2

Resource
management

SL1

PLCnext Technology provides netload
limiter, firewall (nf-tables) to control
the communication load and resource
management. In addition, the task
management controls execution and
resource load.

— Configuring basic firewall
settings in the PLCnext

Technology - Security Info
Center

— Configuring extended

firewall settings in the
PLCnext Technology -

Security Info Center

— Netload Limiter in the
main PLCnext Technology
- Info Center

CR7.3

CR7.3
RE1

Control system
backup

Backup integrity
verification

SL1

SL2

PLCnext Technology provides an app
to start a backup during normal
operations.

It generates a backup file which is
managed by the Device and Update
Management.

. PLCnext Technology ’s backup data is

integrity protected. Before starting a
restore the data integrity is validated.

— Data Backup and Restore
in the PLCnext Technology

- Security Info Center

— Perform backup and
restore in the PLCnext
Technology - Security Info
Center

— Backups via Device and
Update Management in the
main PLCnext Technology
- Info Center

— Data Backup and Restore
in the PLCnext Technology

- Security Info Center

— Perform backup and
restore in the PLCnext
Technology - Security Info
Center
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No. Description Security Fulfillment Links
Level
CR7.4 Control system | SL1 PLCnext Technology provides recovery | — Data Backup and Restore
recovery and after a disruption or failure. in the PLCnext Technology
reconstitution To recover a device based on the - Security Info Center
backup data, it must be set to delivery | — Perform backup and
status by reset 1, restore in the PLChext
configured according to the system Technology - Security Info
configuration and Security Profile Center
must be activated. — Backups via Device and
The restore data is managed by the Update Management in the
Device and Update Management. main PLCnext Technology
- Info Center
CR7.6 Network and SL1 PLCnext Technology provides that the | — Network configuration in
security network and security configuration the main PLCnext
configuration can be set via the WBM. Technology - Info Center
settings — Handling the Security
Profile in the PLCnext
Technology - Security Info
Center
CR7.7 Least SL1 PLCnext Technology provides that the | — Handling the Security
functionality Security Profile follows the principle Profile in the PLCnext
of least functionality: only Technology - Security Info
components that have been Center
considered in the threat analysis may
run. This specifies exactly what is
permissible. This specifies exactly
what is permissible.
CR7.8 Control system | SL2 PLCnext Technology provides via OPC | — Activating OPC UA

component
inventory

UA (device info) the component
inventory information.

Server in the PLCnext
Technology - Security Info
Center

Assets (see areas and
functions, Device and
Update Management in the
main PLCnext Technology
- Info Center)
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Embedded device requirement (EDR)

No. Description Security Fulfillment Links
Level

EDR 2.4 Mobile code SL1 PLCnext Technology provides integrity PLCnext security
of data in transition by using TLS. The hardening in the PLCnhext
User Management controls the access Technology - Security Info
permission to the mobile code in rest. Center
Physical access to the controller must External SD card
be protected by a lockable cabinet. encryption is mandatory
External SD card must be disabled or (see topic in the PLCnext
encrypted. Technology - Security Info

Center)

EDR 2.4 Mobile code SL2 PLCnext Technology provides integrity PLCnext security

RE1 authenticity of data in transition by using TLS. The hardening in the PLCnext
check User Management controls the access Technology - Security Info

permission to the mobile code in rest. Center

Physical access to the controller must External SD card

be protected by a lockable cabinet. encryption is mandatory

External SD card must be disabled or (see topic in the PLCnext

encrypted. Technology - Security Info
Center)

EDR 2.13 Use of physical | SL2 PLCnext Technology protects access Protection against physical
diagnostic and to physical test and diagnostic access in the PLCnext
test interfaces interfaces through the housing. Technology - Security Info

Interfaces cannot be accessed Center
through the housing with testbed

adapters. The device must be

protected in a lockable cabinet.

The device and SD card must be

shipped in a secure manner.

EDR 3.2 Protection from | SL1 PLCnext Technology provides PLCnext security

malicious code protection from malicious code by hardening in the PLCnext
using TLS for data in transition. The Technology - Security Info
User Management controls the access Center
permission to the data in rest.

EDR 3.10 Support for SL1 PLCnext Technology provides a WBM Firmware Updates in the
updates page to install updates. OPC UA main PLCnext Technology

Software Update is supported to
integrate PLCnext Technology into the
Device and Update Management
Service.

- Info Center

Activating Software
Updates in the

PLCnext Security Info
Center

Update plans (Device and
Update Management) in
the main PLCnext
Technology - Info Center
Update packages (Device
and Update Management)
in the main PLCnext
Technology - Info Center
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No. Description Security Fulfillment Links
Level

EDR 3.10 Update SL2 PLCnext Technology provides RAUC — Activating Software

RE1 authenticity and update containers signed with an Updates in the PLChext
integrity X509.3 certificate from a product Technology - Security Info

vendor. Before installation, the Center
authenticity and integrity of the

update is verified. All update files

provided via the download center are

verifiable with a SHA 256.

EDR 3.11 Physical tamper | SL2 PLCnext Technology provides that the PLCnext security
resistance and cabinet must be locked; application hardening in the PLCnext
detection must supervise cabinet accesses. Technology - Security Info

Center

Protection against physical
access in the PLCnext
Technology - Security Info
Center

EDR 3.12 Provisioning SL2 PLCnext Technology provides a device Certificate
product supplier identifier called IdevID. Authentication in the main
roots of trust This device identity is installed during PLCnext Technology - Info

production and protected by the TPM. Center (Identity Store)
The boot integrity check validates the

further trust roots such as firmware

update.

EDR 3.13 Provisioning SL2 PLCnext Technology provides the Certificate
asset owner Certificate Authentication web page to Authentication in the main
roots of trust install Asset Owner Roots of Trust via PLCnext Technology - Info

the Trust Store mechanism. Center (Trust Store)
Devices (SD cards) containing SD card encryption in
installed Asset Owner Roots of Trust the PLCnext Technology -
must be specially protected in the Security Info Center

field by locked cabinets in the field

and must not be sent to other sites

without special protection from

physical access.

EDR 3.14 [ | Integrity of the |SL1 PLCnext Technology provides a partial Checking the integrity

boot process boot integrity check for the OS and FW state in the PLCnext
prior starting the PLC function. The Technology - Security Info
result is shown in the WBM and a Center
notification in the security logging is
generated.

EDR 3.14 Authenticity of | SL2 PLCnext Technology provides a partial Checking the integrity

RE1 11 the boot boot integrity check for the OS and FW state in the PLCnext
process based on the root of trust of the Technology - Security Info

device.

Center

[1] Check with the respective controllers how the feature is implemented.
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Network device requirement (NDR)

No. Description Security Fulfillment Links
Level
NDR 1.13 Access via SL1 PLCnext Technology provides — Configuring basic firewall
untrusted separate Ethernet interfaces. Each settings in the PLCnext
networks controller may require different Technology - Security Info
configuration options for network Center
segmentation. By using the firewall, — Configuring extended
access via untrusted networks is firewall settings in the
managed. PLCnext Technology -
Security Info Center
NDR 1.13 Explicit access SL3 PLCnext Technology provides — Configuring basic firewall
RE1 request separate Ethernet interfaces. Each settings in the PLCnext
approval controller may require different Technology - Security Info
configuration options for network Center
segmentation. By using the firewall, — Configuring extended
access via untrusted networks is firewall settings in
managed. The firewall is configured to the PLCnext Technology -
reject output and input Security Info Center
communication requests by default.
Only explicitly configured
communication requests are allowed.
NDR 5.2 Zone boundary | SL1 PLCnext Technology provides — Configuring basic firewall
protection separate Ethernet interfaces. Each settings in the PLCnext
controller may require different Technology - Security Info
configuration options for network Center
segmentation. By using the netload — Configuring extended
limiter and firewall, zone boundary firewall settings in the
protection can be established. PLCnext Technology -
Security Info Center
— AXCF2152 in the PLCnext
Technology - Security Info
Center
— AXCF 3152 in the PLCnext
Technology - Security Info
Center
NDR 5.2 Deny all, permit | SL2 PLCnext Technology provides — Configuring basic firewall
RE1 by exception separate Ethernet interfaces. Each settings in the PLCnext

controller may require different
configuration options for network
segmentation. By using the firewall,
access via untrusted networks is
managed. The firewall is configured to
reject output and input
communication requests by default.
Only explicitly configured

communication requests are allowed.

Technology - Security Info
Center

— Configuring extended

firewall settings in the
PLCnext Technology -

Security Info Center
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No. Description Security Fulfillment Links
Level
NDR 5.2 Island mode SL3 PLCnext Technology provides — Configuring basic firewall
RE2 separate Ethernet interfaces. Each settings in the PLCnext
controller may require different Technology - Security Info
configuration options for network Center
segmentation. By using the — Configuring extended
Netload Limiter and firewall, zone firewall settings in the
boundary protection can be PLCnext Technology -
established. The firewall can be Security Info Center
configured for each Ethernet
interface.

NDR 5.3 General SL1 PLCnext Technology provides firewall | — Configuring basic firewall
purpose, configurations to reject output and settings in the PLCnext
person-to- input communication requests by Technology - Security Info
person default. Only explicitly configured Center

communication
restrictions

communication requests including
dedicated ports as well as IP
addresses are allowed.

— Configuring extended

firewall settings in the
PLCnext Technology -

Security Info Center

— PLCnext security
hardening in the PLCnext
Technology - Security Info
Center

— Security measures in the
PLCnext Technology -
Security Info Center
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AXC F 1152 | PLCnext Control

AXCF 1152

Note: For further information about the hardware, refer to the product documentation of this controller (item

no.1151412):

— User manual
— Product page

The AXCF 1152 is approved for certified security based on a limited scope. The AXCF1152 does not support left-
alignable modules and therefore network segmentation is not possible.

Since no network segmentation is possible, you can only use the AXC F 1152 as a stand-alone controller without
subordinate networks.

Machine

7

For information on the security context, refer to the topic Generic Security Concept.

...continuation see next page...
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Connecting and operating elements of the controller

The controller consists of the following components:

1
2
3
4
5
6
7
8

SD card

Bus base module

Electronics module

Reset button

SD card holder

Diagnostic and status indicators

Ethernet interface X2

Ethernet interface X1

Supply connector (connector for connecting the supply voltage (communications voltage U|))

Only use encrypted SD cards!

Information on this can be found in the topic SD card encryption.

Security seals

In order to prevent manipulation of the device supplied and to detect unauthorized opening of the device, security seals
have been applied to the controller.

From production dates Q2/2022 and later, the housing of PLCnext Control AXCF1152 is protected by a security seal on
both sides like shown below.
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These security seals are damaged in the event of unauthorized opening. In this case, correct operation of the
PLCnext Control can no longer be ensured.

Check the delivery for transport damage. Damaged packaging is an indicator of potential damage to the device
that may have occurred during transport. This could result in a malfunction.

Do not open the housing. If the housing is opened, the function of the device can no longer be ensured.

Check at regular intervals that none of the seals are damaged. If any of the seals are damaged or missing, it may
be that the device has been tampered. In this case, contact Phoenix Contact without delay before using the
device.

L e, el

.............. Gemes Dpoms % JUSAIET

Example: AXCF2152 viewed from the right side

Assignment of the Ethernet interfaces

The following is an overview of how the Ethernet interfaces are assigned on the various pages in the WBM:

Ethernet interface hardware Ethernet interface WBM - Network page Ethernet interfaces

WBM - Firewall page

X2 TCP/IP (LAN1) - Switched Mode eth0

(see Assigning IP addresses) (see Configuring
extended firewall
settings)

X1 TCP/IP (LAN1) - Switched Mode eth0

(see Assigning IP addresses) (see Configuring
extended firewall

settings)
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How to reset the controller
Reset 1

Resetting the controller to default setting type 1 deletes all settings that you have configured. These include, for
example:

— The PLCnext Engineer project, including all applications that have been programmed in accordance with IEC
61131-3

— All applications that were programmed using high-level languages

— The configured bus configuration

— The network configuration of the controller

— Changes and extensions that you have made to the operating system or to the firmware

To reset the controller to default setting type 1, proceed as follows:

Switch off the supply voltage of the controller.
After the LEDs have gone out, press the reset button.

Hold the reset button down and switch the supply voltage on.
The RUN and FAIL LEDs light up.

Release the reset button.

The controller is reset to default setting type 1.

Reset 2

Resetting to default setting type 2 resets the controller to the delivery state. This deletes all settings that you have
configured.

To reset the controller to default setting type 2, proceed as follows:

Switch off the supply voltage of the controller.
After the LEDs have gone out, press the reset button.

Hold the reset button down and switch the supply voltage on.
The RUN and FAIL LEDs light up.

Press and hold the Reset button down (approx. 30 s) until all LEDs (except the E and D LEDs) light up.
Release the reset button.

The controller is reset to default setting type 2.
Netload Limiter configuration

You configure the Netload Limiter on the Netload Limiter page in the WBM ( Configuration — Network , Netload Limiter
tab).

Fur further information, refer to the topic Configuring Netload Limiter.

Controller-specific information on the 62443-4-2 compliance list

Note: Please note the additional controller-specific information on the 62443-4-2 compliance list.
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AXCF 2152

Note: For further information about the controller (item no. 2404267), refer to the respective product
documentation:

— User manual
— Product page AXC F 2152

For further information about the left-alignable Ethernet module (item no. 2403115), refer to the respective
product documentation:

— Data sheet
— Product page AXCEXTETHATX

The Security Profile must be activated, the left-alignable Ethernet module must be installed and the corresponding bus
base module must be used.

Connecting and operating elements of the controller

5

The controller consists of the following components:

1

O NGOG A WN

Bus base module

Note: To be able to use the AXCF 2152 with the extension module AXCFXTETH1TX, you need the bus base
module AXCBSL2, item no. 1064312.

Electronics module

Reset button

SD card holder

Diagnostic and status indicators

Ethernet interface X2

Ethernet interface X1

Supply connector (connector for connecting the supply voltage (communications voltage U))

SD card
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Only use encrypted SD cards!

Information on this can be found in the topic SD card encryption.

Components of the left-alignable Ethernet module

The left-alignable Ethernet module consists of the following components:
1
2
3
4
5
6

Security seals

Bus base module

Electronics module

Supply connector

Function identification
Diagnostic and status indicators
Ethernet interface

In order to prevent manipulation of the device supplied and to detect unauthorized opening of the device, security seals
have been applied to the controller.

From production dates Q2/2022 and later, the housing of PLCnext Control AXCF 2152 is protected by a security seal on
both sides like shown below.
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These security seals are damaged in the event of unauthorized opening. In this case, correct operation of the
PLCnext Control can no longer be ensured.

Check the delivery for transport damage. Damaged packaging is an indicator of potential damage to the device
that may have occurred during transport. This could result in a malfunction.

Do not open the housing. If the housing is opened, the function of the device can no longer be ensured.

Check at regular intervals that none of the seals are damaged. If any of the seals are damaged or missing, it may
be that the device has been tampered. In this case, contact Phoenix Contact without delay before using the
device.

PLCheal Conlral
m!‘*' oy :.:-Iﬂ-%‘.‘uuir

AXCF 2152 viewed from the right side

Assignment of the Ethernet interfaces

The following is an overview of how the Ethernet interfaces are assigned on the various pages in the WBM:

Ethernet interface Ethernet interface WBM - Network page Ethernet interfaces WBM -
hardware Firewall page
AXCF2152: X2 TCP/IP (LAN1) - Switched Mode eth0
(see Assigning IP addresses) (see Configuring extended
firewall settings)
AXCF2152: X1 TCP/IP (LAN1) - Switched Mode ethO
(see Assigning IP addresses) (see Configuring extended
firewall settings)
AXCFXTETHITX TCP/IP (EXT LAN 1) enpls0
(left-alignable Ethernet (see Assigning IP addresses) (see Configuring extended
module) firewall settings)

PLCnext Technology - Security Info Center | Revision017 | 2025-02-10 | Page 245 of 306



PLCnext Control | AXC F 2152

Activating PROFINET

After you have performed a threat analysis and implemented appropriate protective measures from the security
context, you can activate PROFINET.

E‘ For information on how to activate PROFINET, refer to the topic Activating PROFINET in this PLCnhext Technology -
Security Info Center.

E‘ For further information on PROFINET in the WBM, refer to the PROFINET diagnostics topic in the main
PLCnext Technology - Info Center.

Using PROFINET

PROFINET is always operated on the extension module, while PLCnext Control is responsible for network
segmentation. This results in the following architecture:

Machine | .P',‘C .1?2,15,10.30

H™I PROFINET buscoupler

Accordingly, you need to adjust the firewall configurations (for more information, refer to the firewall basic
configurations ):

Input rules:
Basic Configuration  User Configuration
Input Rules Qutput Rules
Incoming connections, protocols and ports
Seq. Interface Protocol From IP From Port To IP To Port Comment Action
1 enplsd__ v UDP ~ 172.16.30.30 | | 0.0.0.0 | | [ 34964 || [Profinet Multicast (1aNA_PNI{| = [Accept v
z [enpiso__~] [uoP ~ 172.16.30.30 | ] | ] 0.0.0.0 | | [ 4s152-65535 | | [ Profinet Device Ports | | [Accept v
+ x4+
oscars (L
Output rules:
Basic Configuration  User Configuration
Input Rules Qutput Rules
Outgoing connections, protocols and ports
Seq. Protocol From IP From Port To IP To Port Comment Action
1 UDP v 0.0.0.0 | | [ 4s1sz-es535 | | 172.16.30.30 |/ || Profinet Device Ports | | [Acsent v
+/[x/ 4+
oiscara | (CD
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How to reset the controller
Reset 1

Resetting the controller to default setting type 1 deletes all settings that you have configured. These include, for
example:

— The PLCnext Engineer project, including all applications that have been programmed in accordance with IEC
61131-3

— All applications that were programmed using high-level languages

— The configured bus configuration

— The network configuration of the controller

— Changes and extensions that you have made to the operating system or to the firmware

To reset the controller to default setting type 1, proceed as follows:

Switch off the supply voltage of the controller.
After the LEDs have gone out, press the reset button.

Hold the reset button down and switch the supply voltage on.
The RUN and FAIL LEDs light up.

Release the reset button.

The controller is reset to default setting type 1.

Reset 2

Resetting to default setting type 2 resets the controller to the delivery state. This deletes all settings that you have
configured.

To reset the controller to default setting type 2, proceed as follows:

Switch off the supply voltage of the controller.
After the LEDs have gone out, press the reset button.

Hold the reset button down and switch the supply voltage on.
The RUN and FAIL LEDs light up.

Press and hold the Reset button down (approx. 30 s) until all LEDs (except the E and D LEDs) light up.
Release the reset button.

The controller is reset to default setting type 2.
Netload Limiter configuration

You configure the Netload Limiter on the Netload Limiter page in the WBM ( Configuration — Network , Netload Limiter
tab).

The Netload Limiter must be configured on the interface of the left-alignable Ethernet module ( TCP/IP (EXT LAN 1) ).

For further information, refer to the topic Configuring Netload Limiter.

Controller-specific information on the 62443-4-2 compliance list

Note: Please note the additional controller-specific information on the 62443-4-2 compliance list.
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AXCF 3152

Note: For further information about the hardware, refer to the product documentation of this controller (item

no. 1069208):

— User manual
— Product page

There are different Ethernet and firewall configurations due to three Ethernet interfaces.

Connecting and operating elements

The controller consists of the following components:

Bus base module

Diagnostic and status indicators

Electronics module

Reset button

SD card holder

Service interface (X4)

Ethernet interfaces (X1, X2, X3)

Supply connector (connector for connecting the supply voltage (communications voltage U|))

O NG AWN R
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SD card

Only use encrypted SD cards!

Information on this can be found in the topic SD card encryption.

Security seals

In order to prevent manipulation of the device supplied and to detect unauthorized opening of the device, security seals
have been applied to the controller.

From hardware revision 04, the housing of PLCnhext Control AXCF 3152 is protected by security seals like shown below.

These security seals are damaged in the event of unauthorized opening. In this case, correct operation of the
PLCnext Control can no longer be ensured.

Check the delivery for transport damage. Damaged packaging is an indicator of potential damage to the device
that may have occurred during transport. This could result in a malfunction.

Do not open the housing. If the housing is opened, the function of the device can no longer be ensured.

Check at regular intervals that none of the seals are damaged. If any of the seals are damaged or missing, it may
be that the device has been tampered. In this case, contact Phoenix Contact without delay before using the
device.

1 Security seals

Checking the device identity

PLCnext Control uses Trusted Platform Modules (TPM) to ensure the device identity. During production, a unique Device
Certificate (IDevID) is installed on each device and stored in the TPM. To check the device identity, please check the
device certificate and follow the certificate chain to the Phoenix Contact root certificate. Depending on the controller
model or hardware revisions, PLCnext Control devices use different types of TPMs.

Latest AXCF 3152 hardware revisions are containing the Infineon Trusted Platform Module 2.0 SLB 9673 (firmware
26.13). The compliance with FIPS 140-2 physical level 3 is confirmed by NIST CMVP certificate #4467.
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Activating PROFINET

After you have performed a threat analysis and implemented appropriate protective measures from the security
context, you can activate PROFINET.

[ﬂ For information on how to activate PROFINET, refer to the topic Activating PROFINET in this PLCnhext Technology -
Security Info Center.

m For further information on PROFINET in the WBM, refer to the PROFINET diagnostics topic in the main
PLCnext Technology - Info Center.

Using PROFINET

Communication paths

The controller consists of these communication paths:

1 3 x Ethernet X1/X2/X3:10/100/1000 BASE-T(X)
X2: PROFINET controller interface
X3: PROFINET device interface

2  Service interface For service purposes, you can connect a PC to the service interface (USB-C
interface). In this case, the service interface is used as an Ethernet interface
(default IP address: 128.0.0.1/30). Use as a USB host interface is not possible.
Note: The service interface is deactivated by default. Perform a threat analysis
before activating the service interface!
The procedure for commissioning the service interface can be found in the
topic Starting up the service interface of the AXCF3152 in the main
PLCnext Technology - Info Center. Only operate the service interface within the
protected network! The service interface must be secured via the firewall (as
described below)!
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Ethernet interfaces

The Ethernet interfaces are assigned as follows:

Assignment of the Ethernet interfaces

The following is an overview of how the Ethernet interfaces are assigned on the various pages in the WBM:

Ethernet interface hardware Ethernet interface WBM - Network page Ethernet
interfaces
WBM -
Firewall page

X1 TCP/IP (LAN1) LAN1

X2 TCP/IP (LAN2) LAN2

X3 TCP/IP (LAN3) LAN3

...continuation see next page...
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Firewall configurations

You need to adjust the firewall configurations (for more information, refer to the firewall basic configurations ):

Production
line 1

172.16.10.40

PLC 172.16.40.10

172.16.40.30

Input rules:

Basic Configuration  User Configuration

Input Rules Output Rules

Incoming connections, protocols and ports

Seq.  Interface Protocol From IP From Port To1P To Port Comment Action

1 [tz | | [uoP ~ 172.16.40.30 A | /] 0.0.0.0 || [ 34964 || [Profinet Multicast (1aNA_PNI(| | [Accept v
2 [Nz ~] | [uoe v 172.16.40.30 | | | 0.0.0.0 | | [_49152-65535 | | [ Profinet Device Ports | | [Accept ~]
+/[x/++

biscrs (L2
Output rules:
Basic Configuration  User Configuration
Input Rules Output Rules
Outgoing connections, protocols and ports

Seq. Protocol From 1P From Port To 1P To Port Comment Action

1 [uoe ~ | 0.0.0.0 | | [ as1s2-65535 | | | 172.16.40.30 | /] | ] Profinet Device Ports | | [Accept ~
+/x/+ +

— ), |
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Using the service interface (USB)

Perform a threat analysis before activating the service interface.

You should only use an SSH connection during commissioning, not during operation of a system.

Note: You must always explicitly deactivate the service interface. It is not deactivated by a reset 1/reset 2 or
activating the Security Profile. Once activated, the service interface will otherwise always remain on.

Here is an example of the firewall settings you need to make when using the service interface (see comments in the
following screenshot):

Basic Configuration  User Configuration

Input Rules Output Rules

Incoming connections, protocols and ports

Seq. Interface Protacol From IP From Port To IP To Port Comment Action
1 [l v]  [rce v] 172.16.100.11 ]| | 172.16.100.10 B 22 ] | [_Pcto pLC (SSH via usB] | | [Accept ]
= [zn1 v] [ v] | ]| ] [ 172.16.10.40 RN 443 | | [_HT1PS upper network | | [Accept v
3 [zn1 v] [t v] ]| | B 41100 | | [Enginear (RSC) upper networ]| | [Accept ]
4 [l v] | [mce v] | 0.0.0.0 ] ][ 0.0.0.0 ] 41100 ] | [_Block Engineer (RSc) | | [Drop |
5 [l v [me > 0.0.0.0 AR IRl 0.0.0.0 R 443 | | [_Block all other kTTPS | | [Crop ~]
+ X+
Discard

...continuation see next page...
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How to reset the controller
Reset 1

Resetting the controller to default setting type 1 deletes all settings that you have configured. These include, for
example:

— The PLCnext Engineer project, including all applications that have been programmed in accordance with IEC
61131-3

— All applications that were programmed using high-level languages

— The configured bus configuration

— The network configuration of the controller

— Changes and extensions that you have made to the operating system or to the firmware

To reset the controller to default setting type 1, proceed as follows:

Switch off the supply voltage of the controller.
After the LEDs have gone out, press the reset button.

Hold the reset button down and switch the supply voltage on.
The RUN and FAIL LEDs light up.

Release the reset button.

The controller is reset to default setting type 1.

Reset 2

Resetting to default setting type 2 resets the controller to the delivery state. This deletes all settings that you have
configured.

To reset the controller to default setting type 2, proceed as follows:

Switch off the supply voltage of the controller.
After the LEDs have gone out, press the reset button.

Hold the reset button down and switch the supply voltage on.
The RUN and FAIL LEDs light up.

Press and hold the Reset button down (approx. 30 s) until all LEDs (except the E and D LEDs) light up.
Release the reset button.

The controller is reset to default setting type 2.
Netload Limiter configuration

You configure the Netload Limiter on the Netload Limiter page in the WBM ( Configuration — Network , Netload Limiter
tab).

The Netload Limiter must be activated on the interface x1 (LAN 1).

For further information, refer to the topic Configuring Netload Limiter.

Controller-specific information on the 62443-4-2 compliance list

Note: Please note the additional controller-specific information on the 62443-4-2 compliance list.
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AXCF XTSPLC1000 (SPLC1000)

Note: For further information about the hardware, refer to the product documentation of this controller (item

no.1159811):

— User manual
— Product page

Connecting and operating elements

The controller consists of the following components:

1 Function identification

2 Bus base module

3 Electronics module

4 Supply connector (connector for connecting the supply voltage (communications voltage UL, 24 V
DC))

5 Diagnostics and status indicators
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Printing and test mark

/L_,Tﬁq/1

SPLC1000 printing, including test mark:

N oA WN R

Security seals

Item designation

Item number

Year of manufacture
Revision versions (HW/FW)
Serial number

Test mark
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Diagnostics and status indicators

P RUN
C FS
LED Color Meaning Status Description
FS - Failure State: Off — Error-free operating state of the SPLC 1000 with
Safe state of the supply voltage present.
SPLC1000 — A Failure State is not present.
Red Flashing (1 = - The SPLC1000 is in the Failure State due to a
Hz) configuration error in the PLCnext Engineer software.
— The SPLC1000 has switched to the safe state (Failure
State).
— The SPLC1000 can be accessed from
PLCnextEngineer online.
Remedy:
Remedy the configuration error in
PLCnextEngineer.
Download the standard project to the standard
controller used.
Download the safety project to the SPLC1000.
On — Acritical error in the SPLC1000 hardware has

occurred and been detected.
— The SPLC1000 has switched to the safe state (Failure
State).

Remedy:
Perform a voltage reset:

Switch off the supply voltage of

the SPLC1000 and the standard controller for at
least 30 seconds and then switch it back on again
(Power UP).

Or restart the standard controller in
the PLCnext Engineer software:

Click the "Reboot the controller" button in
the PLCnext Control "Cockpit" editor.
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SD card

Only use encrypted SD cards!

Information on this can be found in the topic SD card encryption.

Controller-specific information on the 62443-4-2 compliance list

Note: Please note the additional controller-specific information on the 62443-4-2 compliance list.
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AXCF XTSPLC3000 (SPLC3000)

Note: The AXCFXTSPLC3000 (SPLC3000, item no. 1160157) is developed in compliance with the IEC
62443-4-1 process and meets the requirements of IEC 62443-4-2, as detailed in the security and safety
hardening guidelines.

Officially, the SPLC 3000 will be included in the forthcoming IACS Components PLChext Control certificate for
firmware 2025.0 LTS.

You can find the Functional Safety Certificate here: Functional Safety certificates

Connecting and operating elements

The controller consists of the following components:

1 Electronics module

2 Diagnostics and status indicators

3 Bus base module

4 Supply connector (connector for connecting the supply voltage (communications voltage UL, 24 V
DQC))

5 Security seals
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Printing and test mark

PLCnext Control
Extension

AXCFXTSPLC<

Ord No.1160157

:

[s] [ =]a]
[s] [ =]=]

°Q
e

0|

i

@)
@)

SPLC3000 printing, including test mark:

c Ul D WNR

Note: For further information about the hardware, refer to the product documentation of this controller (item

no. 1160157):

— User manual
— Product page

SD card

Item designation

Year of manufacture

Item number

Revision versions (HW/FW)
Serial number

Test mark

Only use encrypted SD cards!

Information on this can be found in the topic SD card encryption.

Controller-specific information on the 62443-4-2 compliance list

Note: Please note the additional controller-specific information on the 62443-4-2 compliance list.
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RFC4072S

Note: For further information about the hardware, refer to the product documentation of this controller (item

no. 1051328):

— User manual
— Product page

NOTICE

Risk of unauthorized access to devices

The safety controller RFC4072S has a touch screen display and is used with an external SD card. This makes
unencrypted information available. To prevent damage, data corruption, loss of data, or misuse of data due to
authorized access, make sure that only authorized access is possible.

Protect the interfaces by installing the devices in a control cabinet.

Secure the control cabinet with a lock.

Make sure that only authorized persons have access to the control cabinet key.
Run cables in such a way that they are protected against unauthorized access.

There are different Ethernet and firewall configurations due to three Ethernet interfaces.
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Connecting and operating elements

The controller consists of the following components:

Touch screen display

Mode selector switch

Slot for the parameterization memory/card holder (SD card)
Ejector for the parameterization memory

USB interface (type A USB 3.0 socket;

currently not supported)

Ethernet interfaces (RJ45 sockets)

Connection for external supply voltage (24 V DC)

Security seals

Test marks and revision status (hardware/firmware of iSPNS 3000)
Fan module (optional)

Label showing:

— Revision status (hardware/firmware) of the standard controller
— MAC addresses

— Serial number of the device

— Default password for admin user authentication
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Security seals

In order to prevent manipulation of the device supplied and to detect unauthorized opening of the device, security seals
have been applied to the controller.

The housing of safety controller RFC4072S is protected by security seals on both sides like shown below.

These security seals are damaged in the event of unauthorized opening. In this case, correct operation of the
PLCnext Control can no longer be ensured.

Check the delivery for transport damage. Damaged packaging is an indicator of potential damage to the device
that may have occurred during transport. This could result in a malfunction.

Do not open the housing. If the housing is opened, the function of the device can no longer be ensured.

Check at regular intervals that none of the seals are damaged. If any of the seals are damaged or missing, it may
be that the device has been tampered. In this case, contact Phoenix Contact without delay before using the
device.

MM B MMM MM M

1 Test marks and revision status (hardware/firmware) of the integrated safety-related PROFINET controller

iISPNS 3000
2  Security seals
SD card

The use of the SD card is mandatory. You may only use encrypted SD cards (refer to the topic SD card encryption).

Phoenix Contact recommends the use of the following SD cards:

— SD FLASH 8GB PLCNEXT MEMORY LIC (item no. 1151112)
— SD FLASH 32GB PLCNEXT MEMORY LIC (item no. 1151111)
— SD FLASH PLCNEXT MEMORY LIC CFG (item no. 1308064)

From firmware 2024.0LTS, these special SD cards provide data protection, and therefore can be used together with the
Security Profile.

Sensitive data is stored on the SD card. This data can even be restored after reformatting the SD card.

To protect the data, make sure that the cover of the slot for the SD card is always screwed tight.
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Touch screen display

The RFC4072S has a touch screen display (also referred to as “display” in the following). This display shows tiles
containing various information on the device and the connected network. The display allows you to retrieve information
about the iISPNS 3000 and OPC UA connections, for example. The depth of information shown varies by tapping the
individual tiles. The display allows menu-guided operation of the device. Among other things, you can reset the device
to the factory default.

How to reset the controller

Note: Resetting to the default settings deactivates the Security Profile.

The menu MAINTENANCE allows for the following maintenance settings:

— PLCREBOOT :
Restarts the RFC4072S
— FACTORY RESET :
Resets the RFC4072S to the factory defaults (Reset type 1)

|

RFC 40725

r

B

c—
T e |
a4 ©

A Home menu
B CONFIG DETAILS menu
C MAINTENANCE menu
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Status information

There are status information on the touch screen display. The status information of the individual tiles of the display is
only shown in the home menu. The background color on the individual tiles varies depending on the state.

Status information of the safety PLC (iISPNS 3000):

Indicator  Color Meaning
Gray The function of the iISPNS 3000 is deactivated. No safety-related program is loaded.
Blue

Initial state in which the iISPNS 3000 passes through various phases until it is ready for
operation (e.g., self-test, synchronization with the standard controller). The iISPNS 3000
is ready for operation once it has passed through these phases.

FS (Failure State) is off.

Green
Cyclical processing of the safety-related application program has started.

FS (Failure State) is off.

Orange
The iISPNS 3000 is in the "Debug Run" state.

This state was invoked from the PLCnext Engineer software with an active online
connection.

FS (Failure State) is off.

Orange
The iISPNS 3000 is in the "Debug Stop" state.
This state was invoked from the PLCnhext Engineer software with an active online

connection.

The iSPNS 3000 is ready. Cyclical processing of the safety-related application program
has stopped. The iSPNS 3000 must be started manually via the PLCnext Engineer
software.

FS (Failure State) is off.

Red
- The iSPNS 3000 is in the safe state (failure state).

FS (Failure State) is red.
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Diagnostic indicators

The diagnostic indicators of all the tiles are displayed in the home menu using virtual LEDs.
Below you can see the meaning of the FS (Failure State) LED (at the Safety PLC tile):

RFC 4072S

LED

Color

Meaning

FS

Red

On

A critical error has occurred and been detected.
The iSPNS 3000 has switched to the "safe state".

Flashing 1 Hz

— Initialization phase is running (firmware boot process with power-on
self-test, loading the parameterization and configuration data from the
parameterization memory, booting the safe application program)
or

— Initialization phase has been aborted with an error
or

— Error-free DEBUG state of the iSPNS 3000

Gray

Off

Error-free operating state of the iSPNS 3000 (if supply voltage is present)

...continuation see next page...
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Booting the device

During boot, the USB interface is intentionally accessible via a connected keyboard.
You can choose between:

— Linux A

— Linux B

— Recovery

— Installing a new firmware via USB device

After the firmware has booted, the USB interface is disabled.

@ NOTICE |

Risk of unauthorized access to the firmware of the device

Attackers can boot the device with a different firmware than intended if they have physical access to the device.

To prevent damage, data corruption, loss of data, or misuse of data due to authorized access, make sure that only
authorized access is possible:

Protect the interfaces by installing the device in a control cabinet.
Secure the control cabinet with a lock.
Make sure that only authorized persons have access to the control cabinet key.

Make sure that on all possible boot partitions the intended firmware is installed before using the device for
productive applications.
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Assignment of the Ethernet interfaces

The following is an overview of how the Ethernet interfaces are assigned by default in the various pages in the WBM:

Ethernet
interface
hardware

LAN1

LAN2

LAN3.1

LAN3.2

Description

10/100/1000 BASE-T(X),
separate MAC address

10/100/1000 BASE-T(X),

separate MAC address

10/100/1000 BASE-T(X),
common MAC address, internally
switched

...continuation see next page...

PROFINET
function by
default

PROFINET
Controller

PROFINET
Device

Ethernet
interface WBM -
Network page

TCP/IP (LAN1)

TCP/IP (LAN2)

TCP/IP (LAN3) -

Switched Mode
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Activating PROFINET and OPCUA®

After you have performed a threat analysis and implemented appropriate protective measures from the security
context, you can activate PROFINET and OPC UA®.

Deutsch  English Help ¥ @mmm @mmm Logout in 17:58
NIX Project Name: HW: 02 FW:
INTACT Hc:
e oTERS Configuration
1051328
System Services
Service ID Service Name Factory Default Activation
APP MANAGER App Managar (m]
EHMI PLCnext Engineer HMI G
‘GRPC LOCAL SERVER gRPC Remote Procedure Calls (Local) (]
~ | Information
LINUX SYSLOG BLCnext Syslog adapter
Ereelrem METLOAD LIMITER Metload Limiter
ORCUA T OPC UA Servar T
+| Diagnostics
PROFINET CONTROLLER Profinet Controller
_ Gonfiguration PROFINET DEVICE Profinet Devica
SOFTWARE UPDATE | Softuars Update vis Davics and Updats Managsment - ! ]
Fan Control
Netviork
[ [N Apply and reboot

Systam Services

e A B s e g s Sl et i P B B Bt S W D\ it gt P R Y P

E’ For further information on how to activate PROFINET, refer to the topic Activating PROFINET® in this
PLCnext Technology - Security Info Center.

E’ For further information on how to activate OPCUAZ®, refer to the topic Activating OPC UA Server in this
PLCnext Technology - Security Info Center.

|z| For further information on PROFINET in the WBM, refer to the PROFINET diagnostics topic in the main
PLCnext Technology - Info Center.

After activation of PROFINET and OPCUA®, the home display looks like this:

RFC 40725
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Using PROFINET

You need to adjust the firewall configurations (for more information, refer to the firewall basic configurations ):

Production
line 2

172.16.10.50

PLC 172.16.50.10

172.16.50.30

HMI

Buscoupler

Input rules:
Basic Configuration ~ User Configuration
Input Rules Output Rules
Incoming connections, protocols and ports
Seq. Interface Protocol From IP From Port To IP To Port Comment Action
1 [enpiso__~]  [uoP ~ | 172.16.50.30 | ] any | ] 0.0.0.0 | | [ 34984 | | [Profinet Multicast (1aNA_PHIt| = [Accept ~]
2 [enp1so_~]  [upp ~ 172.16.50.30 | any | 0.0.0.0 | | [ 49152-65535 | | [ Profinet Device Ports | [Accept ~]
+/[x/++
S o ]
Output rules:
Basic Configuration = User Configuration
Input Rules Output Rules
Qutgeoing connections, protocols and ports
Seq. Protocol From IP From Port To IP To Port Comment Action
1 [uoF ~ 0.0.0.0 | | [ so1s2es535 | | | 172.16.50.30 || || Profinet Device Ports || [Accept ~
+%|+ ¥
SR noo |
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Mode selector switch

RUN/PROG

STP

MRESET

The mode selector switch is used to define the operating state of the standard controller only. The mode selector
switch does not influence the operating state of the safety-related PROFINET controller (SPNS).

There are three operating modes: The RUN/PROG and STP (= stop) positions have a toggle-button function, and the

MRESET position has a push-button function. After releasing the switch in the MRESET position, it returns to the STP
position.

E] For further information on the mode selector switch, refer to the user manual for RFC4072S controllers.

Netload Limiter configuration

You configure the Netload Limiter on the Netload Limiter page in the WBM ( Configuration — Network , Netload Limiter
tab).

For further information, refer to the topic Configuring Netload Limiter.

Controller-specific information on the 62443-4-2 compliance list

Note: Please note the additional controller-specific information on the 62443-4-2 compliance list.
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BPC9102S

Note: For further information about the hardware, refer to the product documentation of this controller (item

no. 1246285):

— User manual
— Product page

Connecting and operating elements

The controller consists of the following components:

1

HrWDN

0 g o6 G

BPC9102S
BPC 9102 FAN KIT (optional)
COM service interface (D-SUB 9 pin strip)

LAN1/LAN2/LAN3 Ethernet interfaces (RJ45 jacks; 10/100/1000 Mbps) and USB service interface
(USB 3.0 type A socket)

Cover of the SD card holder (slot for the configuration memory) and MRESET button
Diagnostics and status indicators (LED)

Status LEDs of the device-internal UPS

Connection for external supply voltage (24 V DC)
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Security seals

In order to prevent manipulation of the device supplied and to detect unauthorized opening of the device, security seals
have been applied to the BPC9102S.

These security seals are damaged in the event of unauthorized opening. In this case, correct operation of the
PLCnext Control can no longer be ensured.

Check the delivery for transport damage. Damaged packaging is an indicator of potential damage to the device
that may have occurred during transport. This could result in a malfunction.

Do not open the housing. If the housing is opened, the function of the device can no longer be ensured.

Check at regular intervals that none of the seals are damaged. If any of the seals are damaged or missing, it may
be that the device has been tampered. In this case, contact Phoenix Contact without delay before using the
device.

1T
el
Bl
I5eheise

)
2
it

The controller consists of the following components:

1 Security seals (on the unillustrated side of the BPC9102S)

USB and COM service interfaces

The BPC9102S has a USB service interface (USB 3.0 type A socket) and a COM service interface (D-SUB 9 pin strip).
These two interfaces are for internal service purposes only. During normal operation of the device, these interfaces
cannot be used.
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Diagnostics and status indicators

uPs

@ READY
O DISCHARGE
@ ALARM

= 2 —I—' Il]
I @
= = (=0 o=
A6COM TaLANz  XZLANI SD-CARD  MAESET
X4LANZ  XEUSB

UFS

@READY
O DISCHARGE
@ALARM

/.

| ©

©

)
J
c}

SPLC 3000

Flashing (1 Hz)

Off

LED Color Meaning ‘ Status Description
Run-S Green Operating state of the safe On Cyclical processing of the safety-
application program related application program has
started.

Off Cyclical processing of the safety-
related application program has
stopped.

FS-S Red Failure state: Safe state of the On A critical error has occurred and

been detected.
The SPLC 3000 has switched to the

safe state (failure state).

This can indicate:

— Initialization phase is running
(firmware boot process with
power-on self-test; loading
parameterization and
configuration data from the
configuration memory; booting
the safe application program)

— Initialization phase has been
aborted with an error

— Error-free BPC9102S debug
mode

Error-free operating state of the
SPLC 3000 with supply voltage
present
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SD card

The use of the SD card is mandatory. You may only use encrypted SD cards (refer to the topic SD card encryption).

Phoenix Contact recommends the use of the following SD cards:

— SD FLASH 8GB PLCNEXT MEMORY LIC (item no. 1151112)
— SD FLASH 32GB PLCNEXT MEMORY LIC (item no. 1151111)
— SD FLASH PLCNEXT MEMORY LIC CFG (item no. 1308064)

From firmware 2024.0LTS, these special SD cards provide data protection, and therefore can be used together with the
Security Profile.

Sensitive data is stored on the SD card. This data can even be restored after reformatting the SD card.

To protect the data, make sure that the cover of the slot for the SD card is always screwed tight.

Assignment of the Ethernet interfaces

Run-S
FS-S|RUN
P|FAIL

@e
60
@ @ & i®) @ ® ® BF-c|DBG
m = ® ® sFleFD
X6:COM Y3LANZ  XZLAN1 SD-CARD MRESET Z]
X4LAN3  X5:USB

UPS

FWR

O DISCHARGE

OREADY
OALARM ‘

The BPC9102S is equipped with the following interfaces:

Pos. Interfaces Description

1 COM RS-232 Service interface (reserved internally):
D-SUB 9 pin strip (serial, RS-232)

2 LAN1 3 x Ethernet | Ethernet:
1 Gbps or 2.5 Gbps

LAN2 PROFINET:
Controller interfaces function (max. 1 Gbps)
LAN3 PROFINET:

Device interfaces function (max. 1 Gbps)

3 usB Service interface (reserved internally):
USB 3.0 socket (type A)

Note: The IP addresses of interfaces LAN1/LAN2/LAN3 must be in different subnets.
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The following is an overview of how the Ethernet interfaces are assigned by default in the various pages in the WBM:

Ethernet interface  Description PROFINET function by default Ethernet Ethernet
hardware interface interfaces
WBM - WBM -
Network Firewall
page page
X2:LAN1 10/100/1000 BASE-T(X), TCP/IP LAN1
separate MAC address (LAN1)
X3:LAN2 10/100/1000 BASE-T(X), PROFINET Controller TCP/IP LAN2
separate MAC address (LAN2)
X4:LAN3 10/100/1000 BASE-T(X), PROFINET Device TCP/IP LAN3
common MAC address, internally (LAN3)
switched
Activating PROFINET

After you have performed a threat analysis and implemented appropriate protective measures from the security
context, you can activate PROFINET.

E] For information on how to activate PROFINET, refer to the topic Activating PROFINET in this PLCnhext Technology -
Security Info Center.

E] For further information on PROFINET in the WBM, refer to the PROFINET diagnostics topic in the main
PLCnext Technology - Info Center.

Using PROFINET

If you activate and use PROFINET , it is strongly recommended to use the PROFINET configuration described below.

Depending on the connected interface, the BPC9102S can be accessed on the Ethernet via three different IP
addresses.

Note:

— The IP addresses of interfaces LAN1/LAN2/LAN3 must be in different subnets.

— The PROFINET controller function of the BPC9102S is available at interface LAN2. This interface must then
be assigned an IP address if the PROFINET controller function of the device is to be used in the application.

— An IP address must be assigned to the LAN3 interface if you want to use the PROFINET device function of the
BPC9102S on these interfaces.

— The LAN1 and LAN3 interfaces do not necessarily have to be assigned an IP address if, for example,
communication between a PC with PLCnext Engineer and the BPC9102S is also implemented via the LAN2
interface. We recommend that appropriate IP addresses be assigned to all interfaces.

You need to adjust the firewall configurations (for more information, refer to the firewall basic configurations ):
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Production
line 2

172.16.10.50

PLC 172.16.50.10

172.16.50.30

HMI

Input rules:

Basic Configuration  User Configuration

Input Rules Output Rules

Incoming connections, protocols and ports

Seq.  Interface Protacol From IP From Port To 1P To Port Comment Action
1 [z ~|  [uoe v 172.16.50.30 | ] || 0.0.0.0 | |[___3496a || [Profinet Multicast (1aNA_PNI(| | [Accept v]
2 L2 v|  [uoe vl ] 172.1650.30 | | ] 0.0.0.0 | [ as152-65535 | | [ Profinet Device Ports | | [accept v]
+/x/+ ¥
biscara [T
Output rules:
Basic Configurstion  User Configuration
Input Rules Output Rules
Outgoing connections, protocols and ports
Seq. Protocol From IP From Port To 1P To Port Comment Action
1 [uoe v 0.0.0.0 | | [ 491s2-65535 | | | 172.16.50.30 | /] | Frofinet Device Ports ] | [Accept v
+/x/+ +

piscard | [E00
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Resetting the controller

You reset the BPC9102S by actuating the MRESET button.

The MRESET button is located under the side cover of the BPC 9102S. The button can only be pressed with a pointed
object (such as a pen).
Using the MRESET button will delete the application program in the BPC9102S main memory and the retain data.

Procedure:

To actuate the MRESET button (4), remove the screw (3) in the cover (1) with a Torx® TX 10 screwdriver.
Then swivel the cover (1) to the side so that you can easily access the MRESET button (4).
To delete the application program and the retain data, actuate the MRESET button in the following sequence:
Press and hold down the button for three seconds.
Release the button for less than three seconds.
Press and hold down the button for three seconds.

Re-affix the cover (1) after actuating the MRESET button by tightening the screw (3) to protect the MRESET
button against accidental damage or actuation.

Secure disposal

Sensitive data is stored on the SD card. This data can even be restored after reformatting the SD card. To ensure that
your data does not fall into unauthorized hands, you should physically destroy the SD card before disposal.

Physically destroy the SD card, e.g., by cutting up the SD card.
Dispose of the irreparably damaged SD card in accordance with the applicable national regulations.

The device contains an internal memory.

To ensure that the internal memory cannot be accessed, you must ensure that the hardware is disposed of
safely.
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For more information on secure disposal, refer to the topic Secure disposal.

Controller-specific information on the 62443-4-2 compliance list

Note: Please note the additional controller-specific information on the 62443-4-2 compliance list.
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Controller-specific information on the 62443-4-2 compliance
list

EDR 3.14

The PLCnext Control supports a software-based partial integrity and authenticity protection of the boot process. Before
mounting the Linux file system, a system integrity check is performed. The boot loader, the kernel and certain files are
not covered by this integrity check.

You can check the result of the integrity check here: Checking the integrity state.

The software-based partial integrity and authenticity protection of the boot process has been certified in the last three
audits since 2021. With new CPUs now supporting hardware secure boot from the ROM, a new state of the art security
technology is established. From version 2024.0, PLCnext Control devices do not longer fully comply with the EDR 3.14
requirements.

As the threat landscape evolves, more organizational security measures must be supervised to protect the device
against tampering. Existing PLCnext Control devices will not be updated to a compliant integrity and authenticity
protection of the boot process, as device replacement use cases can not be supported by compliant firmware versions.
New PLCnext Control devices with new CPUs supporting hardware secure boot (EDR 3.14) are under development and
are planned to be released to the market in 2025 and 2026, depending on the controller type.

The prerequisite is that the Security Profile is activated. Only use PLCnext Control devices in the security context with
an activated Security Profile.

Before installing a project, ensure that the project integrity settings in the toolchain and PLCnext Engineer are active to
protect it (Checking project data integrity ). Verify the integrity of the device's firmware and application by checking the
local security logs and enabling syslog supervision by a network server to monitor access to the device: Security
logging and Configuring central logging.

Follow all security advice in the PLCnext Technology - Security Info Center:

— understanding the generic security concept

— security hardening

— configuring the firewall

— protecting the device against network attacks and physical access

OpenSSL

The OpenSSL library has been updated to version 3.0. The PLChext Technology firmware uses this version only. For
compatibility reasons the previous OpenSSL library (version 1.1.1) still exists in the file system. As this version is
outdated, it will be removed in one of the next firmware releases. For applications (including PLCnext Technology Apps)
which use the OpenSSL library, an update is recommended as soon as an application version is available, which uses
OpenSSL 3.0.
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Device certificates

In this topic you can find out about current device certificates.

For example, there is currently a new device certificate for the PLCnhext Control devices, see the following screenshot:

AXC F 3152 Security
1069208

Certificate Authentication

Trust Stores | Identity Stores

Identity Store Content
1DevID
—  Overview No. Element
- 1 Key Pair
General Data
A 2 Certificate
Cockpit ﬁ
3 Certificate
= Diagnostics @
Losal Bus B ¢ | cethoote
Notifications
5 Certificats
Profinet Eﬁ ertificate

Type
ECDSA TPM SECP256R1

Key Certificate

Issuer Certificate

Issuer Certificate

Issuer Certificate

Deutsch  English Help ¥ Security Profile activated Integrity check successfull

POHSHICHOO@I@ @ THemmey
ICONTACT

Description

ECDSA Key Pair

Common Name: AXC F 3152

Valid not after: 9999-12-31T23:59:53 UTC

Common Name: ECDSA-NIST Phoenix Contact Initial DevicelD
Sub-CADL
WValid not after; 9998-12-31T23:59:5% UTC

Common Name: ECDSA-NIST Phoenix Contact Device Root-CA01
Valid not after; 9999-12-31T23:59:5% UTC
Common Name: ECDSA-NIST Phoenix Contact Device Root-CAQL
Velid not after; 9999-12-31T23:59:58 UTC

Logout in 18:57

HW: 04 FW:
MAC:
Details
(E| E)
(E] ]
(E]
(E]
(E]

Further information can be found on the Phoenix Contact Device PKI website.
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Protection against physical access

Protection against physical access is an important requirement for OT devices (component). Attackers may access the
hardware and try to manipulate the firmware, configuration, or applications.

IEC 62443 describes major attack vectors, like:

— non-operational
— transferring the component from the manufacturer to the system integrator
— transferring the component installed to the asset owner in a cabinet together with the machine
— storing the component on stock
— commissioning/maintenance
— accessing the component by the service personal
— operational
- recognize physical access to the component during running

Even if PLCnext Control devices provide already several tampering protection mechanisms, the potential physical
access needs to be supervised by the system integrator, the service provider, and the asset owner. This is done by
using additional organizational measures defined in their Information Security Management System (ISMS). Such
measures are for example described in IEC 62443-2-4 and IEC 62443-3-3, as well as in ISO IEC 27001.

NOTICE

Risk of unauthorized access to devices

The safety controller RFC4072S has a touch screen display and is used with an external SD card. This makes
unencrypted information available. To prevent damage, data corruption, loss of data, or misuse of data due to
authorized access, make sure that only authorized access is possible.

Protect the interfaces by installing the devices in a control cabinet.

Secure the control cabinet with a lock.

Make sure that only authorized persons have access to the control cabinet key.
Run cables in such a way that they are protected against unauthorized access.

PLCnext Control devices provide security measures to support organizational measures by:

— Security seals (security void) to protect the housing as well as indicating opening attempts.

— CabinetDoorState library providing the possibility to generate security notifications based on lockable, supervised
cabinets.

— Disabled communication on external interfaces, e.g. SD card slot, USB connector

Shipping packaging

Stickers are attached to the packaging to prevent tampering with the device during shipping (e.g. by installing a
different firmware) and to detect unauthorized opening of the packaging.

Make sure that the packaging has not yet been opened. To do this, check that the sticker on the box of the
PLCnextControl is intact.

If the sticker on the box is damaged, you must not use the device!

If you notice any damage to the packaging, contact Phoenix Contact immediately.
Measures for shipment

If a PLCnext Control is delivered from the system integrator to the asset owner, the following measures must be taken
into account:
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— There must be no customer-specific data on the internal SD card.

— Only use external, encrypted SD cards and send them in a separate package from the PLChext Control.

— Prepare the PLCnext Control so that it can be used with the external SD card (set up the recovery password).

— Send the recovery password and the encryption password separately from the PLCnext Control and SD card.

— Preferably, PLCnhext Control, SD cards and passwords should be shipped individually in sealed packaging with
security seals.

Security seals

In order to prevent manipulation of the device supplied and to detect unauthorized opening of the device, security seals
have been applied to the controller. These security seals are damaged in the event of unauthorized opening. In this
case, correct operation of the controller can no longer be ensured.

For more information, refer to the corresponding topic of the controller (e. g. AXCF2152).

Cabinet supervision

To protect the PLCnext Control during operation, commissioning, and maintenance an example application and library
can be installed via the app "IEC 62443 Cabinet Supervision" in the PLCnext Store. It contains the
CDS_SendNotification function block which can be connected to one or more cabinet supervision contacts. If the
status of the cabinet door supervision contacts is changed, the function block is generating security notifications which
may indicate an unauthorized access.

To supervise the control cabinet door, add the CDS_SendNotification function block into your program, connect it
with the cabinet supervision contact, setup the notification text according to your organizational measures, and you will
be notified about every action at the cabinet's door.

From the app "IEC 62443 Cabinet Supervision" you must install the function block libraries CDS_Security
and RSC_Notifications.

To use the CDS_SendNotification function block, proceed as follows:

Open your project in the PLCnext Engineer. show more

From the Libraries section of the COMPONENTS area, insert the RSC_Notifications function block example
into your program.

v [ Libraries (3)

~ [gm Libraries (3)
w H cDs_Security (1)
H RsC_Notifications
H PLCnext Controller
H RsC_Notifications
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@ Instantiate one function block per cabinet door to be supervised.

COMPONENTS

(D

v
© Baxct21521: AXCF 2152 -
v () PLCnext(2) *

> dH Esu (1)

RN e
VNG it

‘20 PLCnext Components (0)

| e |

> H cos_Secuiy (2)
> H Extended (83)
> B IEC61131:3 126)
> H pLone (34

> {3 PLCnext Components & Programs (0)

> @ Network 519

> gy

[ va s
v B suust RSO xc£21521 1EG 61131.3 TestDoort
o Coce Rsc_)
&, Sent T
v o5 RSO
o Severty RsC.!
b WSTRING

2x£2152-1/IEC 61313 T

WSTRING

EREREfE®s 5 et

< B Libaries )

© 5 Lirares (3)
8 cDS_Security (1)
B RSC_Notications
& PLCnext Controler
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Assign inputs and outputs of the function blocks.

CabinetDoorState_ 2

i CDS_SendNotification
ToggleToSendMotification_1 1] xExecute %Read Ready 1
WS TRINGE MyCabinat"
T FALSE g FALSE
T FALSE
L Siatus 1
(]

CabinetDoorState_1

ToggleToSendNotification_2 |

WETRIMNGH'MyCabinat 27
WSTRIMNGH binet 2”

OpenSiring n

“Cabinet 1 OPEN

ClosadString
"Cabinet 2 CLOS...

Note: The default setting of the IN ports is NC (noxrmally closed ). If you use an NO contact

(noxmally open ), you must adjust the string accordingly.
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Save and transfer your project to the controller.
< Now you will receive messages about the status of your control cabinet via the Web-based Management
(WBM) on your PLCnext Control:

Deutsch  English Help ¥ 1) Security Profile activated U[nlzgn'l‘v check successfull Logout in 19:08
DO ENOOENOEDEDOOEDENOEDNeS Ramz
AXC F 2152 Diagnostics
2404267
Notifications
;ﬁ” Filter
N
L Archive Name [All archives v] Maximum number of notifications [202+ ]
Severity [==Internal v] Time from [ ] - |

Sender T ] Time to T ] - T ]

+ Information

— Diagnostics
Notifications

i Severity 4 Time ¥  Sender 4 Name 4 Notification
Lecal Bus ] 11.04.2022 14:23:30.716 User Application Security.UserApplication. CabinetState.MyCabinet. Cabinet door status: Closed! Please note an unauthorized .. | =
Notifications 11.04.2022 14:22:05.676 User Application Security.UserApplication.CabinetState.MyCabine 2t Cabinet 1 OPEN!

A 11.04.2022 14:22:05.674 Set.uril‘l UserApplication.CabinetState.MyCabine | Cabinet door status: Opi:n! Please check if a physica...
— Configuration

@ 11.04.2022 14:22:01.328 BLC Man Security.Arp.Plc.Domain. PlcStarted PLC started. Start Kind: Warm, Used Memory: 3%, CPUs
Network

@ 11.04.2022 14:22:01.326 | PLC Man Pl StateChangsd Ple state changed: Stop (wa
Systam Services

. ® 11.04.2022 14:22:01.245 | PLC Retain Retsin RetainDataSaved Retain data saved

Web Services
[ — @ 11.04.2022 14:22:01.046 | PLC Manager Arp.Plc.Domain PlcManager.StateChanged Ble stste changed: Ready === Stop (warm)

Y 11.04.2022 14:22:00.827  Axioline Arp.lo.Axioline. StateChanged Axioline State changed: RUN (0x0020)
| Security Y 11.04.2022 14:22:00.747 | Axiolina Arp.Io.Axioline. StateChanged Axioline Stats changed: ACT (0x00c0)
Security Profile @ 11.04,2022 14:21:59.020 PLC Manager Security.Arp.Plc.Domain.PlcReset PLC Reset, Current PLC state: Ready
(Mt T - 11.04,2022 14:21:55.013 PLC Manacer Ar.Ple,Domain.PlcManaaer StateChanaed Plc state chanaed: Stoo (hot) ==> Readv A

Notification
Cabinet door status: Open! Please check i a physical access £ the devices was a permitted action in the operational mode of the £ horized physical accass may result in loss of integrity and

authenticity of the application.

connection: @ oaline Status: Ok

~ | Administration

Firmrars Updsts

License Management

S In the Notification area at the bottom you will see the following notification:

Motification

Cabinet door state changed [opened). Plesse check if a physical access to the devices was an permitted action in the operational made of the applicstion. Unauthorized physical access may result in loss of
integrity and authenticity of the application.

For more information on how to work with function blocks in PLCnext Engineer, see the Quick Start Guide section of the
main PLCnext Technology - Info Center, or refer to the respective section in the PLCnext Engineer Help which is online
available.

For more information on how to use the function blocks, see the app documentation on the app's details page in the
PLCnext Store.

Disabled communication on external interfaces

The housing of PLCnext Control AXCF1152, AXCF2152, and AXCF 3152 provides two major external interfaces:

— Mini USB port
The mini USB port is switched off by the firmware and cannot be accessed.
— External SD card slot
The communication with the SD card slot is deactivated by the Security Profile.
It might be enabled in the Web-based Management after risk assessment, but only using a special SD card
supporting encryption (Phoenix Contact item no. 1151112 or item no. 1151111).

SD cards

Check the delivery of the SD card for transport damage.
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If the packaging is opened or damaged, there is a security risk. The SD card could have been tampered
with.

@ You must not use the SD card! In this case, contact Phoenix Contact immediately.
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SD card encryption

Note:

Make sure that the Security Profile is activated before you start encrypting the SD card.

Please also note the general information on handling encrypted SD cards in the main PLCnext Technology - Info Center.

You can only use the following SD cards for encryption:

— SD FLASH 8GB PLCNEXT MEMORY LIC (item no. 1151112)
— SD FLASH 32GB PLCNEXT MEMORY LIC (item no. 1151111)
— SD FLASH PLCNEXT MEMORY LIC CFG (item no. 1308064)

These cards have two partitions: The first partition ("system") is reserved for license handling and a second partition for
the controller data. This second partition ("overlay") is encrypted using the WBM.

For the encryption of the SD card, dm-crypt with the encryption mode aes-xts-plain is used. For secure key derivation,
argon2id is used.

dm-crypt is a cryptography module of the device mapper in the Linux kernel. dm-crypt can encrypt and decrypt data
using various algorithms. The encryption can be applied to any device files, in most cases to partitions (as in this case to
the "overlay" partition of the SD card).

Activating SD card support

Note: Perform these steps in exactly this order as described below! The activation of the support for external SD
card and encryption of the SD card must be activated at the same time. This deletes the existing overlay on the
SD card and prevents unintentional changes to the currently configured users. You must adhere to this
procedure. If you deviate from this procedure, configuration problems may occur.

To use an encrypted sd card, you must first activate support for the external SD card. Proceed as follows:

Log in to the WBM.
Open the SDcard page ( Security = SDcard ).
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® Click the (SEIEET) button.

Deutsch  English  Help v &) security Profile activated (&) Intearity check successfull Logout in 19:00
PHCENIX Project Name: HW: 02 FW: .
CONTACT A

AXC F 2152 Security
2404267
SD card
7
| status
f Current device file storage (overlay file system) Internal 5D card
Support for external SD card Deactivated
External SD card Inserted SD card net encrypted
+ Overview
Recovery password Password is not set
Di ti
t = Configuration
+ Configuration

Reactivation after Factory Reset

— Security If enabled, the external SD card will be activated after a factory reset.

If disabled and the support for external SD card is active, the external SD card remains activated after a factory reset.
Certificate Authentication

1f disabled and the support for external SD card is deactivated, the external SD card remains deactivated after a factory reset.
J‘Mfr_‘/._’_“r“’_’—’m*uwu_ﬁ,-"ﬂ s Y|

S You will then see the following status:

&) security Profile activated =) Integrity check successfull Logout in 19:24

Project Name: HW: 02 FW:
MAC: PR—

Security

SD card
Status
Current device file storage (overlay file system) Internal SD card

I Support for external SD card Activation request present I

T T
External 5D card Inserted SD card not encrypted
Recovery password Password is not set
Configuration

Support for external SD card Deactivate support

Reactivation after Factory Reset ()

If enabled, the external SD card will be activated after a factory reset.
If disabled and the support for external SD card is active, the external SD card remains activated after a factory reset.
If disabled and the support for external SD card is deactivated, the external SD card remains deactivated after a factory reset.

Data protection

SD card encryption Activate encryption
Recovery password to unlock the protected SD card E T ——

System Message
Information Attention: The support for the external SD card has been enabled. The full activation requires a system reboot

Warning Use of external SO card requires physical protection of the device!
Ensure that only authorized personal has access to the SO card!
SD card contains sensitive private data which might be readable by persons accessing it.

< Note the system message at the bottom!

System Message
Information Attention: The support for the external 50 card has been enabled. The full activation requires a system reboot

Warning Use of external 5D card requires physical protection of the device!
Ensure that only authorized personal has access to the 5D card!
=D card contains sensitive private data which might be readable by persons accessing it,

@ Enable the Reactivation after Factory Reset checkbox.

Configuration

Support for external SD card

Deactivate support

Reactivation after Factory Reset

If enabled, the external SD card will be activated after a factory reset.

If disabled and the support for external SD card is active, the external SD card remains activated after a factory reset.

If disabled and the support for external SD card is deactivated, the external SD card remains deactivated after a factory reset.

@ Proceed with encrypting the SD card as described below.
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Note: When using the external SD card under the Security Profile, encryption is mandatory! Proceed with the
steps in the next section.

Encrypting the SD card

Note:

— During the encryption or decryption process a reset to default settings type 1 needs to be performed; the data
on the SD card is deleted but the IP address setting is retained.

— The following steps need to be done in exactly this order. Do not skip a step, do not do anything else in
between with your device!

Make sure to have a proper LIC SD card in the slot.

In the Data protection section on the 'Sb card WBM page, click on to prepare the SD card
encryption.
& The  Set password for SD card encryption dialog opens.

Set password for SD card encryption

Password creation | Enter v]
Encryption password | Enter Password |
Confirm encryption password | Enter Password |

Attention: During the next system reboot, the external SD card is
encrypted and the controller is reset to default setting type 1. Do yvou
want to continue with the encryption?

Here you can assign a password or have one generated automatically:
Option 1: Enter your own password

From the Password creation drop-down menu, select Enter .
Prepare a password that meets the requirements.

Enter the same password in the Encryption password and Confirm encryption password input fields.

Option 2: Generate a password
Select Generate from the Password creation drop-down menu.
< A password that meets the requirements is generated automatically.

Store a note of the password used with this SD card (identifiable by the serial number on the back side) in a safe
place.

Click on (EX9.

% The encryption password is saved on the controller and the SD card encryption is scheduled for execution.
S Inthe Status section of the SD Card WBM page you can read now: Encryption request present.

Reboot the controller (e.g., via the Cockpit WBM page).

< The SD card is encrypted and bound to the controller.
Note: Due to the encryption, this step may take some time.

< The PLCnext Control is reset to default setting (type 1).

% The controller boots from the encrypted SD card.

Refresh the sb card WBM page in your browser to see the changed status:

WBM page as of firmware release >= 2024.0LTS on controllers with an optional SD card:
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Project Name: HW: 02 FW:
MAC:

SD card
Status
Current device file storage (overiay file system) External SD card
Support for external SD card Activated
External 5D card Inserted SD card encrypted I
Recovery password " Password s not set
Configuration
Support for external SD card Tehraraarpry

Reactivation after Factory Reset

If enabled, the external SD card will be activated after a factory reset.
If disabled and the suppart for external SD card is active, the external SD card remains activated after a factory reset.

If disabled and the support for external SD card is deactivated, the external 5D card remains deactivated after a factary reset.

Data protection

SD card encryption Deactivate encryption
Recovery password to unlock the protected SO card Set recovery password

System Message

Information SD card support is activated

Setting the recovery password

You need a recovery password if you want to use an encrypted LIC SD card with another controller to which the LIC SD
card is not bound, for example if a controller needs to be replaced. The recovery password corresponds to the
encryption password with which the LIC SD card was originally encrypted.

If a LIC SD card is encrypted and therefore bound to a specific controller, an encryption password has been set. The
recovery password corresponds to that encryption password. To use the encrypted LIC SD card with another controller,
you have to set its recovery password in the WBM of this controller. With the set recovery password, the LIC SD card is
unlocked during the next reboot of the controller.

To unlock and use the protected LIC SD card with another controller (e.g., after replacing the controller due to a defect),
you have to set its recovery password in the WBM of that controller, too. Only this way the LIC SD card can be unlocked
during the next reboot of that controller.

Assigning the recovery password

You can assign the recovery password in the Recovery password to unlock the protected SD card area:

Click on B EAEEN LA L0 N,

& The  Set recovery password to unlock protected SD card dialog opens.

Set recovery password to unlock protected

SD card
Recovery password | Enter Password |
Confirm recovery password | Enter Password |

m Cancel

Enter the password in the Recovery password and Confirm recovery password input fields and click on .
% The password is stored in the controller.
< During a reboot this LIC SD card will be proven eligible for this controller.

For further reference, store this password along with an identification (e.g., serial number) of the SD card and
the controller in a safe place.

Refresh the sb card WBM page in your browser to see the changed status:

WBM page on controllers with an optional SD card:
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Project Name: HW: 02 FW: .
MAC: 0w 48 o @0 o8

Security

sD card
Status
T
Current device file storage (overlay file system) External 5D card
Support for external SD card Activated
External SD card Inserted SD card encrypted
Recovery password Password is set
Configuration

Support for external SD card Deactivate support

Reactivation after Factory Reset

If enabled, the external SD card will be activated after a factory reset.
If disabled and the support for external 5D card is active, the external SD card remains activated after a factory reset.

If disabled and the support for external SD card is deactivated, the external SD card remains deactivated after a factory reset.

Data protection
SO card encryption Deactivate encryption
Recovery password to unlock the protected SD card Delete recovery password

System Message

Information SD card support is activated
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Port list

PLCnext Security Profile standard

Description Protocol Port
Common remoting, e.g. via PLCnext Engineer TCP Port 41100
HTTPS, Proficloud, eHMI (web server for eHMI and WBM) TCP Port 443
PLCnext Security Profile activatable
When components are switched on, further ports are enabled:
Description Protocol Port
NTP (Network Time Protocol) UDP Port 123
Common remoting, e.g. via PLCnhext Engineer ' TCP Port 41100
SSH connections, e.g. for secure shell connection or SFTP connection | TCP Port 22
HTTPS, Proficloud, eHMI (web server for eHMI and WBM) TCP Port 443
OPCUA® TCP Port 4840
MATLAB®/Simulink® in External Mode . TCP Port 17725
SNMP (Simple Network Management Protocol) TCP Port 161
PROFINET unicast/multicast ports UDP Ports 34962-34964
PROFINET device ports upP Ports 49152 - 65535
Syslog TLS Port 6514
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PLCnext roles and rights list
User roles and their assignhed access permissions in the various applications

The following overview shows the user roles implemented in the firmware and their access permission for different
purposes. Some user roles have been introduced only with recent firmware updates.

Note: User roles that are not mentioned in a table do not have any access permission in the regarding context.

Web-based Management (WBM)

Note: Visibility of WBM pages depends on the device and firmware release in use.
In addition, some WBM pages could have been deactivated by settings in the System Services.

User role
s | B
c | 5| 8 | 8 g .| &
€ Z 5 = 2 o ©0
S < 0 c = a = <
§- = 8 ] 8 = Q Q2 < —
= = = i = 2 e o > o (7]
£ = =} = = = = S o] 5] =
£ o o = [ ‘oD = = = >
2|8 & 8 3 G 8 ] 8 8 =
WBM pages Access permission for:
Information or General Data v v v v Vv v v v v v v
Overview section Network configuration v v v v v v v Vv v
Cockpit v v v v v v v v v v v
[a1 [a1 [2] [2] [2] [a1 [l [al
Diagnostics PROFINET v v v v v v v v v v v
section Local Bus vV | v | v v v v v v v v v
Notifications \ v " v v v Y v v v Y
Integrated UPS \ v \ v v v \ v v v \
Configuration Network - v v v v v v
section LAN Interfaces tab read- read- | read- | read-
only only | only | only
Network - v v v v v v
Netload Limiter tab read- read, | read,
only reset | reset
Date and Time 131 v v v v v v v v v v v
read- | read- | read- | read- | read- | read- | read- | read- | read-
only | only | only | only | only | only | only | only | only
System Services v Vv
PLCnext Store v v
Proficloud v
(legacy platform)
Proficloud Services \ v
(V3 platform)
SPLC v v v v
Fan Control v \
Web Services v \

PLCnext Technology - Security Info Center | Revision017 | 2025-02-10 | Page 293 of 306


https://www.plcnext.help/te/WBM/Configuration_System_Services.htm
https://www.plcnext.help/te/WBM/Information_General_Data.htm
https://www.plcnext.help/te/WBM/Information_Ethernet_configuration.htm
https://www.plcnext.help/te/WBM/Overview_Cockpit.htm
file:/C:/Users/pyea05/AppData/Local/Temp/RHTMP/Security%20IC%20PreviewfrsNrr/contents/assets/snippets/Access_permission.hts#Footnote_change-user-pw-only
file:/C:/Users/pyea05/AppData/Local/Temp/RHTMP/Security%20IC%20PreviewfrsNrr/contents/assets/snippets/Access_permission.hts#Footnote_change-user-pw-only
file:/C:/Users/pyea05/AppData/Local/Temp/RHTMP/Security%20IC%20PreviewfrsNrr/contents/assets/snippets/Access_permission.hts#Footnote_no-reboot-or-reset
file:/C:/Users/pyea05/AppData/Local/Temp/RHTMP/Security%20IC%20PreviewfrsNrr/contents/assets/snippets/Access_permission.hts#Footnote_no-reboot-or-reset
file:/C:/Users/pyea05/AppData/Local/Temp/RHTMP/Security%20IC%20PreviewfrsNrr/contents/assets/snippets/Access_permission.hts#Footnote_no-reboot-or-reset
file:/C:/Users/pyea05/AppData/Local/Temp/RHTMP/Security%20IC%20PreviewfrsNrr/contents/assets/snippets/Access_permission.hts#Footnote_change-user-pw-only
file:/C:/Users/pyea05/AppData/Local/Temp/RHTMP/Security%20IC%20PreviewfrsNrr/contents/assets/snippets/Access_permission.hts#Footnote_change-user-pw-only
file:/C:/Users/pyea05/AppData/Local/Temp/RHTMP/Security%20IC%20PreviewfrsNrr/contents/assets/snippets/Access_permission.hts#Footnote_change-user-pw-only
https://www.plcnext.help/te/WBM/Diagnostics_PROFINET.htm
https://www.plcnext.help/te/WBM/Diagnostics_Local_bus.htm
https://www.plcnext.help/te/WBM/Diagnostics_Notification_Logger.htm
https://www.plcnext.help/te/WBM/Diagnostics_Integrated_UPS.htm
https://www.plcnext.help/te/WBM/Configuration_Network.htm
https://www.plcnext.help/te/WBM/Configuration_Network.htm
https://www.plcnext.help/te/WBM/Configuration_NTP.htm
file:/C:/Users/pyea05/AppData/Local/Temp/RHTMP/Security%20IC%20PreviewfrsNrr/contents/assets/snippets/Access_permission.hts#Footnote_DateAndTime
https://www.plcnext.help/te/WBM/Configuration_System_Services.htm
https://www.plcnext.help/te/WBM/Configuration_PLCnext_Store.htm
https://www.plcnext.help/te/WBM/Configuration_PROFICLOUD.htm
https://www.plcnext.help/te/WBM/Configuration_Proficloud_Services.htm
https://www.plcnext.help/te/WBM/Configuration_SPLC.htm
https://www.plcnext.help/te/WBM/Configuration_Fan_Control.htm
https://www.plcnext.help/te/WBM/Configuration_Web_Services.htm
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Security section |Security Profile

User Authentication
LDAP configuration
Firewall

SD Card

Certificate Authentication
Syslog Configuration
Administration  |Firmware Update
section PLCnext Apps

License Management

RIS L KL L[S [
RILLL LKL L[|
<

[1] These user roles can only change the user password.
[2] These user roles cannot reboot or reset.

[3] These user roles can access the Date and Time page with "read-only" rights:
— FileReader
— FileWriter
— EHmilevell to EHMILevel10
— EHmiViewer
— EHmiChanger
— SoftwareUpdate
— SafetyEngineer
— SafetyFirmwareUpdater
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https://www.plcnext.help/te/WBM/Administration_Firmware_Update.htm
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PLCnext Engineer

All unreported roles in this table do not have access permissions for PLCnext Engineer.

User role
£ 5 = . o}
5 5 5 | B 8 | 2 | £
§ ‘0 = S % ] ‘o0
o 2 ) @ = =
= = 9 = @ = 5 ) = Q =
£ 3 g £ = = & 3 E = &
2| & |2 |8|a|&8 |8 |2 |8|& |3
PLCnext Engineer |Access permission for:
PLCnextEngineer |View values in the v v v ' v v v "
user interface cockpit (e.g., utilization)
Transfer a project to the " \ \
controller
Start (cold/warm restart) or v v v v
stop the controller
Restart the controller \
(reboot)
Reset the controller to v
default setting type 1
View online variable values v \ v v \ v v
Overwrite variables v v v
Set and delete breakpoints v v v
Download safety-related " Vv v
programs to the controller [4] [51
Start or stop safety-related " v v
programs (41 [51
Debug safety-related v v v
programs [41 [51
PLCnextEngineer |View online variable values v \ \ v
HMI application Overwrite variables v v

[4] As of firmware 2023.0 LTS, safety permissions for the Engineer user role are always enabled. As of the firmware 2023.0.1
LTS hotfix: if the Security Profile is enabled, safety permissions for the Engineer user role are disabled. If needed, use the
SafetyEngineer user role in addition. See detailed description of combined safety user roles.

[5] Do not use this user role alone. This role is designed for use as an add-on to other user roles, e.g. Engineer. See detailed
description of combined safety user roles.
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Applications and services

All unreported roles in this table do not have access permissions for the mentioned applications and services.

Note: Additional roles may be necessary, e.g. for use with the Device and Update Management.

User role
=
©
o
o
c g 3
s s | B £
> = >
5| | 8|8 §1 28 ¢
s | € ¢ | 8|2 |6 8| 8|58 %
_ = 5 = S = = = o = z o
Application or 5 & & 53 = = 2 2 2 S =
A . . < wn w [%2] a o > [y [ (2] (%]
service Access permission for:
SD card, SFTP access to the file v
parameterization |system with an SFTP client
memory el
Shell SSH access to the shell \
el
By means of Update safety-related Vv "
dedicated tools firmware on the controller
OPCUA® access by |View online variable values v Vv \ v " \ v
meaps 9f aclient Overwrite variables v \ v \
application -
Read files v "
(OPC UA file transfer must be
enabled via PLCnext Engineer)
Write files Vv v
(OPC UA file transfer must be
enabled via PLCnext Engineer)
Update firmware on the \ \
controller
Device and Update |Update firmware, software v
Management and projects
(DaUM)

[6] Authentication with a user name and password is always required for SSH or SFTP access, even if user authentication is

disabled.
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OPCUA® security compliance list

Note: If the Security Profile is activated, you must always use sign & encrypt.

OPCUA® Server

Profile: Embedded 2017 UA Server
Facets:

— Global Certificate Management Server Facet
— User Token - User Name Password Server Facet

SecurityPolicy:
Availableas sign and as sign & encrypt:

— Basic256Sha256
— Aes128-Sha256-RsaOaep
— Aes256-Sha256-RsaPss

OPCUAZ® Client

Profile: Minimum UA Client Profile
SecurityPolicy:
Availableas sign and as sign & encrypt:

— Basic256Sha256
— Aes128-Sha256-RsaOaep
— Aes256-Sha256-RsaPss

OpenSSL

Note: The OPC UA client and server use the OpenSSL library to validate X.509 certificates using the OpenSSL
flag X509_V_FLAG_X509_STRICT . As firmware 2024.0LTS is updated to OpenSSL 3.0, the X.509 certificate

validation became more strict, especially for non self-signed certificates. This may cause the server to return

the error BadSecurityChecksFailed on client connection attempts. Make sure that, according to OPC UA

Part 6, client issuer as well as client application X.509 certificates are conform to RFC 5280, especially to the
sections listed below. The same applies for user-managed server certificates.

- 4.1.1.2 signatureAlgorithm

— 4.1.2.6 Subject

— 4.2.1.1 Authority Key Identifier

— 4.2.1.2 Subject Key Identifier
—4.2.1.3 Key Usage

— 4.2.1.6 Subject Alternative Name
— 4.2.1.9 Basic Constraints
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Appendix
Appendix

In the appendix you find the following contents:

— Integrity check of downloaded software or firmware files: IEC 62443 requires mandatory integrity check of software
or firmware downloaded via Internet against tampering attacks.

— Industrial Security application note: To achieve security in general, basic security measures need to be fulfilled. The
Industrial Security application note contains information on handling components, solutions and PC

based software.
— List of abbreviations
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Integrity check of downloaded software or firmware files

IEC 62443 requires mandatory integrity check of software or firmware downloaded via Internet against tampering
attacks.

After downloading a setup file for any application (Windows®/Linux), a firmware file for a controller from the Internet or
a PLCnext Technology App from the PLCnext Store, prior to its installation you must verify that the file has not been
corrupted or tampered. To do this, copy the published checksum string for the file before downloading the file from the
provider's website, and save it to a plain text file.

Note: In the download section at relevant products on the Phoenix Contact website, a SHA256 checksum is
specified for each downloadable software or piece of code.

Example for PLChext Engineer by Phoenix Contact

File Description Language Version

¥ PLCnext_Engineer_Setup_ (635 MB)
£xe
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After downloading the setup file, use a suitable tool (such as 7-Zip) to calculate a SHA256 checksum over the
downloaded file. If the calculated SHA256 checksum is identical with the checksum published by the provider, you can
execute the software setup file, or you can install the firmware on the controller.

Example for a PLCnhext Technology App from the PLChext Store

Download x

Are you sure you want to download this App?

After downloading you can compare the SHA-256 checksum:

Please accept the terms of use for downloads.

| accept the Customer Terms for the PLCnext Store

| accept the Software License Terms

After downloading the PLCnext Technology App, compare the SHA-256 checksum from the download dialog.

If the SHA-256 checksum is identical, the PLCnext Technology App can be executed.
Example using 7-Zip on Windows

@ With 7-Zip installed, right-click the downloaded file in the file explorer; for .zip files, do not unzip before
checking.

@ Select the context menu entry CRC SHA —> SHA-256 .

>
CRC SHA > CRC-32
CRC-64
SHA-1
SHA-256

) . s

@ Let 7-Zip calculate a checksum for the file, then copy that checksum under the one you picked from the
provider's website and compare them. They need to be identical in each character.

@ Ifthe calculated SHA-256 checksum is identical, you can execute the software setup file, or you can install the
firmware on the controller.
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Industrial Security application note

To achieve security in general, basic security measures need to be fulfilled. The Industrial Security application note
contains information on handling:

— Components
— Solutions
— PC based Software

It contains generic information how to protect components, networks, and systems against unauthorized access, and
how to ensure the integrity and authenticity of data.

We strongly recommend using an Information Security Management System (ISMS) to manage all the technical,
organizational, and personnel measures that are needed to ensure compliance with information security directives.

No matter if PLCnext Control devices are used as IEC 62443-4-1 [/ 4-2 certified components or in context with other
security concepts, the measures described in this PLCnext Security Info Center and the Industrial Security application
note should be considered.

Read more:

— Phoenix Contact Security Guideline— on this platform

— PLCnext Security Guideline — on this platform

— Industrial Security application note — current revision in the right panel of the Phoenix Contact Product Security
Incident Response Team (PSIRT) website
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List of abbreviations

CA Certification Authority

CRL Certificate Revocation List

CSR Certificate Signing Request

DMz Demilitarized Zone

FR Foundational Requirement

HTTPS Hypertext Transfer Protocol Secure

ICS Industrial Control System

ISMS Information Security Management System

T Information Technology

NAT Network Address Translation

oT Operational Technology

PAT Port and Address Translation

PKI Public Key Infrastructure

PSK Pre-shared Key

SPLC Left-alignable, safety-oriented control for operating PROFIsafe® devices

SPLCProxy | A layer that is providing security extensions, dedicated safety roles and file system access rights to
protect the SPLC (see Security and safety hardening).

SR System Requirements

TLS Transport Layer Security

VPN Virtual Private Network
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Phoenix Contact Security Advisories (PSIRT)

The Phoenix Contact Product Security Incident Response Team (PSIRT) gathers and analyzes any potential security
vulnerabilities in Phoenix Contact products, solutions, and services. If a security vulnerability is identified, it will be
listed on the PSIRT website under “Recent security advisories”, and a corresponding security advisory will be
published. The website is updated periodically.

To stay up to date, Phoenix Contact recommends subscribing to the PSIRT newsletter (listed in the SERVICE box,
under “Subscribe to PSIRT news”).

Anyone can submit information on potential vulnerabilities to Phoenix Contact PSIRT via email.

The aim of PSIRT is to work with vulnerability reporters professionally to handle any vulnerability claim that is related
to Phoenix Contact products, solutions and services.
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Legal information and imprint

General terms and conditions of use for technical
documentation

Phoenix Contact reserves the right to alter, correct, and/or improve the technical documentation and the products
described in the technical documentation at its own discretion and without giving prior notice, insofar as this is
reasonable for the user. The same applies to any technical changes that serve the purpose of technical progress.

The receipt of technical documentation (in particular user documentation) does not constitute any further duty on the
part of Phoenix Contact to furnish information on modifications to products and/or technical documentation. You are
responsible to verify the suitability and intended use of the products in your specific application, in particular with
regard to observing the applicable standards and regulations. All information made available in the technical data is
supplied without any accompanying guarantee, whether expressly mentioned, implied or tacitly assumed.

In general, the provisions of the current standard Terms and Conditions of Phoenix Contact apply exclusively, in
particular as concerns any warranty liability.

Copyright and licensing information

Copyright
This platform, including all illustrations contained herein, is copyright protected. Any changes to the contents or the
publication of extracts of this document is prohibited.

Phoenix Contact reserves the right to register its own intellectual property rights for the product identifications of
Phoenix Contact products that are used here. Registration of such intellectual property rights by third parties is
prohibited.

Other product identifications may be afforded legal protection, even where they may not be indicated as such.
Licensing information on open source software

Controllers of the PLCnext Control product family work with a Linux operating system.
All license information can be called using the “Legal Information” link on every page of the Web-based Management
(WBM) on every PLCnext Control:

Click on the “Legal Information” link on the bottom left of the WBM page.
Licenses for all of the open source software used are shown.

How to contact us

Up-to-date information on Phoenix Contact products and our Terms and Conditions can be found on the Internet
at phoenixcontact.com

Make sure you always use the latest documentation that is available for your products. It can be downloaded
at phoenixcontact.net/products.

Our subsidiaries

If there are any problems that cannot be solved using the documentation, please contact your Phoenix Contact
subsidiary. The subsidiary contact information is available at phoenixcontact.com.
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